NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1AA PASMEIIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOAOM MOJIOACKU B MHTEPHETE CTAHOBUTHCSA OOJIBLIE, a IIKOJIbHUKU OJHU W3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, NOMHMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SIBIISIETCSI CIIOCOOHOCTh K pa3MHOXKEHHIO. B pomoiHeHHme K 3TOMY,
BUPYCHl MOTYT MOBpPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTh Bce (Qailibl M JaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIH30BATEI0, OT HIMEHU KOTOPOTO ObLIA 3aIlylleHa 3apaKeHHas IPorpamMmma,
a TaKXe MOBPEeIUTh WIM JIa)Ke YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHsIIOTCs BUPYChl YEpE3 UHTEPHET.

MeTtopl 3alIUTHL OT BPCOAOHOCHBIX ITpOTpaMM:

1. Ucrnonp3yli COBpEMEHHbIE OIEpallMOHHBIE CHUCTEMbI, MUMEIOIIUE CEPbE3HBbIH YPOBEHBb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrossHHO ycraHaBiMBaid madtd (UQPOBBIC 3aIUIATKH, KOTOPHIC aBTOMATHYECCKH
YCTaHABIMBAIOTCA C IENbI0 JOpaObOTKM TMpOTrpaMMbl) U Jpyrue OOHOBICHHS CBOEH
omnepanroHHoN cucteMbl. CkaunBai WX TOJIBKO ¢ 0HUIIMaIbHOTO caiTa paspadorunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraif Ha cBOeM KOMIIBIOTEpE I10J MpaBaMHy ITOJb30BATels, a HE aJMHHUCTPATOPA.
DTO HE TMO3BOJMUT OOJBUIMHCTBY BpPEAOHOCHBIX MPOTPaMM HMHCTAUTMPOBAaThCI HA TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE NPOTPaMMHBIE NMPOAYKTHl MU3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NUECKHI TOCTYN K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIULL;

6. Ucnonb3yli BHeIIHWE HOCUTENU MH(pOpMaluu, Takue Kak (remka, AMcK Wi ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (DaiiiIbl, MOTyUYEHHBIE U3 HEHA/IEKHBIX UCTOYHHUKOB. Jlaxe
Te (ailybl, KOTOpbIE MPUCIIA TBOW 3HAKOMBIH. Jlyulle yTo4HH y HETro, OTIPaBJIsI JIU OH TeOe ux.

Ceru WI-FI

Wi-Fi - 370 He BU/ Mepeavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb Open 1, mapka. Ee B
1991 rony Huaepnanjackas kommnaHus 3apeructpupoBania Openn "WECA", yto o0o3Hauaio
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoiHast TOYHOCTH .

Jlo Hamero BpeMEHH [olula apyras abOpeBHarypa, KOTOpas SIBISCTCS TaKOW Ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT
BhICIICH 3ByKkoBOM TexHukH Hi-Fi, uTo B mepeBoie o3HavaeT "BrICOKAst TOUHOCTH'.

Jla, OecrlaTHBI HMHTEPHET-ZIOCTYN B Kade, OTeNnsX M a’dpornoprax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIX0/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYUMTAIOT, YTO 001IenocTynHbie Wi-



Fi cetu He aBnstoTCS 0€30MaCHBIMU.
CoBeTblI 110 0€30MaACHOCTH PAadOTHI B 001IEAOCTYNHBIX ceTsix Wi-fi:

1. He mepemaBaii cBoro jmuHyl uHpopMmanuioo uepe3 odmienoctymubie Wi-Fi cern.
PaGoras B HUX, XCJIATCJIIbHO HC BBOAUTL MMApOJI JOCTYIIA, JIOTHUHBI U KAKUC-TO HOMEPA,

2. Wcnonb3yit 1 OOHOBIIAM aHTHBUPYCHBIE MporpaMMbl U OpanaMayep. TemM caMbIM ThI
oOe3omacuiib cedsi OT 3aKaYyKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBannu Wi-Fi otkmioun ¢ynkmuro "OOmmit goctyn kK ¢aitnam u
npuntepam". JlanHas (yHKOMS 3aKphiTa MO0 YMOJYaHHIO, OJHAKO HEKOTOPHIC IMOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIOJIb30BaHus B paboTe min y4eoe;

4. He ucnonb3yit nyonuunsii WI-FI nns mepenaum NWYHBIX JAaHHBIX, Hampumep AJs
BBIX0/Ia B COL[MAJIbHBIE CETU WUJIU B AJIEKTPOHHYIO MOYTY;

5. Ucnonw3yil Tonpko 3ammineHHoe coenuHenue yepe3 HTTPS, a e HTTP, t.e. npu
Habope BeO-aapeca BBoaM MMeHHO "https:/";

6. B MobunsHoM Tenedone otknroun ¢pynkuuio "llogkmouenue k Wi-Fi aBTomatuyecku'.
He nomyckait aBToMaTn4eckoro moAKIIOUeHHs yeTporcTBa K ceTsiM Wi-Fi 6e3 TBoero cormnacusi.

CoumnajnHble ceTH

ConuanpHble CeTH aKTUBHO BXOJIAT B HAIlY KU3Hb, MHOTHE JIFOJIM pa0OTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MILULIHApP] YETIOBEK, UTO SIBISETCS OJHOMN
CeIbMOM BCeX >KUTENeH TUTaHeThl. MHOTMe TOJIb30BaTeIM HE MOHUMAIOT, YTO WH(OpMmaIus,
pa3MeIleHHas UMU B COIMANIbHBIX CETAX, MOKET ObITh HaliJleHa U MCIOJIb30BaHa KEM YrOJHO, B
TOM 4YHCIIe HE 00s13aTeIbHO ¢ OJIaruMu HAMEPEHUSIMHU.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuup crnucok apy3eid. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh CIIydallHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBo 4acTHYO Ku3Hb. He yka3biBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUYHYIO WH(pOpManMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIBb30BaTh Jaxe
I/IH(l)OpMaHI/IIO 0 TOM, KaK Thl 1 TBOU POAUTEIIN IIJIAHUPYETEC ITPOBECTU KAHUKYJIbI;

3. 3ammmail cBOIO peryTaluio - JAepKU €€ B YUCTOTE M 3ajaBail cebe BOIPOC: XOTeN Obl
ThI, YTOOBI JIPYrHe MOJIb30BATENN BUAEIH, UTO Thl 3arpyxaeuib? [logymail, mpexae 4eM uTo-To
OITyOJIMKOBATh, HAMMKMCATh U 3aTPY3UTh;

4. Eciu ThI roBopuiib € JXOAbMH, KOTOPBIX HC 3HACIIb, HC I/ICHOHB3yﬁ CBOC pCAJIbHOC UM
" IPYT'YIO JINYHYIO I/IH(pOpMaLII/II/IZ HUMsI, MCCTO XKHUTCJIILCTBA, MECTO y‘-IC6LI " Ipodee;

5. U36erait pazmemienus dotorpaduii B IHTepHETE, Te Thl H300pakeH HA MECTHOCTH, T10
KOTOPOH MO>KHO OTPEICTUTh TBOE MECTOTIOIOKEHNUE;

6. Ilpu peructpanuu B COIMAIBLHON CETH HEOOXOIMMO HCIIOJIb30BaTh CIIOKHBIE MApOIH,
cocTosmue u3 OykB v QP U ¢ KOJUISCTBOM 3HAKOB HE MEHEE §;

7. s conuanbHOM CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIONIB30BaTh pa3HbIC
naposu. Toraa ecnu Te0s B3J0OMAIOT, TO 3JIOYMBIIIJICHHUKH TOJIYYaT JOCTYI TOJIBKO K OAHOMY
MECTY, a HE BO BCE cpasy.



JJIeKTPOHHBbIE IeHbI' U

DNEeKTPOHHBIC JEHBIW - ATO OYCHb YJAOOHBIN CIOCOO IIaTeXxel, OJHAKO CYIIECTBYIOT
MOIICHHUKU, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHBI .

9J'IGKTp0HHBI€ JCHBI'M IIOABHJIMCH COBCEM HEAABHO M HMMCHHO HM3-3a 3TOrO BO MHOI'UX
rocyaapCTBax A0 CHUX IOP HC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, I/I€ UX Pa3JIeIsIoT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHMMHBIE. Pa3HUIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH Onepauud 0e3 WACHTH(PHKAIUK MOJb30BaTesl, a B
HEAHOHUMHBIX UACHTU(UKALIMS TT0JIH30BATENS ABJISETCS 00s13aTEIbHOM.

Taxxe crnenyer pas3inyaTh SJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BaJIIOTaM) U JJIEKTPOHHbIE HEPHUATHBIE IE€HbI'U (HE PaBHbBI TOCYJaPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C OJICKTPOHHBIMHA JCHbI'aMU:

1. IlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAaHOBUTH JOCTYN K cyery. l[lpuBsizaHHbIi TenedoH moOMOXeT, eciu 3alyaems CBOM
IUTATEXHBIA ApOJIb WK 3aii/ienIb Ha CaliT ¢ HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnonb3y#t omHopasoBkie mapoiu. [locie mepexoaa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yKe He Oy/IeT yrpoKaTh OIMTACHOCTh KPa)KU WJTU TIEpeXBaTa IIaTEKHOTO Mapois;

3. Boibepu cnoxubiif mapons. [IpectynHukaM OyaeT He MPOCTO YraaTh CIOKHBIM Mapob.
Hanexubie maponu - 3To mapoyiv, KOTOpbIe COAEPKAaT HE MEHEee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE U TPOMHUCHBIE OYKBBI, HU(GPHI U HECKOJBKO CHMBOIIOB, TaKMe Kak 3HAK J0JuIapa,
¢byHTa, BOCKJIHIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JAHHBIE HA CalTaX, KOTOPHIM HE JIOBEPSICIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAs MOYTa - 9TO TEXHOJIOTHS U MPEJOCTABISIEMBIE €10 YCIYTU MO TEPECHUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIEHHUH, KOTOpPBhIE pAaCHpEACNsiOTCS B KOMIBIOTEPHOH CeTH.
OO0BI4HO 3JIEKTPOHHBIN IOYTOBBIHN SIIITAK BBITJISLTUT CIIETYFOIIIAM obpazoM:
UMs_TIONb30BaTeNA(@uUMs_oMeHa. Takke KpoMme Tepeadyd TMPOCTOro TEeKCTa, HMeEeeTCs
BO3MOJKHOCTH TIepe/1aBaTh (hanbl.

OcHOBHBIE COBETHI 110 O6€30MacHOi paboTe ¢ IMEKTPOHHON TTOUYTOM:

1. Hamo BBIOpaTh mpaBWIIbHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OIpOMHBIA BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle JIOBEPATh TE€M, KOTO 3HAEUIb M KTO NEPBHIN B
pEUTHHTE;

2. He yka3piBaif B JNMYHOHN MouTe JIW4YHYI0 WHpopMmaruio. Hampumep, mydine BbIOpaTh
"My3bIKaNIbHBIN (aHaT@" wim "pok2013" BmecTo "Temal3";

3. HUcnonb3yil IBYX3TAMHYIO aBTOPHU3ALMIO. JTO KOrJa MOMUMO MapoJisi HY’KHO BBOJUTH
KO/, IpUChIIaeMbliil 1o SMS;

4. BpiOepu CcHOXHBIA Tapodib. JIJIsi KaXAaoro MOYTOBOTO SIUKA JOJDKEH OBITh CBOM
HaJIe’)KHbI, YCTOMYUBBIN K B3JIOMY MTApOJIb;



5. Eciii ecTh BO3MOKHOCTh HalMcaTh CAMOMY CBOM JIMYHBIA BOMPOC, UCIOJB3YH 3Ty
BO3MOXKHOCTb;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIUMKOB. IlepBbIii A 4acTHOM HEpEenucKu ¢
azpecaTamMH, KOTOPBIM Tbl JOBEps€LIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONb30BaTh IIPU
peructpanuu Ha Gpopymax u caiTax;

7. He otkpbiBail (haiisibl U qpyrue BIOKEHUS B MUCbMaX, Aa)Ke €CJIM OHU IMPUIIUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIN JTU OHU TeOe 3TH (aiiisbl;

8. [Tocie okoH4yaHusi pabOTHI HA TIOYTOBOM CEPBUCE MEPEe]] 3aKPHITHEM BKIIAJIKH C CAWNTOM
He 320y HaXKaTh Ha "BeridTu".

Ku6epOy/uiuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuHr - npecieoBaHue COOOLMICHUSIMH, COJIEPKAIUMEI OCKOPOJICHHUS, arpeccHro,
3allyTHBaHKe; XYJIUTAaHCTBO, COLUAIbHOEC OOMKOTHPOBAHKME C MOMOIIBIO PAa3IMYHBIX HHTCPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B 60ii. Jlyummmii crmoco0: TOCOBETOBATHCS KaK ce0sl BECTH M, €CJIH HET TOTO,
K KOMY MOXHO 06paTI/ITI)C$I, TO BHa4aJiI€ YCIIOKOHTHCA. Eciu T1H HayHemns oOTBeYaThb
OCKOPOJICHUSAMH Ha OCKOPOJICHHSI, TO TOJBKO eIiie OOJIbIIE Pa30KKelb KOHMIHUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTh B ceTh MHHMMas. CyIIECTBYIOT CHOCOOBI BBIICHHTb, KTO CTOMT 3a
AQHOHHMMHBIM AKKayHTOM;

4. He crouT BecTH XyJUTraHCKUI 00pa3 BUPTyaslbHOM Ku3HU. VIHTepHET uKcupyer Bce
TBOU JICHCTBUS U COXPAHAET UX. Y TAJIUTh UX OYyACT KpailHe 3aTpyIHUTEIHHO;

5. Co0Gurosiait CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHUuYHBIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHUS JIydllle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpaaeTcs Ha Ha4aabHOW CTaauH;

7. ban arpeccopa. B nporpammax 00MEHAa MTHOBEHHBIMH COO6H_[CHI/I}IMI/I, B COIIMAJIbHBIX
CETAX €CTh BO3MOXKHOCTD 6J'IOKI/IpOBKI/I OTIIPpaBKU COO6LI_ICHPII>'I C OIIPCACIICHHBIX aAPCCOB;

8. Ecim Tl cBuzmerens kuOepOyiuHra. TBOM JEHCTBHUS: BBICTYNUTH TPOTUB
mpecieoBaTens, Moka3aTb €My, YTO €ro JACMCTBHS OLEHUBAIOTCS HETraTUBHO, MOJJEP’KaTh
KEpPTBY, KOTOpPOM HYXKHA TIICHXOJOrMYecKkass IOMOIb, COOOIIUTh B3pOCIBIM O (QakxTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOnbHbIi Te1e(oH

CoBpeMeHHbIe cMapTGhOHBI M TUTAHIIIETHI COIepKaT B ce0e BIIOTHE B3POCIBIA (PYHKITHOHA,
U TENepb OHM MOTYT KOHKYpPHUPOBAaTh CO CTAallMOHAPHBIMM KoMmbroTepaMu. OJHAKO, CPEACTB
3alUTHI 1711 TOJIOOHBIX YCTPOMNCTB MOKa O4YeHb Mayio. TecTHupoBaHHE U MOMCK YS3BHUMOCTEH B
HUX TIPOUCXOAUT HC TaK HHTCHCHBHO, KakK IJIA HK, TO XK€ CaMO€ KacCcacTCsia U MOGI/IJII:HI:IX
MIPUITOKEHU .

CoBpeMeHHBIE MOOWIBHBIE Opay3ephbl YK€ MPAaKTHYECKH OTHATH HACTOJBHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHANA BIEYeT 3a COOOH OOINBIIYI0 CIIOKHOCTH M MEHBIIYIO



3alIMIICHHOCTD.

Jlaneko He Bce MPOM3BOAMTEIM BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOLINE KPUTUYECKUE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€301acHOCTH MOOHIBLHOTO TeJ'Ie(bOHaZ

Hudero He sBisgercs [MO-HACTOAIICMY OecIuIaTHBIM. By,Z[B OCTOPOXECH, BEAb Korjga Tebe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOTI'YT OBITH CKPBITBEI KaKUEC-TO IIJIAaTHBIC YCIIYTH,

Hymaii, mpexxae yem oTnpaBuTb SMS, poTo mnu Buaeo. Tel TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6xoauMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI [11 MOOMIIBHBIX TeNIe()OHOB;

He 3arpy>1<aﬁ MMPUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHHU MOI'YT COACPKATH
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[locne Toro kak Thl BBIMJCIIb C caiiTa, IJ€ BBOAWJ JIMYHYIO HHpOpMALMIO, 3aiau B
HACTPOIKHU Opay3epa u ynamu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ, KaKHC IVIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOEM HOMCPE,

JlaBaii cBOil HOMEp MOOMJIBHOTO TejaeoHa TOJBKO JIFOSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MoOjb3yenibcs. He 3a0piBaii mHOTIA
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbBIE OHJIAHH-UTPBI - 3TO KpPAacOUYHBbIE, 3aXBaTbIBAIOIIUE Pa3BICUYCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHUP,
0O0IIaI0TCS IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTCsd ¢ MOHCTPAMH U TOJY4YaroT OIIBIT.
3a yIOBOJILCTBHE OHHU ILIATAT: MOKYNAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WJIM HPUOOPETaoT
KAaKHe-TO OILIUH.

Bce atu cpenctBa uayT Ha TOAAEpXKAHME M DPAa3BUTHE UIPHL, a TaKkKe Ha caMy
0€30MacHOCTh: COBEPIIECHCTBYIOTCSI CHUCTEMBbl AaBTOPH3AllMU, BBINYCKAIOTCS HOBBIE TMaT4u
(un¢poBbIe 3aIUIATKU AJISt IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUIrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaxXu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBAaHAa CUCTEMA aBTOPU3AlIUN OOJIBIIIMHCTBA urp.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKAayHTa!

1. Ecnu apyroil urpok BeneT ceds MIOXO WM CO3/1aeT Tede HeMpUATHOCTHU, 3a0J0KUpYM
€ro B CIIMCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM MIPbl HA IUI0XOE MOBEAEHUE ATOI0 UTPOKa, )KEJIATEIBHO
IPWIOKUTH KaKHE-TO I0KA3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3wiBaii inunyto nHGpOpManuo B mpodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;



5. He ycranaBnuBaii HeopuMaabHbIE TATYH U MOJIBI;
6. Mcnonb3yii cokKHbIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpemMs WUIPbBl HE CTOMUT OTKJIIOYaThb aHTUBHpYyC. IIoka Thl Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUIIUHT WA Kpaxka JUIHbIX JaHHbIX

OObIuHOW KpaxKei JeHer M JIOKyMEHTOB CErofHs yXe HHKOrO0 HE YAWBHIIb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJIOTHH  3JIOYMBIIIJICHHUKH IEPEMECTHINCh B HHTEPHET, U
IPOJIOJDKAIOT 3aHUMAThCA "MIOOMMBIM" 1€7I0M.

Tak mosBUIIacCh HOBas yrpo3a: MHTEPHET-MOLIEHHHYECTBA WIM (DUIIMHT, TJIaBHAs IIEJb
KOTOPOTO COCTOHMT B IOJYYEHUH KOH(DUICHIMAIBHBIX JAHHBIX IOJb30BaTeJCH - JIOTHHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas oBis,
password - mapoJis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Ecii ThI 1I0JJ03peBacIiib, 4TO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKMPOBATH €€ M COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO
cKopee;

2. Wcnonw3yil 6e3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. Wcnonb3yil ClIOXKHBIE U pa3Hble Mapoiud. TakuM oOpa3oMm, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3JIOMalid, TO HEOOXOIUMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
00aBJIEHBI Y T€0SI B IPY3bAX, O TOM, UTO T€Os B3JIOMAJIH U, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HaaexHbI napois (PIN) Ha MoOUITBHBINM TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJs B Opaysepe;

7. He oTkpbIBail ¢aiinbl U Apyrue BIOKEHUs B MUCbMaXx, Jake €CIIM OHU MPHUIILTH OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitbl.

Hudposas penyranus

[udposas penyraiust - 3TO HeraTHUBHas WM MO3UTHBHAs HWH(pOpMaIMs B ceTH o Tele.
Komnpomerupytomas unpopmanusi, pa3MelleHHas B UHTEPHETE, MOXKET CEpPbEe3HbIM 00pa3oM
OTpa3uThbcsA Ha TBOEH peanbHON ku3HU. "Lludposas permyramus” - 370 TBOH UMUK, KOTOPBIH
bopmupyetcs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJ0KEHNE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue moapoCTKH JISTKOMBICICHHO OTHOCATCSI K ITyOJNMKAalMy JIMYHOW MH(OpManuu B
WNuTepHeTe, He TOHMMAasi BOZMOXKHBIX MOCIEACTBHHA. ThI Jaske HE CMOJKEIIb JIOTalaThesl O TOM,
4To (poTorpadus, pazmenieHHas 5 JeT Ha3ald, cTaja MPUYUHON OTKa3a MPUHATH TeOst Ha paboTy.

KommenTapum, pazmemienne TBoux (ororpaduii U aApyrue ASHCTBUAS MOTYT HE HCUE3HYTh



Jake MOCJIe TOTO, KaK Thl UX yJAIHIIG. Thl HE 3HACIIb, KTO COXPAHMII 3Ty WH(OPMAIIHIO, IToTala
JU OHA B IOMCKOBBIE CHCTEMbl M COXpaHWJACh JIM OHA, a TJIABHOE: YTO MOAYMAalT O Tebe
OKPYKAIOIIHNE JIFOJIU, KOTOPhIE HAWIYT W YBHIAT 3T0. HailTu wHPOpPMAIMIO MHOTO JIET CITYCTS
CMOJET JII000H - Kak M3 J0OpBhIX MOOYKIEHHM, TaK U C HaAMEPEHHEM MPUYUHUTH Bpea. DTO
MOJKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 3aMTe NHU(POBOI penyTaluun:

1. Ilogymaii, mpexnae 4eM 4TO-TO IyOJMKOBAaTh M IepelaBaTh y ceOs B Oiore wid B
COIIMAILHOM CETH,

2. B HacTpoiikax nmpoduiis yCTaHOBH OTpaHMYCHHsI HA MPOCMOTP TBOETO MPO(MIIst U ero
COAEP)KUMOTO, CIeai ero TOJbKO "I apy3en";

3. He pa3memiaii u He yka3biBail MH(MOpPMAIHIO, KOTOPas MOXET KOT0-THO0 OCKOpOJISATH
WA OOMXKaTh.

ABTOpCKOE NpaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNM LU(POBOTo mpocTpaHcTBa. OqHAKO
JIaJIEeKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMH BO3MOXHOCTSIMH IU(GPOBOTr0 Mupa Tpedyer
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "HHTENUIEKTyalbHasi COOCTBEHHOCTH" OTHOCHUTCS K pa3JIMYHBIM TBOPEHUSIM
YeJI0OBEYECKOr0 yMa, HauMHAas ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAOT B Ka4€CTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyleT HampacHbBIM, AAcT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTaX CBOErO TpyJa, MOJYYUTh U3BECTHOCTb U MPU3HAHHE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €0 MIPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MYOJIWYHO
UCIIOJIHSAT, IOKA3bIBATH/UCIIONIHATD B 3(Upe Wi pazMeniatsh B IHTepHeTe.

Hcnonp3oBanue "MUpaTckoro" MporpaMMHOrO OOECTIEYeHUs MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT IMOTEpU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, TJe
yCTaHOBJICHA HeJleranbHas nmporpamma. He cTouT Taxoke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE
u OecIyIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJjue

CereBnuok.p¢ - TBOM TJaBHBIH COBETYMK B CETH. 3JeCh Tbl MOXeEIIb Y3HaTb O
0€30MacHOCTH B CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHM KPUTHUECKOM
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKXe MPUHATh y4acTHE B KOHKYpCax M CTaTh CaMbIM
U (POBBIM TpakTaHUHOM !



