IIpuxa3 PeaepajabHOH CIYKOBI 1O
TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJII0
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r. MockBa

«00 yrBepxkaennu IlosroxeHns: 0 MeToax M cnocodax
3aUTH HHGopMaUU B MHGPOPMAIMOHHBIX CHCTEMAX
MEPCOHAJBHBIX JAHHBIX)

Ony6nukoBano: 5 mapra 2010 r. B «Poccuiickoil razere» - @enepanbublil Boimyck Ne 5125
Berynaer B cuiny:16 mapta 2010 .

3apeructpupoBan B Municre P® 19 ¢eBpans 2010 r.
Peruncrpannonnsiii N 16456

B cootBercTBuu ¢ myHkTom 3 Ilonoxkenust 06 obecrieueHnn 6€30MacHOCTH MEPCOHATBHBIX
JIAHHBIX MPU UX 00pab0TKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATIbHBIX IAHHBIX,
yTBepkKACHHOTO noctanoBieHueM [IpasurensctBa Poccuiickoit @eaeparuu ot 17 Hoa6pst 2007
r. No 781 (Cobpanue 3akonoaarensctBa Poccuiickoit @eneparuu, 2007, N 48, ct. 6001),
NPHUKA3BIBAIO:

YTBepI[I/ITB npujiaracMoe ITonoxenue o METOdaxX U criocodax 3alllUThI I/IH(i)OpMaI_[I/II/I B
I/IHq)OpMaHI/IOHHI:IX CUCTEMAX MEPCOHATBbHBIX TaHHBIX.

Jupexrop ®enepanbHOil CIy:KObI 10 TEXHHYECKOMY M IKCIIOPTHOMY KOHTpoJ10 C.
I'puropos

[Tpunoxenue

ITosi0:xeHue 0 MeTOAAX U criocofax 3aUThI HHGOpMaLUN B HHPOPMALMOHHBIX CHCTEMAX
MEePCOHAJIbHBIX IaHHBIX

I. O01mme mooKeHUs

1.1. Hactosimee ITonoxxenne pazpaborano B cooTBeTcTBUU ¢ [lomoxxenneM 06 obecrieueHrn
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX NMPH UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMax
MIEPCOHANIBHBIX JIaHHBIX, YTBEPKICHHBIM ITOCTaHOBJIeHUEM [IpaBuTenscTBa Poccuiickon
®denepanuu OT

17 Hos16ps1 2007 r. N 781 (Cobpanue 3akoHonatensctBa Poccuiickoit @enepammu, 2007, N 48,
cT. 6001), 1 ycTaHaBIMBaEeT METOJIbI U CIIOCOOBI 3aLTUTHI HHGOPMALIUU, IPUMEHSIEMbIE 151
obecrnieueHns 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX P UX 00paboTKe B MH(POPMAIIMOHHBIX
CHCTEMax MEPCOHATBHBIX JJAHHBIX (fanee - MHPOPMaAIMOHHBIE CHCTEMBI) TOCY1apCTBEHHBIMH
OpraHaMH, MyHHUIIUTIATbHBIMUA OpTaHAMHU, FOPUAUMYECKUMHU WIH (DPU3HUECKUMU JTHIIAMH,
OPTaHU3YIOIMHUMH | (UJTH) OCYIIECTBISIIONTAMU 00pa0OTKY MEPCOHATBHBIX JAHHBIX, & TAKKE
OTIPEICIISIONIMMU TSN U COfiepKaHie 00paOdOTKH MePCOHATBHBIX IAHHBIX (Jlaee - ornepaTop),
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WM JIUIIOM, KOTOPOMY Ha OCHOBAHUH JOTOBOpa ONEpaTop mopydaeT 00paboTKy NepCOHAIbHBIX
JAaHHBIX (JaJIee - YIOJHOMOYEHHOE JIULIO).

B nacrosimem Ilonoxennn He paccMaTpUBAIOTCS BOIIPOCH! 00ecieueHus: 6e30MacHOCTH
NIEPCOHAIBHBIX JaHHBIX, OTHECCHHBIX B YCTAHOBJICHHOM TMOPSAKE K CBEJICHUSM, COCTABIISIOIIAM
rOCY/IapCTBEHHYIO TaliHY, & TAKXKe BOIPOCHI MPUMEHEHHS KPUMITOTPAPUICCKIX METOJIOB H
CIOCO0O0B 3aIUTH HHGOPMAIIHH.

1.2. K meronam u cnoco0am 3amuThl HHPOpPMALMU B HH(OPMAIIMOHHBIX CUCTEMaX OTHOCSATCS:

METO/BI M CIOCOOBI 3alIUTHI HH(OPMAIMH, 00padaThIBAEMO TEXHUYECKUMHU CPEICTBAMHU
UH(POPMALIMOHHOM CUCTEMBI, OT HECAHKLIMOHUPOBAHHOIO, B TOM YHCJIE CIYyYalHOr0, JOCTyIa K
IIEPCOHAJIBHBIM JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOKET CTaTh YHUYTOKEHUE, U3MEHEHUE,
0JI0KMpOBaHKE, KOITMPOBaHKE, PACIIPOCTPAHEHUE NIEPCOHATIBHBIX JaHHbIX, & TAKXKE MHBIX
HECaHKLMOHUPOBAHHBIX JIEHCTBUH (J1ajiee - METOAbI U CLIOCOOBI 3aIIUTHI MH(POPMALIUK OT
HECAHKIIMOHUPOBAHHOTO JOCTYIA);

METO/IbI M CIIOCOOBI 3alUTHI pEUeBOi HH(POPMAIINH, a TAaKkKe WH(POPMAIIMH, IPEICTABICHHON B
BUJIC HHPOPMATHBHBIX JICKTPHUECKUX CHTHAIOB, (PU3NUYECKUX ITOJICH, OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA K IEPCOHAIBLHBIM JIAHHBIM, PE3yJIbTATOM KOTOPOT'O MOXKET
CTaTh KOIMMUPOBAHKE, PACIIPOCTPAHCHHE MTEPCOHATBHBIX JIAHHBIX, 4 TAK)KE MHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUH (JlaJiee - METOBI M CIIOCOOBI 3alIUThl HH)OPMAIIMH OT YTECUKH
M0 TEXHUYECKUM KaHajam).

1.3. [Inst BBIOOpA U peanu3aiuyi METOI0B M CIIOCOOO0B 3aIIUThl HHpOpMaIiK B UH()OPMALIMOHHON
CHUCTEME OTIEPATOPOM UJIM YIIOJTHOMOUYEHHBIM JIMIIOM MOKET Ha3HA4YaThCsl CTPYKTYPHOE
noJipa3jieNieHre WIn JOKHOCTHOE JIUIO (pabOTHHK), OTBETCTBEHHBIE 32 OOECTIeueHHE
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX.

[l BeIOOpaA U peanu3alnuy MEeTOI0B U CIIOCO0O0B 3aIUThl UH(pOpMauy B HHOOPMALIMOHHON
CHCTEME MOXKET MPUBJIEKAThCS OPraHU3alysl, UMeroIas o(hOpPMICHHYIO B YCTAHOBICHHOM
HOPSI/IKE JHUILIEH3UIO Ha OCYIECTBICHUE JIEATEIbHOCTH 110 TEXHUYECKOH 3aIlUTe
KOH(pHIeHIIMATbHON UH(OPMAIIHH.

1.4. Bo16op u peanuzanysi METO/I0B U CIOCOOO0B 3alIUTHl HHPOPMAIIUU B UH(POPMALIMOHHOM
CHCTEME OCYLIECTBIISIOTCSI HA OCHOBE OIpeIeNsIeMbIX ONepaTopoM (YIOIHOMOUYEHHBIM JIUIIOM)
yrpo3 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX (MOJIENIN YTPO3) U B 3aBUCUMOCTH OT KJlacca
UH(POPMALIMOHHOM CUCTEMBI, OTIPEIeIEHHOr0 B COOTBETCTBUM ¢ [lopsiikoMm npoBeneHus
KJaccu(puKanuy HHOOPMAIIMOHHBIX CUCTEM NIEPCOHANBHBIX JIaHHBIX, YTBEPIKICHHBIM IPHUKA30M
OCTIK Poccun, @Cb Poccun 1 Munnndopmcessizu Poccun ot 13 despans 2008 r. N 55/86/20
(3apeructpupoBan Muntoctom Poccun

3 anpens 2008 r., peructpanuonnbiii N 11462).

Monens yrpo3 pa3pabaTbiBaeTcsi Ha OCHOBE METOJAMUYECKUX IOKYMEHTOB, YTBEPK/ICHHBIX B
COOTBETCTBUU C IYHKTOM 2 noctaHoBiieHus [IpaButensctBa Poccniickoii @enepauyu ot 17
HOs10pst 2007 r. N 781.

1.5. BriOpaHHbIe U peaTu30BaHHbIE METO/IBI U CITIOCOOBI 3alTUTHI HH(POPMAITUHU B
WH()OPMAITMOHHOM CHCTEME JTIOJDKHBI 00€CTIeYnBaTh HEUTPATU3AIMIO TIPEIIOIaraéMbIX yrpo3
0€30MacHOCTH MEPCOHATBHBIX IAHHBIX MPU UX 00paboTKe B MH(OPMALIMOHHBIX CUCTEMaX B
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cocCTaBe co37aBaeMoi ornepaTopoM (yIOJTHOMOUYEHHBIM JIUI[OM) CUCTEMBbI 3aIIUThI
MEPCOHAJIbHBIX JIAHHBIX.

I1. MeToabl u Cocoobl 3alMUTBI I/IH(l)OpMaIII/I]/I OT HCCAHKIIMOHUPOBAHHOI'O 10CTYyIIa

2.1. MeTO,Z[aMI/I H cnocobaMu 3allIUThI HH(bOpMaL[I/II/I OT HECAHKIIUOHHUPOBAHHOI'O JOCTYIIA
SABIIAKOTCA:

peanuzaiys pa3peluTeIbHON CUCTEMBI OIYCKa [10JIb30BaTeNeH (00CTy )KNBAIOILETo EPCoHaa)
K MH(OpMaMOHHBIM pecypcaM, HH(POPMAIMOHHOM CUCTEME U CBS3aHHBIM C €€ HCIIOJIb30BaHNEM
paboTam, TOKyMEHTaM;

OrpaHMuYEHUE JI0CTYIIA M0JIb30BaTENIEH B IOMEILIEHUS, IJI€ pa3MEILEHbl TEXHUYECKUE CPE/CTBA,
HO3BOJISIOIINE OCYHIECTBIATh 00pa0OTKY MEPCOHAIBHBIX IaHHBIX, @ TAKXKE XPAHATCS HOCUTENN
uH(popMaLuu;

pasrpaHMyYeHHE AOCTYIIA [10JIb30BaTeNeH U 00CTyKUBAIOIIEr0 IIepCcoHaNa K HHPOPMaLlMOHHBIM
pecypcam, IporpaMMHBIM CpeJCTBaM 00pabOTKH (Iepeiadn) U 3alIUThl THPOpMALUY;

perucTpanys 1eiCcTBUN MOIb30BaTeNIel 1 00CITY)KUBAIOLIETO MEPCOHANa, KOHTPOJIb
HECaHKIIMOHUPOBAHHOIO JOCTYIA U ACWCTBUI MOJIb30BaTeNeH, 00CTYKUBAIOIIETO MepcoHala 1
MOCTOPOHHUX JIUII;

y4eT U XpaHEHHE ChbeMHBIX HOCHTEIeH MHPOPMAlUU U UX 00palieHne, HCKII0YAoIIee XUIIEHHE,
HOJMEHY U YHUUTOXKEHHUE;

pe3epBUPOBAHNE TEXHUYECKUX CPEJICTB, TyOJIUPOBAHNE MACCUBOB U HOCUTENEH HHGOPMAITNH;

MCIIOJIb30BAaHUE CPEJCTB 3aIIUThI UH(POpPMAIMU, TPOIIEIIINX B YCTAHOBICHHOM HOPSAKE
IIPOLEAYPY OLIEHKH COOTBETCTBHSI;

HCIIOJB30BaHHUC 3alllUIIICHHBIX KaHAJIOB CBA3H,

pa3MelieHre TEXHUUECKUX CPEJICTB, MO3BOJISIONINX OCYILECTBIATh 00pabOTKy NEePCOHAIBHBIX
JaHHBIX, B IIpE/IeTIaX OXPaHIEMON TEPPUTOPHH;

opranu3zanys pU3NUecKon 3alUThl IOMEIIEHUH 1 COOCTBEHHO TEXHUYECKHUX CPEJICTB,
MO3BOJISIOIINX OCYLIECTBIATh 00pabOTKYy NEPCOHAIBHBIX JaHHBIX;

IpeOTBpALeHNE BHEIPEHUS B MH(POPMAITMOHHBIE CUCTEMBI BPEOHOCHBIX MPOTpPaMM
(mporpamMM-BHpYCOB) U MPOTPaMMHBIX 3aKJIa/10K.

2.2. B cucremMe 3aliUThl IEPCOHANIBHBIX JAaHHBIX HH(OOPMAIIMOHHONW CUCTEMBI B 3aBUCHMOCTH OT
KJ1acca MH(POPMALIMOHHOW CUCTEMBI U KCXOJISl U3 YTPO3 0€30MacCHOCTH NMEPCOHABHBIX TaHHBIX,
CTPYKTYpbl HHPOPMAIIMOHHOM CHCTEMBI, HAIMYHUS MEKCETEBOTO B3aUMOIEUCTBUS U PEKUMOB
00pabOTKH NEPCOHANBHBIX JaHHBIX C UCIIOJIb30BAaHIMEM COOTBETCTBYIOIUX METOAOB U CIIOCOO0OB
3alUThl UHGOPMAIIUU OT HECAHKIIMOHUPOBAHHOIO JOCTYTIA Peanu3yoTcsl GYHKIMU YIIPaBIEHUS
JIOCTYIIOM, PETHCTPALIUU U yueTa, 00eCreyeH sl LeJIOCTHOCTH, aHaJIi3a 3alUIeHHOCTH,
oOecrnieueHns 6€30MacHOr0 MEXCETEBOT0 B3aUMOACHCTBUS U OOHAPYKEHUS BTOPKEHUH.
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Mertos! 1 cIOCOOBI 3aUTHI HH(POPMAINU OT HECAHKIIMOHUPOBAHHOTO IOCTYIIA,
oOecrieunBaromue GyHKIUU YIPaBICHUS JOCTYIIOM, PETUCTPALlUH U y4eTa, 00ecTiedeHus
IIEJIOCTHOCTH, aHAIM3a 3alIUIIEHHOCTH, 00eciedeHns1 0€30MacHOr0 MEKCETEBOT0
B3aMMO/ICHCTBHS B 3aBUCUMOCTH OT KJIacca MH(POPMALIMOHHON CUCTEMBI OTPEACIISIOTCS
orepaTopoM (YHOJTHOMOYEHHBIM JIUIIOM) B COOTBETCTBUH C MPHJIOKEHUEM K HACTOAIIEMY
[TonoxxeHuro.

2.3. B uHpOpMaMOHHBIX CHCTEMaX, IMEIOIINX TMOAKIIOUeHHE K HH(POPMALMOHHO-
TEJIEKOMMYHHUKALIMOHHBIM CETSAM MEXAYHApOHOI0 HH(POPMALMOHHOTO 0OMeHa (CeTsM CBS3U
00I1ero NOJIB30BAHNUS), WK IPU (YHKIMOHUPOBAHUHU KOTOPBIX MPETyCMOTPEHO HCIIOJIb30BAHHE
ChEMHBIX HOCHUTEJIEH HHPOPMALIUHU, UCIIOIB3YIOTCS CPEACTBA aHTUBUPYCHOMN 3aIlIUTHI.

2.4. ITpu B3auMoieiicTBUY MHPOPMALMOHHBIX CUCTEM C MHPOPMALIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIMH CETSIMHU MEXyHapOIHOT0 HH(POPMAIMOHHOTO 0OMeHa (ceTsiMU
CBSI3U OOIIETO TMOJIH30BAHMUS) HAPSLy C METOJIAMH U CIIOCO0aMH, yKa3aHHBIMH B TyHKTE 2.1
Hacrosiniero [lonoxeHuns, OCHOBHBIMU METOJaMH H CIIOCOO0aMH 3alIUTHI HHHOPMALIUH OT
HECAHKIIMOHUPOBAHHOTO JOCTYIA SBIISIOTCS:

MEXCETEBOE IKPAaHUPOBAHUE C IEJIbIO YIIPABICHUS JOCTYIIOM, (UILTPAIIMU CETEBBIX IMAKETOB U
TPAHCISIUU CETEBBIX aIPECOB JJIsi CKPBITUS CTPYKTYPhI HH(POPMALIMOHHOM CUCTEMBIL;

oOHapy’KeHHe BTOP>KEHUH B MH(QOPMAIIMOHHYIO CHCTEMY, HAPYLIAIOIUX WA CO3/AI0IINX
NPEINOCHUIKH K HAPYIICHUIO YCTAHOBJICHHBIX TPEOOBaHUN IO 00ECTIEYCHUIO OE30MTaCHOCTH
HEPCOHAIbHBIX JAHHBIX;

aHaJIn3 3alIMIICHHOCTH PIH(i)OpMaIII/IOHHI)IX CUCTEM, npeanonarammnﬁ IMPUMCHCHUC
CIICHUAJIN3UPOBAHHBIX ITPOTPAMMHBIX CPEACTB (CKaHCpOB 6C3OH8.CHOCTI/I);

3amiuTa I/IHCI)OpMaI_II/II/I IIpUu €€ nepeaavuc 1o KaHajiaM CBA3U,

HCIIOJIb30BaHUE CMapT-KapT, AJIEKTPOHHBIX 3aMKOB M IpYTHX HOCUTENEH nHpopManuu s
Ha/Ie)KHOHN MICHTU(UKALIMN U ayTeHTU()UKALIMH 110JIb30BaTeNeH;

HCIIOJIb30BAHUC CPEACTB aHTHBHPYCHOﬁ 3alllUThI;

HOCHTPATIU30BAHHOC YIIPABJICHUC CHCTEMOH 3aIlUThI MEPCOHAIBHBIX JAHHBIX I/IH(1)OpMaI_II/IOHHOI71
CHCTCMBI.

2.5. Tloaxmnrouenne HHGOPMAITMOHHBIX CUCTEM, 00padaTHIBAIOIINUX TOCYIApCTBEHHBIE
nH(pOpPMaIMOHHBIE PECYPCHI, K HH)OPMAITMOHHO-TEIEKOMMYHUKAITHOHHBIM CETSIM
MEXIYHAPOAHOTO HHPOPMAITMOHHOTO 00MEHA OCYIIECTBIISETCS B COOTBETCTBUH C Y Ka30M
[Ipesunenta Poccutickoit @enepamuu ot 17 mapta 2008 r. N 351 "O mepax mo obecrieueHunto
uHpOopMalMOHHOM 6e3omacHocTH Poccuiickoit denepannu npu UCIOIb30BaHUN
WH()OPMAITMOHHO-TEIEKOMMYHHUKAITMOHHBIX CETEH MEXTYHAPOIHOTO HH(POPMAITMOHHOTO
obmena" (Cobpanue 3akoHonatenbcTBa Poccuiickoit eneparuu, 2008, N 12, ct. 1110; N 43,
cT. 4919).

2.6. Jlns obecrieueHust 6€30MaCHOCTH MEPCOHAIBHBIX JTAHHBIX MPU HOIKIIOYEHUH
UH(POPMALIMOHHBIX CUCTEM K HH()OPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIM CETSIM
MEX1YHapOAHOr0 HHPOPMAIMOHHOTO 0OMeHa (CeTsM CBSI3M 0OIIEro MOJb30BaHus) C LENbI0
MOJy4YeHHUs1 O0IIEAOCTYTHOW HHPOPMALIUU IOMUMO METOJIOB U CIIOCOOOB, YKa3aHHBIX B MyHKTaX
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2.1 u 2.4 nacrosimiero Ilomo)xeHus, MPUMEHSIIOTCS CIEAYIOMNUE OCHOBHBIE METOIBI M CTIOCOOBI
3amUThl MHOOPMALIUK OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA:

bunbTpanus BXOAAMIHUX (MCXOISIINX ) CETEBBIX MMAKETOB TI0 MTPaBWIIaM, 3aJaHHBIM OIIEPaTOPOM
(YTIOJTHOMOYECHHBIM JIUIIOM);

HepI/IOI[I/I‘-IeCKI/Iﬁ aHaau3 0€30IaCHOCTH YCTAHOBJICHHBIX MCKCCTCBBIX OKPAHOB Ha OCHOBC
HMHUTaAIlMH BHCHIHUX aTakK Ha PIH(bOpMaHI/IOHHHC CHUCTCMBI,

AKTHUBHBIN ayUT 0€30MaCHOCTH HHPOPMAIIMOHHOM CHCTEMBI HA TIPEIMET OOHAPYKEHUS B
peKUME peaTbHOrO BPEMEHH HECAHKIIMOHUPOBAHHOW CETEBOM aKTUBHOCTH;

aHAJIN3 MPUHUMAEMOHN TT0 HH()OPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIM CETSIM MEKIYHAPOTHOTO
nH(pOpMaIMOHHOTO 0OOMEHa (CETSAM CBSI3U OOIIEro MOJIb30BaHMs ) HH(POPMAIIUK, B TOM YHCIIC Ha
HAJIMYUE KOMITBIOTEPHBIX BUPYCOB.

I[J'ISI peain3ali yKa3aHHbIX METOA0B U crmoco0oB 3alIUThI I/IH(i)OpMaI_II/II/I MOT'YT IPUMCHSATBHCA
MCKCETCBLIC DKPAaHbl, CUCTCMbI O6Hap}/)KCHI/I$I BTOp)KeHI/H\/JI, CpCAcCTBa aHa/IM3a 3alllUIIICHHOCTH,
CIICHUAIN3UPOBAHHBIC KOMIIJICKCHI 3alllMThI H aHAJIW3a 3alllUIICHHOCTH I/IH(i)OpMaI_II/II/I.

2.7. Ins obecrieueHus: 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPHU YJAIEHHOM JIOCTYIIE K
MH(POPMAIMOHHON cHCTEME uepe3 HHPOPMALMOHHO-TEIIEKOMMYHUKAITMOHHYIO CETh
MEXIYHApOAHOTO HHPOPMAIITMOHHOTO 00MeHa (CeTh CBS3H OOILEro Mojib30BaHus1) TOMUMO
METOJIOB M CITOCOOOB, YKa3aHHBIX B IMyHKTaxX 2.1 u 2.4 Hactosmero [1ooxxeHus, IpUMEHSIOTCS
CJIETYIOIIE OCHOBHBIE METO/bI M CIIOCOOBI 3aIIUTHI HH(POPMALIMK OT HECAHKIIMOHUPOBAHHOTO
JoCTyma:

NPOBEPKA MOUTMHHOCTH OTIPABUTENS (YIAIEHHOTO MOJIB30BATENs ) U IETIOCTHOCTH
nepeaaBaeMbIX 10 HH(POPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHON CETH MEXTyHapOJHOTO
MH(OPMaLIMOHHOTO 0OMeHa (CEeTH CBSI3U OOIIEro MOJIb30BaHus) TaHHBIX;

YHpaBJICHHUEC JOCTYIIOM K 3allMUIIAEMBbIM IIECPCOHAJIIBHBIM JJTdHHBIM HH(I)OpMaHHOHHOﬁ CCTH,
HUCIIOJIBb30BaHUC anI/I6YTOB 0C30ITaCHOCTH.

2.8. Jlns obecrieueHus: 0€301MacHOCTH NEPCOHAIBHBIX JAHHBIX ITPH MEKCETEBOM
B3aMMO/JICHICTBUU OTJENBHBIX HH(OPMAIIMOHHBIX CUCTEM Yepe3 HH(OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHYIO CETh MEXKIYHApPOIHOTO HH(OPMAITMOHHOTO OOMEHa (CETh CBS3H
00111ero NoJIb30BaHUs) TOMUMO METOJIOB U CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u 2.4
HacTosuero [lonoxeHus, NpUMEHSIOTCS CIEIYIOIINe OCHOBHbBIE METO/IbI M CITOCOOBI 3aIIUTHI
UH(POPMALIMU OT HECAHKITMOHUPOBAHHOT'O JI0CTYTIA:

CO31aHKUC KaHalla CBA3H, OGCCHC‘-II/IBaIOH_ICFO 3alUuTy nepe,uaBaeMoﬁ I/IH(I)OpMaI_II/II/I;

OCYIICCTBJICHHUC ayTCHTI/I(bI/IKaLII/II/I B3aHMOHCﬁCTByEMHX I/IH(bOpMaI_II/IOHHBIX CHUCTCM U IIPOBCPKA
MNOAJIMHHOCTH MOIL30BaTEIICH U MEITOCTHOCTH nepeaaBacMbIX JaHHBIX.

2.9. lns obecrieyeHus: 6€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPH MEXKCETEBOM
B3aMMOJICHCTBUH OTAEIBHBIX NHPOPMAIIMOHHBIX CUCTEM Pa3HbIX ONEpaTOPOB YEpPe3
UH(POPMALIMOHHO-TEIEKOMMYHUKAITMOHHYIO CETh MEXJIYHapOIHOI0 HH(POPMAIIMOHHOTO 0OMeHa
(ceThb cBsA3M 00ILIET0 MOJB30BAHKSA) TIOMUMO METO/IOB U CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u
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2.4 nacrosimiero [lonoxxeHus:, TPUMEHSIOTCSI CIISTYIOIINE OCHOBHBIE METOJIBI M CIIOCOOBI 3aIIUTHI
uH(pOpPMAIIUK OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA:

CO3[JaHHE KaHaJa CBA3H, 00ECIEUNBAIOIIETO 3aIUTY I1epeaaBacMoil nHbOpMaIH;

aYTeHTI/I(bI/IKaI_[I/IH BSaPIMO,Z[efICTBYIOHII/IX I/IH(I)OpMaI_[I/IOHHBIX CHUCTEM U IIPOBCPKaA NOAJTMHHOCTHU
MMOJIb30BaTEIICH U IIEIIOCTHOCTH nepcaaBacMbIX JaHHBIX;

obecrcucHue mpeaoTBpaliCHHUA BO3SMOXXHOCTU OTPpULAHUSA 1T1OJIB30BATCIICM q)aKTa OTIIpaBKH
NEPCOHATIBHBIX TaHHBIX APYIrOMY I10J1b30BaTECIIIO,

o0ecreyeHne NpeA0TBPALICHNs BO3SMOXKHOCTH OTPHUIIAHUS I10JIb30BATENIEM (aKTa MOTyUSHUS
NEPCOHAIBHBIX JAHHBIX OT IPYroro MoJib30BaTesl.

2.10. O6meH nepcoHaIbHBIMU JAHHBIMU MPU UX 00paboTke B MH(GOPMAIIMOHHBIX CHCTEMaX
OCYIECTBIISICTCS MO0 KaHaJaM CBSI3H, 3aIIMTa KOTOPBIX 00E€CIEUNBACTCS MTyTEM pealln3aliui
COOTBETCTBYIOIIUX OPTaHU3ALMOHHBIX Mep U (UJTH) MIPUMEHEHHSI TEXHUUYECKUX CPECTB.

2.11. IloxkiroueHue HHPOPMAIIMOHHON CUCTEMBI K MH(OPMALIMOHHOM CUCTEME IPYTroro Kiacca
WA K HH()OPMAIIMOHHO-TEJICKOMMYHUKAITMOHHON CETH MEXTyHApOHOTO HH(OPMAITMOHHOTO
oOMeHa (ceTu CBSI3H 00IEro MoJb30BaHus1) OCYIECTBIISETCS ¢ UCMOIBb30BAHUEM MEXKCETEBbIX
HKPaHOB.

2.12. TIporpammHOe oOecriedeHre CPEeICTB 3aIUTHl HHPOPMALIUH, IPHMEHSIEMBIX B
MH(OPMAIIMOHHBIX cHCcTeMax | Kilacca, MPOXOIUT KOHTPOJIb OTCYTCTBHS HEJICKIapUPOBAaHHBIX
BO3MOKHOCTEH.

HeoOxoauMocTh poBeIeHUSI KOHTPOIIS OTCYTCTBHS HEIEKJIAPHUPOBAHHBIX BO3MOYKHOCTEH
MIPOTPaMMHOTO 00ECTICUEHUS CPEICTB 3aIUTH HH(POPMAIIHH, TPAMECHSICMBIX B
MH(OPMAILIMOHHBIX CUCTEMaX 2 U 3 KJIacCOB, OMpeesieTcs OnepaTopoM (YIOTHOMOYEHHBIM
JUTIOM).

2.13. B 3aBUCHUMOCTH OT 0COOEHHOCTEH 00padOTKH MEPCOHATBHBIX TAHHBIX U CTPYKTYPBI
MH(OPMALIMOHHBIX CUCTEM MOTYT pa3padaThIBaThCs U MPUMEHSATHCS IPYTHe METO/IbI 3alllUThI
UH(pOpPMAINU OT HECAHKIIMOHMPOBAHHOTO JOCTYIA, 00ECIIEYNBAONINE HEUTPAIN3AINIO YIPO3
0€30I1aCHOCTH MEPCOHAIBHBIX JaHHBIX.

I11. MeToabl u cnoco0bl 3aIMTHI HHGPOPMAIIUM OT YTEUYKH M0 TEXHHYECKUM KaHAJIaM

3.1. 3amuTa peyeBoil nHGOpPMaLIUK U UHPOPMAIUH, TPEACTABICHHON B BUJIE MHPOPMATUBHBIX
AIIEKTPUUYECKUX CUTHAJIOB U (PU3NYECKUX TOJIEH, OCYIIECTBIIIETCS B CIy4asX, KOraa Ipu
OTIpeNIeICHUH YTPO3 0e30MMacHOCTH MEePCOHATBHBIX JAHHBIX M (POPMUPOBAHIH MOJIENN YIPO3
NPUMEHHUTEIBHO K MH(POPMAIIMOHHON CHCTEME SBISIOTCS aKTYaJIbHBIMU YIPO3bl YTEUKH
aKyCTUYECKOH peueBoil HH(POpMAIIHU, YTPO3bl YTEUKH BUIOBOW WH(POPMAIIMY U YTPO3HI YTEUKH
UHOPMAIIKH 110 KaHajaM MOOOYHBIX 3JIEKTPOMArHUTHBIX M3JTy4YEeHUH U HABOJOK, OIpe/Ie/IeHHbIE
Ha OCHOBE METOJINYECKHUX JIOKYyMEHTOB, YTBEPKJACHHBIX B COOTBETCTBHHU C ITYHKTOM 2
nocranosieHus [IpaButensctBa Poccuiickoit @enepanuu ot 17 nHostopst 2007 r. N 781.

3.2. I[J'ISI HCKIIIOYCHUA YTCUKHU IICPCOHAJIBHBIX JAHHBIX 34 CUHCT MOOOYHBIX SJICKTPOMArHUTHBIX
I/ISJIy‘IeHI/If/'I 1 HaBOJOK B I/IH(bOpMaI_[I/IOHHI)IX cucremax 1 ximacca MOT'YT IPUMEHATHCSA
CJICAYIOUC MCTOABI U CIIOCOOBI 3alllUThI I/IH(I)OpMaL[I/II/II
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HCIIOJIB30BAHHUE TCXHUYCCKUX CPCACTB B 3allITUIIICHHOM HCIIOJIHCHUH,

MCIIOJIb30BAaHUE CPECTB 3aIIUThI MH(POPMALMK, TPOIISIIINX B YCTAHOBICHHOM MOPSAKE
IPOLEAYPY OLIEHKH COOTBETCTBHUS;

pasMEIICHUEC 00BEKTOB 3alMTBI B COOTBECTCTBUU C IIPEANMCAHUEM HaA SKCILIyaTalluio,

pasMelleHre NOHMKAIOIUX TPAaHC(POPMATOPHBIX MOJACTAHLIUN SJIEKTPONUTAHHSI U KOHTYPOB
3a3eMJICHUs TEXHUYECKUX CPEICTB B Mpeenax OXpaHsIeMOU TEPPUTOPHUH;

obecrnieueHne Pa3Bs3KH IETIeH AIEKTPONUTAHHS TEXHHUYECKUX CPEJICTB C MOMOIIBIO 3aIUTHBIX
(GbuIBTPOB, OJOKUPYIOMHKX (T10IaBJISIONINX ) UH()OPMATUBHBIN CUTHAIT,

o0ecrevyeHne MIEKTPOMATHUTHOM Pa3BI3KU MKy TUHUSMU CBSI3U U IPYTUMHU ICTISIMH
BCIIOMOTATEIIbHBIX TEXHUYECKUX CPEIICTB M CUCTEM, BHIXOSIIIUMHE 32 MIPECIIbl OXPaHIEMO
TEPPUTOPUH, U NHOOPMAIIMOHHBIMHU TETISIMU, IT0 KOTOPBIM ITUPKYITHPYET 3amlrIacMast
nHpopmarus.

3.3. B unopmanroHHbIx cucTeMax 2 Kiacca st 00paboTku MH()OPMALIMK UCTIONB3YIOTCS
CpeACTBa BEIYUCIUTEILHONW TEXHUKH, YIOBIETBOPSIONINE TPEOOBAHUSIM HAIIMOHAIBHBIX
CTaH/IapTOB IO 3JIEKTPOMAarHUTHONH COBMECTUMOCTH, MO0 0€30MaCHOCTH ¥ 3PTOHOMUYECKUM
TpeOOBaHUAM K CPEICTBAM OTOOpaKeHUsI HMHPOPMALIUH, IT0 CAHUTAPHBIM HOpMaM,
NPEABSBISIEMBIM K BUCOAUCIUICHHBIM TEPMUHAIAM CPEACTB BEIYMCIUTEIbHON TEXHUKHU.

3.4. Ilpu npumMeHeHuH B HH(OPMAIIMOHHBIX cUcTeMaX (YHKIIMU TOJIOCOBOTO BBOJA
NEPCOHATBHBIX JAHHBIX B UH(OPMAIIMOHHYIO CUCTEMY HJIM (PYHKIIUU BOCIIPOU3BEICHUS
UHpOPMAILIUU aKyCTHUECKUMU CPeICTBAaMH MH(POPMAIIMOHHBIX CUCTEM ISl HH(OPMAIIMOHHOMN
cUcTeMbl | Kilacca peanu3yroTcsl METO/IbI M CIIOCOOBI 3aIllUThl aKyCTHUECKOH (pedeBoii)
UHpOpMaLIUH.

Metompl 1 crtocOObI 3alTUThHI AKYCTHUECKOU (PeueBOil) MHPOPMALINK 3aKITIOYAIOTCS B
peanu3aly OpraHu3alMOHHBIX U TEXHUUECKUX Mep s 00ecreueHus 3ByKOU30ISLUT
OTpakJAIOIINX KOHCTPYKIUN OMEUIEHHH, B KOTOPBIX pacioyiockeHa HH(GOpMaIlmOHHAs
CUCTEMA, UX CUCTEM BEHTWIALMU U KOHIANLMOHUPOBAHMS, HE IO3BOJISIFOIIEN BECTH
IPOCITYIIMBaHUE aKyCTHUYECKOH (pedeBoii) nHGOpMaIuu MpU TOJIO0COBOM BBOJIE MEPCOHATBHBIX
JTAHHBIX B MH(MOPMAIIMOHHON CHCTEME UM BOCIIPOU3BEIEHUH HH(POPMAIIUK aKyCTUYECKUMU
CpEJCTBaMHU.

BenmunHa 3ByKOM3O0IISIIUH OTIPEACTISIETCS OTEPATOPOM UCXO/IS U3 XapaKTEPUCTUK ITOMEIICHHS,
€ro pacroyIoKeHUsI 1 0cOOeHHOCTE 00pabOTKH MEePCOHATBHBIX JaHHBIX B MH(POPMAIIMOHHON
cHCTEeME.

3.5. Pa3Mmenienue ycTpoiCTB BbIBO/Ia MH(POPMALIMHU CPEJICTB BHIYMCIUTEIBHON TEXHUKH,
MH(}OPMaLIMOHHO-BBIUHCIUTEIbHBIX KOMIUIEKCOB, TEXHUYECKUX CPeICTB 00paboTKH
rpaduveckoil, Buaeo- 1 OyKBeHHO-IIU(PPOBON HHPOPMAIIUH, BXOIIINX B COCTaB
MH(OPMaLIMOHHON CUCTEMBI, B IOMEIIEHUSAX, B KOTOPbIX OHH YCTAHOBJICHBI, OCYILIECTBISETCS
TaKuM 00pa3zoM, 4ToObI OblIa HCKIII0UYE€HA BO3MOXKHOCTh IPOCMOTPA MOCTOPOHHUMH JIULIAMH
TEKCTOBOM U rpaduyeckoil BUI0BOM MH(OpMALIUY, COAEpIKAIIEeH TepCOHANbHbBIE TaHHBIE.

I[punoxenue k [lonoxxeHnro
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Merto/bl ¥ CIIOCOOBI 3alIUThI HH()OPMAIIUK OT HECAHKITMOHMPOBAHHOTO JIOCTYIA B 3aBUCUMOCTH
OT KJIacca HHPOPMAITIOHHON CUCTEMBI

1. MeTtoibl 1 cOcOOBI 3aIIKUTH KHPOPMALIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA ISt
obecrieueHus 6€30I1aCHOCTH MIEPCOHATIBHBIX JAHHBIX B MH(OPMAIIMOHHBIX cUcTeMax 4 Kiacca U
11€J1€C000Pa3HOCTh UX PUMEHEHMSI OIIPEIEISIFOTCS OIIEPATOPOM (YIOJHOMOYEHHBIM JIULIOM).

2. Metozbl 1 cioco0bl 3alUThl HHPOPMALIUK OT HECAHKLIMOHUPOBAHHOI'O I0CTYIIA,
oOecrieunBaromue GyHKINN YIPaBICHUS JOCTYIIOM, PETHCTPALIMU U yueTa, 00eCIIeYeHHS
LIEJIOCTHOCTU M 0€3011aCHOI0 MEKCETEBOT0 B3aUMOACHCTBUS JUIsl UH(OPMALIMOHHBIX CUCTEM 3
KJ1acca.

2.1. s nHPOPMALTMOHHBIX CUCTEM 3 KJIacca MPU OJTHOIIOJIb30BATEIBLCKOM PEXIME 00pabOTKU
HEPCOHAIBHBIX JAHHBIX IPUMEHSIOTCS CIEAYIOIINE OCHOBHBIE METOBI M CIIOCOOBI 3aLUThI
uH(popMaLuu:

a) yrpaBJieHHe JOCTYIIOM:

UACHTU(PUKALMS U TIPOBEPKA MOAJIMHHOCTH MOJIb30BATENSI [IPU BXOJIE B CUCTEMY
MH(OPMALIMOHHON CUCTEMBI I10 IAPOJII0 YCIOBHO-TIOCTOSIHHOTO JEMCTBUSI JUTMHON HE MEHEe
mecTH OyKBEHHO-LIU(POBBIX CUMBOJIOB,;

0) perucTpanus u y4er:

perucTpanus Bxoja (BbIX0/1a) MOJIb30BaTENs B CUCTEMY (M3 CUCTEMBI) THOO perucTpanus
3arpy3Ku 1 MHULAAJIU3alUH ONIEpallMOHHON CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA.
Perucrpanus BpIXxo/1a U3 CUCTEMBI WIIM OCTAHOBA HE NPOBOJUTCS B MOMEHTBI allllapaTypHOTO
OTKJIIOUEHUS MH(POPMAIMOHHOM crcTeMbl. B mapameTpax perucrpaiuu yKasblBaloTcs ata u
BpeMs BXoJa (BbIX0/ia) NOJIb30BATENSI B CUCTEMY (U3 CHCTEMbI) UJIH 3arpy3KH (OCTaHOBA)
CUCTEMBI;

YUCT BCEX 3allIUIIACMBbIX HOCHUTENEH I/IH(I)OpMaI_[I/II/I C IIOMOUIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX JaHHBIX B XXYpHaJl YUCTa,

B) o0ecrieueHue 1eT0CTHOCTHU

o0ecreyeHne 1eTIOCTHOCTH MPOTPaMMHBIX CPEJCTB CUCTEMBI 3aLUThHI IEPCOHAIBHBIX JTAHHBIX,
oOpabarbeiBaeMoOl HH(pOpMAINH, a TAK)KE€ HEM3MEHHOCTh ITPOrpaMMHOI1 cpeabl. [Ipu aTom
LIEJIOCTHOCTh IPOIPAMMHBIX CPEJCTB MPOBEPSETCS MIPH 3arpy3Ke CUCTEMBI 110 HATMUUIO UMEH
(ueHTU(UKATOPOB) KOMIIOHEHTOB CHCTEMBI 3aIIUTHI IEPCOHAIBHBIX JaHHBIX, IEJTOCTHOCTD
IPOTPaMMHOM cpe/ibl 00ecTIeYnBaeTCsl OTCYTCTBHEM B MH(POPMALIMOHHOM CHCTEME CPENICTB
pa3paboTKU U OTJIAJIKH IPOrPaMM;

¢duznyeckas oxpaHa HHOOPMALMOHHON CUCTEMBI (TEXHUYECKHUX CPEJCTB U HOCUTENEH
uHpOpMaIKN), TPeycCMaTpUBAOIIas KOHTPOJIb JOCTYIA B OMELEHHs HH(OPMAIIMOHHON
CUCTEMBI IOCTOPOHHUX JIMII, HATMYUE HAJIEKHBIX MPENATCTBUH /1711 HECAHKIITMOHUPOBAHHOTO
NPOHUKHOBEHUS B MOMELICHU HHPOPMALIMOHHON CUCTEMBI U XPaHUJIUILE HOCUTENEH
uH(pOopMaLnu;

NePUOANYECKOEe TECTUPOBAHNE (DYHKIIUN CUCTEMBI 3aIIUThHI IEPCOHATBHBIX JAHHBIX IPU
U3MEHEHHUHU TPOTrpaMMHOMN Cpebl U MOJIb30BaTee HHPOPMALIMOHHON CUCTEMBI C TIOMOILIBIO
TECT-IIPOrpamMM, UMUTUPYIOIIHX MTONBITKH HECAHKIIMOHUPOBAHHOTO JOCTYIA;
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HaJIMYUe CPEACTB BOCCTAHOBIJICHUS CUCTEMBI 3alIUTHI IEPCOHANBHBIX JAHHBIX,
MpEeAyCMaTPUBAIONINX BEICHUE JIBYX KOMUH MPOrpPaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIIUThI
uH(pOpMaIK, UX TEPUOANYECKOE OOHOBIICHHE U KOHTPOJIb pab0TOCTIOCOOHOCTH.

2.2. Jlnsa uHGOPMAIIMOHHBIX CUCTEM

3 kJ1acca Mpu MHOTOTIOJIB30BATEICKOM PEXUME 00paObOTKHU MEPCOHABHBIX JTAaHHBIX U PAaBHBIX
IpaBax JI0CTyna K HUM I0JIb30BaTeIel NPUMEHSIOTCS CIIAYIONIIE OCHOBHBIE METOBI U
CHOCOOBI 3aIUTHI HH(POPMALIHH:

a) yIrpaBJieHHE JOCTYIIOM:

UACHTU(HUKAIMS U TIPOBEPKA MOIJIMHHOCTH MOJIB30BATENS IIPH BXOJIE B CUCTEMY I10
uaeHTu(GUKaTOpy (KOAY) U MapOI0 YCIOBHO-TIOCTOSIHHOTO JEHCTBUS IJIMHON HE MEHEe IIeCTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

0) perucTpauus u y4er:

peructparus Bxoja (BbIXo/a) MOJIb30BATENsl B CUCTEMY (U3 CHCTEMBI) JIUOO PETUCTpaIUs
3arpy3Ku ¥ HHUIAAIH3AIUH ONEPAIIMOHHON CUCTEMBI M €€ TPOTrPAMMHOTO OCTaHOBA.
Perucrparus BpIX01a U3 CHCTEMBI WIIM OCTAHOBA HE MTPOBOJIUTCS B MOMEHTBI aIlllapaTypHOro
OTKJIFOUCHUST HPOPMAITMOHHON CHCTEMEI. B mapameTpax perucrpaiuy yKa3plBaloTCs JaTa U
BpeMsi BXoa (BbIX0/1a) IIOJIB30BATENsl B CUCTEMY (U3 CUCTEMBI) HIIM 3arpy3KH (OCTaHOBA)
CUCTEMBI, pe3yJIbTAT MOMBITKY BX0/1a (YCTICIIHAS WIH HEYyCIIeITHAs ),

YUCT BCEX 3alllMIIIACMBIX HOCHUTENCH I/IH(bOpMaIII/II/I C IMIOMOUIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX JAHHBIX B JXYpPHAJ YUCTa,

B) o0OecrieueHue 1eT0CTHOCTHU

o0ecrneyeHre HeIOCTHOCTH POrPaMMHBIX CPEJCTB CUCTEMBI 3aIIUThI IEPCOHATIBHBIX JTaHHBIX,
oOpabatbiBaeMoil MH(OpPMAIMH, a TAKXKE HEM3MEHHOCTh NMporpaMMHOM cpebl. [Tpu sTom
LEJIOCTHOCTh IPOrPaMMHBIX CPEJCTB MPOBEPSIETCS MPH 3arpy3Ke CUCTEMBI 10 HATUYUIO UMEH
(uneHTH(UKATOPOB) KOMIIOHEHTOB CUCTEMBI 3allIUTHI IEPCOHANIBHBIX JIAHHBIX, @ 1I€JI0CTHOCTh
IIPOrpaMMHOM cpejibl 00eceunBaeTcsl OTCYTCTBHEM B HH(OPMALIMOHHON CUCTEME CPENICTB
pa3paboTKU M OTJIAAKH IIPOrpamMM BO BpeMsi 00paboTKH U (MJIH) XpaHEHUs 3allUIIaeMOi
uH(pOopMaLuu;

¢u3ndeckas oxpaHa MHGOPMAIIMOHHON cHcTeMBbI (YCTPOHCTB M HOCUTENeH HH(DOpMAIUH),
npeaycMaTpuBaroIas KOHTPOJIb JOCTYIA B IIOMEIIEHHSI HH()OPMAIIMOHHON CHCTEMBI
MOCTOPOHHUX JIMLI, HAJTMYUE HAJAEKHBIX MTPETATCTBUH 111 HECAaHKLIMOHUPOBAHHOT O
NPOHUKHOBEHUS B MOMENICHNS HHPOPMAIIMOHHOW CUCTEMBI U XPaHUJIHIIE HOCUTEICH
uHpOpMaINH;

NEepUOINIECKOe TECTUPOBAHUE (PYHKIUI CHUCTEMBI 3aIUThI IEPCOHANBHBIX JIaHHBIX MTPH
M3MEHEHUHU IIPOrpaMMHOMN CpeJibl U MOJIb30BaTele HHYOPMALIMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IIPOrpamMM, UMUTUPYIOILUX ITOIBITKH HECAHKIIMOHUPOBAHHOI'O JOCTYIIA;

HaJIMYME CPEACTB BOCCTAHOBIICHUSI CUCTEMBI 3aIUTHI [IEPCOHATBHBIX JIaHHBIX,
IpelyCMaTPUBAIOLIUX BEJIEHUE IBYX KOMUN MPOrpaMMHBIX KOMIIOHEHTOB CPE/CTB 3alllUThI
UHpOpMaLINK, UX TEPUOANYECKOe OOHOBJIEHNE U KOHTPOJb pab0TOCIIOCOOHOCTH.
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2.3. Jlns uHpOpMaIMOHHBIX CUCTEM

3 kJ1acca mpu MHOTOTOJIB30BATEIBCKOM PEXKUME 00paOOTKHU MEPCOHAIBHBIX TAHHBIX U PAa3HBIX
mpaBax JOCTyIa K HUM TOJIb30BaTeIeH IPUMEHSIIOTCS CIEAYIONUE OCHOBHBIC METOIBI U
CIoCcoOBI 3aITUTHI HHPOPMAIIUHN:

a) yIrpaBJieHHE JOCTYIIOM:

I/II[CHTI/I(bI/IKaI_[I/ISI H IPOBCpPKA NOAJTIMHHOCTH ITOJIB30BATCIIA IIPU BXOAC B CUCTEMY I10 ITApPOJItO
YCJIIOBHO-IIOCTOAHHOI'O ,Z[CﬁCTBPIH ,Z[HHHOﬁ HE MCHEC IICCTHU 6YKB€HHO'I_II/I(1)pOBBIX CHMBOJIOB,

0) perucTpanus 1 yJer:

peructpanus Bxoja (BbIX0/1a) MOJIb30BATENs B CUCTEMY (U3 CHCTEMBI) TUOO pPErucTpaIus
3arpy3Kd M HHUIMATIU3ALUU OTIEPALlMOHHOM CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA.
Peructparnus BbIxosia u3 CUCTEMBI WJIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOYEHHS UHPOPMALIMOHHOM cUCTeMBl. B mapamerpax perucrpannu ykasblBaloTCs JaTa u
BpeMs Bxoa (BbIX0/1a) TIOJIb30BATENS B CUCTEMY (M3 CUCTEMBI) UJIH 3arpy3Ku (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMBITKU BX0/1a (yCIIEIIHAas WK HeyClelHas), UAeHTU(UKATOp (KO UIIH
(amMuMsl) NOJIB30BaTENsl, IPEIbABICHHBINA IIPU MOMBITKE AOCTYIIA;

YUCT BCEX 3alllMIIIACMBIX HOCHUTENCH I/IH(bOpMaIII/II/I C IIOMOUIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX TAHHBIX B JXYpHAJI y4ucTa C OTMETKOH 00 ux Bb1aa4c (aneMe);

B) o0OecIieueHue 1eJTOCTHOCTH

oOecrieuenue HOEJIOCTHOCTH MPOrpaMMHBIX CPCACTB CUCTEMBI 3allIUThHI IICPCOHATIBHBIX JaHHBIX,
oOpabatbiBaeMoil MH(OpPMAIMH, a TAKXKE HEM3MEHHOCTh NMporpaMMHOM cpebl. [Tpu sTom
HOECJIOCTHOCTH HNPOTpaMMHBIX CPCACTB NPOBEPACTCA MPHU 3arpy3KE CUCTEMBI 110 KOHTPOJIbHBIM
CyMMaM KOMITOHEHTOB CPEJICTB 3alUThI UH(OpMAIIHH, a LIEJTOCTHOCTh TPOrPaMMHOM cpe/ibl
o0ecreunBaeTcs NCIOJIb30BAHUEM TPAHCISTOPOB C S3bIKOB BHICOKOI'O YPOBHS U OTCYTCTBUEM
cpeAcTB MoUUKAIIMK 00BEKTHOIO KOJIa POrpaMM B Mpoliecce 00paboTKH U (MIIH) XpaHEeHUs
3aluIaeMon HHpopMaIuy;

¢uznueckas oxpaHa HHGOPMALIMOHHON CUCTEMBI (YCTPOICTB M HOCUTENEH HHPOpMAIUN),
npeaycMaTpuBaroIas KOHTPOJIb JOCTYIA B TOMELECHUs HH(POPMALIMOHHOM CUCTEMBI
MOCTOPOHHUX JIUII, HATMYUE HAJIEKHBIX MPENATCTBUI 111 HECAaHKI[MOHUPOBAHHOTO
POHUKHOBEHUS B MOMELICHNU HHPOPMALIMOHHOM CUCTEMBI U XPaHUJIMILE HOCUTENIEH
uH(pOopMaLnu;

NEepUOINYECKOe TECTUPOBAHUE (PYHKIUI CUCTEMBI 3alIUTHI IEPCOHABHBIX TJAHHBIX IPU
M3MEHEHUHU IPOrpaMMHOMN CpeJibl U M0JIb30BaTele HHYOPMALIMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IIPOrpamMM, UMUTUPYIOILUX ITOIBITKH HECAHKIIMOHUPOBAHHOI'O JOCTYIIA;

HaJIMYME CPEACTB BOCCTAHOBIICHUSI CUCTEMBI 3aIUTHI [IEPCOHATBHBIX JIaHHBIX,
MpelycCMaTPUBAIOLIUX BEJIEHUE JIBYX KOIUN MPOrpaMMHBIX KOMIIOHEHT CPEJICTB 3aIUThI
UHpOPMaLINH, UX NTEPUOANYECKOE OOHOBJIEHUE U KOHTPOJIb pab0TOCIIOCOOHOCTH.

2.4. bezonacHoe MeXceTeBOe B3auMoIeiicTBHE 11l HHPOPMALIMOHHBIX CUCTEM

3 xmacca IIpH UX MOAKIIIOUCHUHN K CETIAM MCKIAYHAPOAHOI'O I/IH(l)OpMaIII/IOHHOFO O6MeHa, a TaKXKeE
AJId paclpeaCIICHHBIX I/IH(I)OpMaI_II/IOHHLIX CHCTEM 3 Kjacca IIpHU UX pasaCJICHUN Ha ITOACUCTCMBIL
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JIOCTUTAETCS MyTEM IIPUMEHEHHSI CPEJICTB MEKCETEBOI0 SKPAaHUPOBAHUS (MEKCETEBBIX
HKPAHOB), KOTOPbIE 00ECIIEUNBAIOT:

(GWIBTPaLUIO HA CETEBOM YPOBHE JUIS KaXKI0TO CETEBOr0 MAaKeTa HE3aBUCUMO (peIIeHHe O
(GuIbTpaluy NPUHUMAETCSA HAa OCHOBE CETEBBIX aJIPECOB OTIPABUTENS U MOTydaTess WU Ha
OCHOBE JJPYTUX SKBUBAJICHTHBIX aTpUOYyTOB);

UISHTU(UKAIUIO U ayTCHTU(UKAITMIO aIMUHUACTPATOPa MEKCETEBOTO IKpaHa IIPH €ro
JIOKAJIBHBIX 3alpocax Ha JOCTYII 10 UACHTU(UKATOPY (KOIY) U TAPOIII0 YCIOBHO-TIOCTOSTHHOTO
JIeHCTBHS,

pErucTpalnio BXoaa (BbIX0/1a) aIMUHUCTPATOPA MEKCETEBOI0 AKpaHa B CUCTEMY (U3 CUCTEMBI)
u00 3arpy3Kd U MHUIIMAIU3AIUU CUCTEMBI M €€ MPOTPAaMMHOI'0 OCTaHOBA (PErUCTpaLIHs BbIXOa
U3 CUCTEMBI HE MPOBOJIUTCS B MOMEHTHI allllapaTypHOTr0 OTKJIIOUEHHUS MEKCETEBOT0 IKPaHa);

KOHTPOJIb LIEJIOCTHOCTU CBOEH MPOrpaMMHON M MH(DOPMAIIMOHHOM YacTH;

(UIBTpAINIO TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXAIIUX JIJIsl AUATHOCTUKH U YIIPABICHUS
paboTol CEeTEBBIX YCTPONCTB;

BOCCTaHOBJICHHE CBOMCTB MEKCETEBOI'0 9KpaHa I10CJIC c00€eB U 0TKAa30B O60py,HOBaHI/I$I;

periiaMeHTHOE TeCTUPOBAHUE pealln3alluy MpaBuil GUIBTPALIUH, ITpoLecca UASHTU(PHUKALUN U
ayTeHTH(UKANU aIMIHECTPATOPA MEKCETEBOTO dKpaHa, IMPOoIIecca PErUCTPAIlH JEHCTBUI
aZMMHHCTpATOPa MEKCETEBOI0 SKpaHa, IpoLecca KOHTPOJIS 3a LIEJOCTHOCTHIO POrPaMMHON U
MH(OPMaLIMOHHON YaCTH, MPOLIETypbl BOCCTAHOBJICHUSI.

MexceTeBblie OKpPaHbl, KOTOPLIC 00eCIeunBalOT BHINOJHEHUE YKa3aHHBIX BBIIIC (1)YHKI_[I/II\/'I,
IMPUMCHAIOTCA B paClIpCACICHHBIX I/IH(l)OpMaIII/IOHHBIX cucteMax 2 u 1 Kj1accoB Ipu ux
pa3aciICHUU Ha OTACIIBHBIC YaCTH.

HpI/I pasaciICHun HH(I)OpMaHHOHHOﬁ CUCTCMBI ITPU IMOMOIIHN MCKCETCBBIX SKPAHOB Ha
OTACJIBHBIC YaCTU CUCTEMBI AJId YKA3aHHBIX JacTe CHCTEMBI MOXKET YCTaHaBJIMBATLCA Ooinee
HU3KUH KJIaccC, 4eM 1A HH(l)OpM&L[HOHHOfI CHUCTCMEI B IICJIOM.

3. MeTtozs! 1 ciocoObl 3alUTh UHPOPMALMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
oOecnieunBaromue GyHKIUU YIPaBICHUS JOCTYIIOM, PETUCTPALIUH U y4eTa, 00ecrieueHu s
LEJIOCTHOCTU U 0€3011aCHOT0 MEXCETEBOI0 B3aUMOICHCTBUS Il MHPOPMAIIMOHHBIX CUCTEM 2
KJiacca.

3.1. Inst uHGOpMAIIMOHHBIX CUCTEM

2 KJacca Ipy OJHOIOJIB30BATEIBCKOM PeXUMe 00padOTKH NEPCOHATBHBIX JaHHBIX
MPUMEHSIFOTCS] BCE METO/IbI M CITOCOOBI 3aLIUThI HHGOPMAIIUU OT HECAHKIIUOHUPOBAHHOTO
JIOCTYTIA, COOTBETCTBYIOIINE HHPOPMALMOHHBIM CHCTEMaM 3 KJjiacca MpH
OJIHOTIOJIb30BATEILCKOM PEKUME 00pabOTKH.

3.2. Inst uHQOpMAIIMOHHBIX CUCTEM

2 xIracca IIpHU MHOT'OIIOJIb30BATCIILCKOM PEIKUME O6pa6OTKI/I NEPCOHANIBHBIX JAHHBIX U PABHBIX
mpaBax AOCTyIla K HUM IIOJIb30BaTeIICH MIPHUMCEHAIOTCS BCE METOAbBI U CIIOCOOBI 3alllUThI
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nH(pOpMaLMU OT HECAaHKIIMOHUPOBAHHOTO JJOCTYIIA, COOTBETCTBYIOIIKE HH(POPMAIIMOHHBIM
cucTeMaMm 3 KJjiacca IpH MHOTOIIOJIB30BATEILCKOM PEeXUME 00pabOTKH MEPCOHATBHBIX JAHHBIX U
pPaBHBIX MpaBax J0CTYIa K HUM MOJIb30BaTeNeH.

3.3. Jlns uHpOpMaIMOHHBIX CUCTEM

2 KJacca Ipy MHOTOIIOJIB30BATEIBCKOM PEXKUME 00pabOTKU MEPCOHAIBHBIX TAHHBIX U PAa3HBIX
IpaBax JOCTyIa K HUM HOJIb30BaTeIeH Peann3yoTCsl BCE METOABI M CIIOCOOBI 3aLUThI
uH(pOpPMALIMK OT HECAHKITMOHUPOBAHHOTO JIOCTYIIa, COOTBETCTBYIOLIHE NH(POPMAIIMOHHBIM
cucreMaM 3 Kj1acca IIpy MHOTOII0JIb30BaTEILCKOM PeXUMe 00pabOTKH EPCOHATIBHBIX JAHHBIX U
pa3HbIX IpaBax JAOCTYIAa K HUM I10JIb30BaTENEH.

3.4. bezomacHoe MEXCETeBOE B3aUMO/IeicTBUE ISl HH)OPMAITHOHHBIX CUCTEM

2 KJ1acca Mpy UX MOAKIIOUYEHUH K CETSIM MEKIYHAPOTHOTO HH(POPMAIIMOHHOTO OOMEHA
JOCTUTAETCS ITyTEM MPUMEHEHUS CPEJICTB MEIKCETEBOTO SKPAaHUPOBAHUSI, KOTOPBIC
o0ecreunBaroT:

q)HJ'ILTpaI_II/IIO Ha CETCBOM YPOBHEC HE3aBUCHUMO IS KAXKIOTI'0 CETEBOI'O IaKETa (pemeHHe (¢}
q)HJII)TpaLII/II/I IMPUHHUMACTCA Ha OCHOBC CCTCBBIX aAPCCOB OTIIPABUTCIIA U IIOJYUATCIIA WX Ha
OCHOBC JPYTHX 5KBUBAJICHTHBIX anI/I6YTOB);

(GUIBTPALNIO TAKETOB CITY)KEOHBIX POTOKOJIOB, CITYXKAIUX JUIS AMAarHOCTUKY U YIPaBIICHHS
paboToii CeTeBBIX YCTPOUCTB;

(GMIBTPALUIO C YYETOM BXOAHOTO U BBIXOJHOT'O CETEBOTO MHTEp(delica KaKk cpelICTBa TPOBEPKU
MOJJIMHHOCTHU CETEBBIX aJIPECOB;

(UIBTPAINIO C YYETOM JIFOOBIX 3HAYUMBIX TOJIEH CETEBBIX MAKETOB;

PETUCTPAINIO B yUeT (QUIBTPYEMBIX IMAKEeTOB (B IapaMeTPhl PErHCTPALNHU BKITFOUAIOTCS aJpec,
BpeMs U pe3ysbTaT (GUiIbTpalun);

UIEHTU(DUKAIUIO U ayTeHTU(UKAIINIO aIMUHUCTPATOPa MEKCETEBOTO IKpaHa IIPH €To
JIOKAJIbHBIX 3aMpocax Ha JOCTYM MO UACHTU(UKATOPY (KOY) U APOIIIO YCIOBHO-TIOCTOSTHHOTO
JIEUCTBUS,

perucTpaiuio Bxoa (BbIXo/1a) aIMUHUCTPATOPa MEKCETEBOT0 dKpaHa B CUCTEMY (M3 CUCTEMBI)
1100 3arpy3Ky U UHUIMATU3ALUN CUCTEMBI U €€ TPOrPaMMHOT0 OCTaHOBA (PETUCTpallvs BEIXOAA
W3 CHCTEMBI HE TTPOBOJIUTCS B MOMEHTHI almapaTypHOTO OTKIFOYCHHST MEKCETEBOTO IKPaHa);
PEruCTpalMIo 3aIycKa MPOrpaMM U IPOLECCOB (3aJaHuil, 3a/1ay4);

KOHTPOJIb [IEJIOCTHOCTU CBOEH MPOTrpaMMHON M MH(DOPMAIIMOHHOM YacTH;

BOCCTAHOBJICHHE CBOMCTB MEKCETEBOT0 dKpaHa mocie cO0eB M 0TKa30B 000PYAOBAHNUS;
perJaMeHTHOE TECTUPOBAHHE PealTu3allii IPaBIIl GUIBTPAIIUH, IPOLIECCa PETUCTPAIUH,
nporiecca uIAeHTU(PUKAINY U ayTeHTU(UKAITMN aIMIHUCTPATOPa MEKCETEBOTO DKpaHa,

Mpoliecca perucTpalnm JeUCTBUM aIMUHUCTPATOPA MEKCETEBOI0 IKPaHa, Mpolecca KOHTPOIS
3a IEeJIOCTHOCTHIO TPOTrPAMMHON ¥ HH(POPMAITMOHHON YaCcTH, MIPOIIEAYPHl BOCCTAHOBJICHUSI.
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4. Metoabl ¥ criocoObl 3alUThI HH(OPMALMK OT HECAHKLIMOHUPOBAHHOI'O I0CTYTIIA,
oOecrieunBaromue GyHKIUU YIPaBICHUS JOCTYIIOM, PETUCTPALlUH U y4eTa, 00ecTiedeHus
LIEJIOCTHOCTU M O€3011aCHOI0 MEKCETEBOI0 B3aUMOJIEHCTBUSA 1151 MH()OPMALIMOHHBIX CUCTEM 1
KJ1acca.

4.1. 1ns uHPOPMALIMOHHBIX CHCTEM

1 xnacca IIpHU OJJHOIIOJIB30BaTCIbCKOM PEKNME O6pa6OTKI/I IEPCOHATTBbHBIX JaHHBIX
MMPUMCHAIOTCS CIICAYIOIHUEC OCHOBHBIC METOJAbI U CIIOCOOBI 3allUThI PIH(i)OpMaI_II/II/IZ

a) yIrpaBJieHHE JOCTYIIOM:

I/II[CHTI/I(bI/IKaI_[I/ISI " IPOBCpPKA NOAJTITMHHOCTH ITOJIB30BATCIA IPHU BXOAC B CUCTEMY 110 IIAPOJIHO
YCJIIOBHO-IIOCTOAHHOI'O ﬂeﬁCTBHH ,Z[J'IHHOﬁ HE MCHEC IICCTHU 6YKBGHHO'LII/I(1)pOBBIX CHMBOJIOB,

0) peructpauus u y4er:

peructpanus Bxoaa (BbIX0/1a) IOJIb30BaTENs B CUCTEMY (M3 CUCTEMBI), TMOO perucTpanus
3arpy3Kd M1 MHUIMAIU3ALUK ONIEPALMOHHON CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA.
Peructparnus BbIxosia U3 CUCTEMBI WJIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOYEHHS UHPOPMALIMOHHOM cUCTeMBl. B mapamerpax perucrpannu ykas3blBaloOTCs JaTa u
BpeMs Bxoja (BbIX0/1a) TTOJIb30BATENS B CUCTEMY (M3 CUCTEMbI) UJIH 3arpy3Ku (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMbITKU BX0/1a (yCIIEIIHAasl WK HeYCIelHast);

perucTpanus Bbl1auy NeyaTHbIX (Tpaguueckux) TOKyMEHTOB Ha OyMakHbIl HocuTenb. B
napameTpax perucTpanny YKa3bIBAIOTCS JaTa U BpeMs Bbiauu (0OpamieHus K moACucTeMe
BBIBOJIA), KPAaTKOE CoJiepKaHue JOKYMEHTa (HauMeHOBaHue, BUJ, KON), cnenudukanus
yCTpOMCTBA BbIAAUM (JIOTUYECKOE UM (HOMEpP) BHEILIHETO YCTPONCTBA);

YUCT BCEX 3allIUIIACMBbIX HOCHUTENEH I/IH(I)OpMaI_[I/II/I C IIOMOUIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX JaHHBIX B XXYpPHAaJl YUc€Ta,

TyOMUPYIOMIMK YUET 3alIuIaeMbIX HOCUTENIeH nHpopMaIuu;

ouncTka (0OHyneHne, 00e3IMYNBaHUE) OCBOOOKIAEMBIX O0IacTel ornepaTUBHON MaMSITH
WH(OPMAIMOHHON CUCTEMBI ¥ BHEITHUX HOCUTEIICH MHpOpMAITNH;

B) o0OecrieueHune 1eTOCTHOCTHU

o0ecrneyeHre HEeIOCTHOCTH POrPaMMHBIX CPEJICTB CUCTEMBI 3aIIUThI TIEPCOHATBHBIX TaHHBIX,
oOpabarbiBaeMoil MH(OpMAINH, a TAKKE HEM3MEHHOCTh NPOrpaMMHOM cpebl. [Tpu aTom
LEJIOCTHOCTh MPOrPaMMHBIX CPEJCTB MPOBEPSIETCS MPH 3arpy3Ke CUCTEMBI 10 HATUYUIO UMEH
(uneHTH(UKaTOPOB) KOMIIOHEHTOB CPEJICTB 3aIUTH MH(OpMAIUH, a IIETOCTHOCTD
IIPOrpaMMHOM cpeibl 00eceunBaeTCcsl OTCYTCTBHEM B HH()OPMALIMOHHON CUCTEME CPEJICTB
pa3paboTKU M OTIAAKH IPOTPaMM;

buznyeckas oxpaHa TEXHUYECKUX CPEACTB HH(POPMALIMOHHBIX cHUCTEM (YCTPONCTB M HOCUTENEH
uHpOpMaIKN), TPeyCMaTPUBAIOIIasl HOCTOSHHOE HAJIMYME OXPAaHbl TEPPUTOPUH U 3JIaHHS;
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NEPUOINYECKOE TECTUPOBAHUE (PYHKIUI CUCTEMBI 3alUTHI IEPCOHANIBHBIX JAHHBIX IIPU
U3MEHEHHUU TPOTPaMMHON CPebl U MOJIb30BaTesel MHPOPMALMOHHON CUCTEMBI C TIOMOIIBIO
TECT-NPOrpaMM, UMUTUPYIOLIUX MOMNBITKA HECAHKIIMOHUPOBAHHOIO JOCTYTIA;

HAJIMYUE CPEACTB BOCCTAHOBJICHUS CUCTEMbI 3alUThHI IEPCOHATBHBIX JaHHBIX,
MpEeAyCMaTPUBAIONINX BEICHUE JIBYX KOMUHN MPOrPaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIUThI
uH(pOpMaIK, UX TEPUOANYECKOE OOHOBIICHHE U KOHTPOJIb pab0TOCTIOCOOHOCTH.

4.2. 1ns uHPOPMALIMOHHBIX CHCTEM

1 kacca pu MHOTOIOJIB30BATEIHCKOM PeXUME 00pa0OTKU MEPCOHANBHBIX TaHHBIX U PaBHBIX
IpaBax J0CTyna K HUM 0JIb30BaTeIel NPUMEHSIOTCS CIIAYIONIIE OCHOBHBIE METOBI U
CHOCOOBI 3aIUTHI HH(POPMALIHH:

a) yIrpaBJieHHE JOCTYIIOM:

UJICHTU(UKAIMS U TIPOBEPKA MOJTMHHOCTH MOJIL30BATEISI IIPH BXOJIE B CUCTEMY I10
uacHTH(GHUKATOPY (KOIY) U MAPOJIO YCIOBHO-TIOCTOSIHHOTO JICHCTBUS ITTMHON HE MEHEE IIECTH
OYKBEHHO-IIU(POBBIX CUMBOJIOB;

UICHTU(UKAINS TEXHHIECKUX CPEICTB NH(POPMAIIMOHHBIX CUCTEM M KaHAJIOB CBSI3H, BHELTHUX
YCTPOHCTB MH()OPMAITMOHHBIX CUCTEM TI0 X JIOTHYECKUM aJipecaM (HoMepam);

uaeHTU(UKAIUS TPOTrpamMM, TOMOB, KaTaJloToB, (hailyioB, 3amucei, mojei 3anucei Mo MeHam;
0) perucTpanus u y4er:

perucrpanus Bxoja (BbIXo/1a) NOJIb30BaTENsl B CUCTEMY (M3 CHCTEMBI), TM00 perucTpanus
3arpy3Ku ¥ MHULMAIU3aH ONEePallMOHHONW CUCTEMBI M €€ TPOrPaMMHOI'0 OCTaHOBA.
Perucrpanus BbIXo/1a U3 CUCTEMBI WIIM OCTAaHOBA HE NPOBOJUTCS B MOMEHTBI allllapaTypHOTO
OTKJIIOUEHUs MH(POPMAIIMOHHOM crcTeMbl. B mapameTpax perucrpanuu yKasblBaloTcs Jata u
BpeMs BXoJa (BbIX0/ia) NOJIb30BATENSI B CUCTEMY (U3 CHCTEMbI) UJIH 3arpy3KH (OCTaHOBA)
CUCTEMBI, pe3yJbTaT MOMNBITKY BX0/1a (yCHElIHas WK HeyclelHas ), MAeHTUPUKATOp (KO WiIn
(bamuius) Noab30BaTeNs, NPEAbIBICHHBIIN ITPH MOMBITKE JOCTYIIA;

perucrparus BblJauu Me4aTHbIX (rpaduyeckux) JOKYMEHTOB Ha OyMa)KHbI HOCUTENh. B
napameTpax perucTpalnu yKa3bIBalOTCs JaTa U BpeMs Bblgauu (oOpallieHus K MoAcucTeMe
BbIBOJIa), clieu(UKalMsl yCTPOMCTBA BbIAAUH (JIOTUYECKOE UM (HOMEp) BHEILTHETO
YCTPOMCTBa), KpaTKoe cojiepKaHue JOKyMEeHTa (HauMeHOBaHue, BU, mudp, Kou),
UACHTU(PUKATOP MOIH30BATENS, 3aIIPOCUBIIETO TOKYMEHT;

perucTpanus 3amycka (3aBepIieHus ) TporpamMM U MpoIeccoB (3aaHui, 3a1a4),
npeHa3HAYeHHBIX JJIs 00paboTKH NMepcoHabHBIX JaHHBIX. B mapamerpax peructpaiuu
YKa3bIBAIOTCSA JaTa U BpeMs 3amycka, uMs (MaeHTu(UKaTop) mporpaMMel (Iiporecca, 3a1aHus),
UICHTU(PHUKATOP MOJIB30BATENsI, 3alIPOCUBILIET0 MporpaMmy (Tpolecc, 3a/laHue), pe3yabTar
3amycka (yCHeIIHbIl, HeyCTeIIHbIH);

perucTpanus MOnbITOK AOCTYyIa IPOrpaMMHBIX CPEACTB (MPOrpaMm, IPOLECCOB, 3a/1ay,
3aJaHMii) K 3aIuiaeMsiM ¢aitnam. B mapameTpax peructpaiyu yka3blBaloTCs J1aTa U BpeMs
MOMBITKY AOCTYIIA K 3alllUIIaeMoMy (aiily ¢ ykazaHueM ee pe3ysbrara (ycnemHas,
HeyCIHelHas ), iIeHTU(GUKATOp MOIb30BaATENS, CIelU (UKL 3aluIIaeMoro ¢aiina;
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perucTpanus MOnbITOK AOCTYIa IPOrPAMMHBIX CPEJCTB K JOMOJHUTEIBHBIM 3aIIUIIAEMbIM
00beKTaM J0cTyna (TepMHUHANIaM, TEXHUYECKUM CPEICTBaM, y3JIaM CETH, TMHUAM (KaHaJiaMm)
CBSI3H, BHELITHUM YCTpPOICTBaM, MporpaMmam, ToMam, Karajioram, (aiiaam, 3anucsm, Mojsim
3anucelt). B mapamerpax perucrpanuu yKasblBalOTCS AaTa U BPEMsI MOTMBITKH JIOCTYIIA K
3alUIIaeMOMy OOBEKTY C YKa3aHHUEM ee pe3ysbTara (yCIeniHas, HeycreHas ), uaeHTu(uKaTop
MOJIL30BATENs, CIICIU(UKAIINS 3aIUIIIAeMOT0 00BEKTa (JIoTHYecKoe uMs (HoMep));

yUYeT BCEX 3alUIIAeMbIX HOCUTENICH HHPOPMAITUH C TTIOMOIIBI0 UX MAPKUPOBKH M 3aHECCHUE
YUETHBIX JAHHBIX B XKypHAJl yuyeTa ¢ OTMETKOM 00 UX BblIaue (mpueme);

TyOMUPYIOMINIA yUeT 3aliiaeMbIX HocuTenel napopmanmu;

ouncTka (00HyIeHNe, 00e3IMYNBAaHUE) OCBOOOKIAEMBIX 00JIacTel OrepaTHBHON MaMSITH
UH(OPMAIIMOHHBIX CUCTEM U BHEIIIHUX HOCHTENEH HH(POPMAIUH;

B) o0OecIieueHue 1eJTOCTHOCTH

o0ecrneyeHre HeIOCTHOCTU IPOrPaMMHBIX CPEICTB CUCTEMBI 3alllUThl IEPCOHAIbHBIX JTAHHBIX,
oOpabareiBaeMol HH(GOPMAIINH, a TAK)KE HEM3MEHHOCTh MTPOrpaMMHOi1 cpeabl. [Ipu aTom
LEJIOCTHOCTh CUCTEMBI 3alUThI IEPCOHAJIbHBIX JAHHBIX [IPOBEPSAETCS MPU 3arpy3Ke CUCTEMBI 10
HAIMYUIO UMEH (UISHTH(PHUKATOPOB) €€ KOMIIOHEHT, a LIEJIOCTHOCTh MIPOrPaMMHOM Cpeibl
o0ecrieynBaeTcsi OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPEICTB pa3pabOTKH U OTIAIKU
porpamm;

duznueckas oxpaHa TEXHUYECKUX CPEACTB UH(POPMALIMOHHON CUCTEMBI (YCTPOHCTB U
HOCHTENeH nHpOpManHK), MpeayCMaTPUBAIOIIAS TOCTOSHHOS HAJTMYNE OXPAHBI TEPPUTOPHH U
3aHUS;

NEepUOINYECKOe TECTUPOBAHNE (PYHKIIUI CHCTEMBI 3alIUTHI IEPCOHAIBHBIX TAHHBIX MIPU
M3MEHEHUHU IPOrpaMMHOMN CpeJibl U M0JIb30BaTele HHYOPMALIMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IIPOrpamMM, UMUTUPYIOIIHX MTONBITKH HECAHKIIMOHUPOBAHHOTO JOCTYIA;

HaJIMYUe CPEACTB BOCCTAHOBJICHUS CUCTEMBI 3aIUTHI IEPCOHANBHBIX JAHHBIX,
IIPElyCMAaTPUBAIOLIUX BEICHUE IBYX KOINUH IPOrPaMMHBIX KOMIIOHEHTOB CPEACTB 3alllUThI
UH(pOPMALIUHU, X NIEPUOANYECKOE OOHOBJIEHNE U KOHTPOJIb paOOTOCIOCOOHOCTH.

4.3. nst uHPOPMAIIMOHHBIX CUCTEM

1 kJ1acca mpu MHOTOTOIB30BATENECKOM PEeXUME 00paOOTKH MEPCOHATBHBIX TAHHBIX U PA3HBIX
IpaBax J0CTyIa K HUM T0JIb30BaTeJIeH MPUMEHSFOTCS CIISAYIONNE OCHOBHBIC METOIBI U
CIIocOOBI 3aIUTHl HHPOPMAITUH:

a) yIpaBleHUE TOCTYIIOM:

uACHTU(HUKAINS U IPOBEPKA MOJATUHHOCTH MOJIB30BATENs TP BXO/I€ B CUCTEMY TIO
uacHTH(GHUKATOPY (KOY) U TTAPOJTI0 YCIOBHO-TIOCTOSTHHOTO JICHCTBUS JTTMHON HE MEHEE IIeCTH

OYKBEHHO-ITU(POBBIX CHMBOJIOB;

I/II[eHTI/I(l)I/IKaI_[I/ISI TEPMHUHAJIIOB, TEXHUYCCKUX CPCACTB, Y3JIOB CETHU, KAHAJIOB CBA3U, BHCIITHUX
YCTpOﬁCTB 10 JIOTHYCCKHUM MMCHAM,



UaeHTU(UKAIUS TPOTPaMM, TOMOB, KaTaJloroB, (hailJioB, 3aMKcei, Mojei 3anuceil o MeHaM ;

KOHTPOJIb TOCTYTIA MOJIb30BaTeNeH K 3alliIllaéMbIM pECypcaM B COOTBETCTBHH C MaTpULIeh
JI0CTYIIa;

0) perucTpanus 1 yJer:

perucTtpanus Bxoja (BbIx0/1a) MOJIb30BaTeNIel B CUCTEMY (U3 CUCTEMBI), TUOO perucTpanus
3arpy3Ky ¥ MHUIUATU3AIMH OTIEPAIMOHHON CUCTEMBI U €€ TPOrPaMMHOTO OCTaHOBA.
Perucrpanus BeIxo/1a U3 CUCTEMbI WJIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allapaTypHOTo
OTKJIFOYCHUS MHPOPMALIMOHHOM CUCTEMBL. B TapameTpax perucTpannu yKa3plBaloTCs JaTa u
BpeMs BXoa (BbIX0/1a) TIOJIb30BATENSI B CUCTEMY (M3 CUCTEMbI) WJIH 3arpy3KHu (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMBITKU BX0/1a (yCIICIIHAsl WIIA HeYyCIelHas), uAeHTU()UKATOp (KO UITH
dbamunus) Moab30BaTeNsl, MPEAbIBICHHBINA IPH MOMBITKE JOCTYIIA, KO WU MapoJlb,
IIPEABSBICHHBIN [TPU HEYCIIEIIHOM IIOMBITKE;

perucTpanys BeIaYH MeYaTHBIX (rpaduuecKrX) JOKYMEHTOB Ha OyMaXKHBI HOCUTEIND. B
napameTpax perucTpaluu yKa3blBalOTCs J1aTa U BpeMs BblJauu (0OpalleHus K MoACucTeMe
BBIBOJIA), CTICHU(HUKAIHS YCTPOHCTBA BbIIauH (JIOTHYECKOE UMsI (HOMEp) BHEUTHETO
YCTPOMCTBa), KpaTKoe cojiepKaHue JOKyMEeHTa (HauMeHOBaHue, BU, mudp, Kox),
UACHTU(PUKATOP MOIB30BATENS, 3AIIPOCUBLIETO IOKYMEHT;

peructparms 3amycka (3aBepIiieHHs ) IIPOrpaMM MPOIIECCOB (3a1aHui, 3a/1a4), MpeTHa3HAYCHHBIX
Ut 00pabOTKM EPCOHANBHBIX JTaHHBIX. B mapamerpax perucrpanuy yKa3plBalOTCs JaTa u
BpeMsl 3ammycka, uMs (MaeHTu(GuKaTop) mporpaMMmsl (Iporecca, 3aanus), UACHTU(HUKATOP
MI0JIb30BATEJSI, 3aAIIPOCHUBILIETO MPOrpaMmy (TIpoLecc, 3aJaHKe), pe3yabTaT 3amycka (YCIeHbIH,
HEYCHELIHbIN);

pErUCTpaLys MONBITOK AOCTYIA IPOrPaMMHBIX CPEICTB (IpOrpaMm, IIPOLECCOB, 3a/1ay,
3a/laHuil) K 3amuiaemMeiM (aiinam. B mapamerpax perucrpaiuu yka3blBaloTCs JaTa U BpeMst
HOMBITKY JIOCTYNA K 3aluinaeMoMy (ailiny ¢ ykazaHHeM ee pe3yibTara (ycrneuHas,
HeycIelHast ), iACHTU()UKATOP MOIb30BaTeNs, ClielnpUKAIS 3auIaemMoro (aiina;

pETrUCTpaLys MONBITOK JOCTYIA IPOIPAMMHBIX CPEICTB K JONOJHUTEIBHBIM 3aIIHIAEMbIM
o0BeKTaM J0cTyma (TepMUHaIaM, TEXHUYECKUM CPEJCTBAM, y3JlaM CETH, JIMHUSIM (KaHajaMm)
CBSI3U, BHELLTHUM YCTPOICTBaM, MporpaMMam, ToMaM, KaTtajoram, ¢aiiiam, 3anucsam, noysm
3anuceii). B mapameTpax perucrpaiuu yka3blBaloTcs JaTa U BpeMs MOIBITKHU J0CTyIa K
3alMIaeMOMy O0BEKTY C yKa3aHUEM ee pe3yJibTaTa (yCrnelHas, HeyCHemHas ), UAeHTUPHKATOP
M0JIb30BATENs, ClielU(UKALNS 3alUIIaeMOoro o0beKTa (JJorudeckoe uMs (HoMep));

YUET BCEX 3allIUIITAEMBIX HOCHUTEJICH I/IH(bepMaI_[I/II/I C IMOMOIIBIO UX MAPKUPOBKH U 3aHCCCHUC
YUYCTHBIX JAHHBIX B XXYpHAJ YUCTa C OTMETKO# 00 MX BbIJa4uc (HpI/ICMC);

ouncTKka (0OHyNIeHHe, 00e3IMYNBaHUE) OCBOOOKIAEMBIX 00JIacTel ornepaTUBHON MaMSITH
WH()OPMAITMOHHOW CHCTEMBI U BHEIITHUX HAKOIMUTENCH;

B) obOecnieucHue OEJIIOCTHOCTH:

o0ecrieyeHue 1eTIOCTHOCTH MPOTrPaMMHBIX CPEJCTB CUCTEMBI 3alIUTHI IEPCOHAIBHBIX TAHHBIX,
oOpabarbeiBaeMOl HH(pOpMAINH, a TAK)KE€ HEU3MEHHOCTh ITPOrpaMMHOi1 cpeabl. [Ipu aTom
L(EJIOCTHOCTb CUCTEMBI 3alIUThI [IEPCOHAIBHBIX JAHHBIX IIPOBEPAETCS IIPU 3arpy3Ke CUCTEMBI I10
KOHTPOJIBHBIM CyMMaM KOMITOHEHTOB CUCTEMBI 3alIUThI, & HETOCTHOCTh IPOrPAMMHOM Cpe/bl
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o0ecTieunBaeTCs KCIOJIb30BAHUEM TPAHCIIATOPOB C SI3BIKOB BEICOKOTO YPOBHS H OTCYTCTBHEM
cpencTB MoaupUKai 00BEKTHOTO KOJ/Ia TPOrpaMM B Tiporiecce 00paboTKu U (W) XpaHCHHUS
NIEPCOHAIBHBIX JaHHBIX;

duznyeckas oxpaHa TEXHUYECKUX CPEACTB UH(POPMALIMOHHON CUCTEMBI (YCTPOHCTB U
HOcHTeNeH nHpopManmn), mpeayCMaTPUBAIOIIAst KOHTPOJb IOCTYIA B IOMEIICHHS
MIOCTOPOHHUX JIML, HAJIMYME HAJEKHBIX NPENATCTBUMN ISl HECAHKIIMOHUPOBAHHOTO
MPOHUKHOBEHUS B TIOMEIIECHUS ¥ XPAHUIIUIIE HOCUTENIeH nHpopMarmu;

HEPUOINYECKOE TECTUPOBAHUE (PYHKIUI CUCTEMBI 3alUThHI IEPCOHANIBHBIX JAHHBIX IIPU
M3MEHEHUH TIPOTPaMMHOM CPebl M MOJIb30BaTesei MH(POPMALIMOHHON CUCTEMBI C TIOMOIIBIO
TECT-NPOrpaMM, UMUTUPYIOLIUX MOMNBITKA HECAHKIIMOHUPOBAHHOIO JOCTYTIA;

HaJIMYue CPEACTB BOCCTAHOBIICHUS CUCTEMBI 3aLUTHI [IEPCOHAIBHBIX JaHHBIX,
IIPEAYCMAaTPUBAIOIINX BEICHHUE IBYX KOIMHI MPOrPAaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIUThI
uHpOpMaLIKK, UX TEPUOANYECKOE OOHOBJICHNE U KOHTPOJIb pab0TOCIOCOOHOCTH.

4.4. be3onacHoe MeXCETEeBOE B3aUMOIEHCTBHE AJIs1 MHPOPMALMOHHBIX CUCTEM

1 ky1acca npu UX MOAKIIIOUEHUH K CETSIM MEKAYHAPOJHOTO HH(OPMALIMOHHOTO 0OMEHa
JIOCTUTAETCA ITyTEM IPUMEHEHUSI CPEICTB MEKCETEBOIO IKPAaHUPOBAHUS, KOTOPHIE
o0ecreunBaroT BBIIIOJIHEHUE CIEAYIOMUX (YHKIIUNA:

(WIBTPALUIO HA CETEBOM YPOBHE JUIs KaX10I0 CETEBOr0 MaKeTa HE3aBUCUMO (pEILEeHHE O
GWIbTpaluy NPUHUMAETCS HAa OCHOBE CETEBBIX aJI[PECOB OTIPABUTENS U MOTyyaTess UM Ha

OCHOBE JIpYTUX 3KBUBAJICHTHBIX aTpUOyTOB);

(GUIbTPAIUIO TAKETOB CIYKEOHBIX MPOTOKOJIOB, CIYKAIUX JUIsl TUAaTHOCTUKYU U YIPaBIECHUS
paboTOil CeTeBbIX YCTPOMCTB;

(GUIBTPAIUIO C YIETOM BXOJHOTO U BBIXOJHOI'O CETEBOIO MHTEp(eiica Kak cpeacTBa MPOBEPKU
MOJIMHHOCTHU CETEBBIX aJ{PECOB;

q)HHLTpaI_II/IIO C yueTOM JH00BIX 3HAUYMMBIX TOJIEH CETEBBIX aKCTOB,

(GuUIBTpaIMIo HA TPAHCTIOPTHOM YPOBHE 3alPOCOB HAa YCTAHOBJICHUE BUPTYAJbHBIX COSTUHEHUN
C YYETOM TPAHCIIOPTHBIX aJPECOB OTIPABUTENS U MOJTydaTes;

(GWIBTpaLUIO Ha MPUKIIQTHOM YPOBHE 3aIIPOCOB K MPHUKIIAHBIM CEPBUCAM C YUETOM
MPUKIIAJHBIX aPECOB OTIPABUTENS U MOJydaTes;

(GUIBTPAINIO C YUYETOM JIaThl U BPEMEHHU;

ayTeHTU(UKALINIO BXOMSIIMX U UCXOSIIUX 3alIPOCOB METOIAMHU, YCTOHUNBBIMH K TACCUBHOMY
U (UJTM) aKTUBHOMY NPOCITYIIUBAHUIO CETH;

PETUCTPALIMIO U YUeT GUIBTPYEMBIX MTAKETOB (B MapaMeTpbl perucTpalui BKIOYAOTCs aJipec,
BpeMs U pe3yNbTaT QUiIbTpalun);

perucTpaiio U y4c€T 3alIpOCOB Ha YCTAHOBJICHUC BUPTYaAJIbHBIX COCHHHCHHﬁ;



JIOKQJIbHYIO CUTHAIM3AIMIO TIOTIBITOK HapyIIeHUs MPaBuil PUIbTPaLUH;

UISHTU(DUKAIUIO U ayTCHTU(UKAITUIO aIMUHHACTPATOPa MEKCETEBOTO SKpaHa MPH €ro
JIOKAJIBHBIX 3aMpOocax Ha JOCTYI M0 UACHTU(UKATOPY (KOIY) U TApOIII0 YCIOBHO-TIOCTOSTHHOTO
JIeHCTBHS,

npeaoTBpaliCHUEC JOCTYyIIa HeI/I,ZleHTI/I(bI/H_[I/IpOBaHHOFO IIOJIB30BATCIIA MJIN I10JIB30BaTCIIA,
NOAJIMHHOCTDH I/I,Z[CHTI/I(i)I/IKaHI/II/I KOTOpOro I1ipu ayTeHTI/I(l)I/IKaI_[I/II/I HE IIOATBEPANIACS,

UICHTU(DUKAIMIO U ayTeHTU(DUKALUIO aIMUHICTPATOPa MEKCETEBOTO dKpaHa MPH ero
yIaJeHHBIX 3aIpOocax METO/IaMH, YCTOWYUBBIMH K ITACCHBHOMY U aKTUBHOMY IEPEXBaTy
nHpopmanuu;

pPErucTpalnio BXoAa (BbIX0/1a) aIMUHUCTPATOPA MEKCETEBOI0 IKpaHa B CUCTEMY (U3 CUCTEMBI)
00 3arpy3Kd ¥ MHUITMAIU3AIMN CUCTEMBI M €€ POTPAMMHOI'0 OCTaHOBA (PErUCTpaIls BbIX0a
U3 CUCTEMBI HE TIPOBOJIUTCS B MOMEHTHI allllapaTypHOTr0 OTKJIIOUEHHUS MEKCETEBOT0 IKPaHa);

pETUCTpPAIUIO 3aIlycKa IPOrpaMM | MPOIIECCOB (3aJaHnH, 3a/1a4);

pPETHCTpAIHIO JCUCTBUS aIMIUHICTPATOPA MEKCETEBOTO 3KpaHa 110 U3MCHEHHUIO MPaBHUIT
buapTpany;

BO3MO’KHOCTh JUCTaHIIMOHHOTO YIIPaBJIEHUSI CBOMMU KOMIIOHEHTaMH, B TOM YHCJIE
BO3MOXXHOCTh KOH(UTYpUPOBaHUS (PUIBTPOB, IPOBEPKH B3aUMHON COTJIACOBAHHOCTH BCEX
GbuIbTPOB, aHAHM3a PErUCTPAIIMOHHON HHpOpMaLny;

KOHTPOJIb LIEJIOCTHOCTH CBOEH MpOrpaMMHON ¥ MH()OPMALIMOHHON YacTy;

KOHTPOJIb LIEJIOCTHOCTH IPOrPaMMHOM U MH(OPMALIMOHHON YaCTH MEKCETEBOT0 IKpaHa 1o
KOHTPOJIBHBIM CyMMaM;

BOCCTaHOBJICHHE CBOMCTB MEXCETEBOI0O 9KpaHa 1MocJe c0OCB M OTKA30B 06OPYﬂ0BaHHH;

periaMeHTHOE TECTUPOBaHKE pealin3alliy MpaBuil (UIbTPALluy, IPOLIEcCca PETUCTPALIUH,
npoliecca MJIeHTU(PUKALMU U ayTeHTU(PUKALNUU 3aPOCOB, MPOLecca UASHTU(PHUKALIMU U
ayTeHTU(UKALUY aJMUHUCTPATOPa MEKCETEBOr0, IKpaHa, Ipoliecca perucTpaluu AencTBUi
aIMMHHMCTpATOpPa MEKCETEBOI0 dKPaHa, Ipolecca KOHTPOJIS 3a LEIOCTHOCTIO IIPOrPaMMHON U
MH(OPMaLIMOHHON YaCTH, MPOLIETypbl BOCCTAHOBJICHUSI.

5. AHanu3 3alMIIEHHOCTH POBOAUTCS AJISl paclpeieIeHHbIX HHPOPMAIIMOHHBIX CUCTEM U
UH(POPMALIMOHHBIX CHCTEM, MOIKIIOUEHHBIX K CETSIM MEXIYHapOIHOT0 HH(POPMAITHOHHOTO
oOMeHa, IMyTeM HCII0Ib30BaHMs B COCTaBE MHPOPMAIIMOHHON CHCTEMbI POTPAMMHBIX UITU
pOoTrpaMMHO-aNNapaTHBIX CPEICTB (CHCTEM) aHAIM3a 3AIIUIIEHHOCTH.

CpenctBa (cuCTeMbl) aHaJIN3a 3aLIUIIIEHHOCTH JOJHKHBI 00€CeUnBaTh BO3MOXKHOCTh BBISBIICHUS
YSI3BUMOCTEH, CBA3aHHBIX C OIIMOKaMU B KOH(PUTYpaLIMU POTPaMMHOT0 00eCTIeUeHHS
MH(OPMALIMOHHON CUCTEMBI, KOTOPBIE MOT'YT OBITh UCIOJIb30BaHbl HAPYIIUTEIEM IS
peann3alry aTaku Ha CUCTEMY.

6. OOHapy’keHue BTOPKEHUH MPOBOIAUTCS A1 MHOOPMAIIMOHHBIX CUCTEM, MOAKIIOUEHHBIX K
CETSIM MEXKyHapOJHOTO MHPOPMAIIMOHHOTO OOMEHa, TyTeM UCIOJIb30BaHUs B COCTAaBE
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UH(POPMAIIMOHHON CUCTEMBI MTPOTPAMMHBIX WJIA TIPOTPAMMHO-aNapaTHBIX CPEACTB (CHCTEM)
00Hapy>XEHUS] BTOP>KEHUM.

7. Anst uaopMaiMOHHBIX CUCTEM | KJacca MPUMEHSETCs MPOorpaMMHOe 00ecTiedeHne CPEeICTB
3alUThl UH(OPMAIIUHU, COOTBETCTBYIOIIEE 4 YPOBHIO KOHTPOJISE OTCYTCTBHS
HEZEKJIapUPOBAHHBIX BO3MOKHOCTEH.



