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NHOOPMALMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA 1JIAA PASMEIIEHUSA
HA OPUIIUAJBHbBIX HHTEPHET-PECYPCAX

C KaXJpIM roJIoM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIbILE, A IIKOJBbHUKHK OJJHU U3 CAMBIX
aKTHBHBIX ITOJIb30BaTeneil Pynera. Mexay TeMm, MOMMMO OIPOMHOIO KOJMYECTBA BO3MOKHOCTEH,
MHTEPHET HeceT U Npo0biieMbl. DTa namsITKa JOHKHA IIOMOYb Tebe 6e3011acHO HaXOIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbplOTEpHBI BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX INPOTrPaMM, OTIUYHUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBIISICTCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B JomosmHeHne K 3TOMy, BHPYCHI
MOTYT MOBPEIUTh WIM IOJHOCTbIO YHMYTOXHUTH Bce (ailibl M JaHHBIE, IOJAKOHTPOJIbHBIE
MOJIb30BATENI0, OT UMEHH KOTOPOTro ObLiIa 3aIylieHa 3apakeHHast IporpaMma, a TaKke MOBPEAUTh HIIN
Jla’ke€ YHUYTOXKUTh ONEPAllMOHHYIO CUCTEMY CO BceMH (ailiamu B LienoM. B OonblIMHCTBE cilydaeB
pacnpoCTpPaHsAIOTCA BUPYChHI UEPE3 UHTEPHET.

MeTopl 3a1UTEl OT BPEJOHOCHBIX IIPOTrPaMM:

1. Ucnonb3yit COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPbE3HbIN YPOBEHb 3aILUThI
OT BPEOHOCHBIX ITPOTPAMM;

2. [TIloctosHHO ycraHaBiauBal nauTu (UU(pPOBBIE 3aIlJIaTKH, KOTOpPbIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LENbIO JAOPAOOTKU MPOrpaMMbl) U Jpyrue OOHOBIEHHs CBOEH ONepariiOHHOMN
cucreMmbl. CkauMBail X TOJIBKO ¢ opuIUaNbHOro caifta pazpadorunka OC. Eciu cyniecTByer pexum
aBTOMaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Paboraii Ha cCBOEM KOMIIBIOTEpE IO MIPaBaMU IIOJIb30BATENSA, & HE aAMHUHHUCTPATOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MpPOrpaMM HHCTAUIMPOBATbCS Ha TBOEM IEPCOHATIbHOM
KOMIIBIOTEPE;

4. Hcnonw3yil aHTMBUPYCHbIE IIPOIPaMMHBIE NPOAYKTHI H3BECTHBIX IPOU3BOAMUTEIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub (pu3HYeCcKUid JOCTYI K KOMIIBIOTEPY Ul IOCTOPOHHUX JIMLL;

6. Vcnonb3yil BHEUIHWE HOCUTENM HHPOpMAIMM, Takue Kak ¢remka, AUCK Wiau (ailnm u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIE (Pailibl, MOTYyYEHHbIE U3 HEHAJEKHBIX HCTOYHMKOB. Jlaxe Te
¢ailnbl, KOTOpPbIE pHCIal TBOM 3HAKOMBIN. JIyuIlle yTouHU y HEro, OTHPABJIsUI JIU OH Te0e HX.

Cern WI-FI

Wi-Fi - 910 He BHI mepeaun TaHHBIX, HE TEXHOJIOTHS, a BCero Juiib Open, mapka. Eme B 1991
rogy HujepiaHjacKas KommaHus 3apeructpupoBaia Openn "WECA", uro o6o3Hauaino
cnoBocouetanue "Wireless Fidelity", koTopslif nepeBoanTcs kak "0ecrpoBOiHAs TOYHOCTB".

Jlo Hamero BpeMeHH Jonuia apyras ab0peBuaTypa, KOTOpas SBISIETCS TAaKOHW K€ TEXHOJIOTHEH.
Oto ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO ¢ HAMEKOM Ha CTaHJApT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBojie 03HauaeT "BbICOKast TOYHOCTD .

Ha, OecrniaTHbII MHTEPHET-AOCTYH B Kade, OTeNIX U a’dponopTax sBISETCAs OTJINYHOM
BO3MOYKHOCTBIO BBIXOJIa B MUHTepHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, 4TO 00menoctynHsie Wi-Fi cetn
HE SIBJISIIOTCS 0€30IaCHBIMH.

CoBeTsl 110 0€30MacCHOCTH pabOThI B 00IEIOCTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto nuuHyto uHpopMaiuio depe3 odmenocrynasie Wi-Fi cetu. Pabotas B
HUX, )KEJIaTeIbHO He BBOJIUTH MMAapOJIH AOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;

2. Wcnone3yil um OOHOBISM aHTUBUPYCHBIE MporpamMmbl M OpaHamayep. Tem caMmbIM Thl
o0e3omacuIb ce0st OT 3aKauKu BUPYyCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun gynkuuto "OOmuid noctymn K ¢aitiam u npuHTepam'.
JlaHHast QYHKIUS 3aKphITa MO0 YMOJYAHHIO, OJTHAKO HEKOTOpHIE MOJB30BATEIH aKTHBHPYIOT €€ IS
y100CTBa HCIOIB30BaHUS B paboTe UM yuebe;



4. He ucnonp3yit myonumunasii WI-FI ns mepemaun TUYHBIX JaHHBIX, HAIPUMED JJIs1 BBIXOJIAa B
COLIMATIbHBIC CETH WITU B 3JIEKTPOHHYIO TIOUTY;

5. Hcnonp3yil Tonbko 3amuiieHHoe coeaunHenue yepe3 HTTPS, a ne HTTP, T.e. mpu Habope
BeO-aapeca BBOAM nMeHHO "https://";

6. B mobOunsHOM Tenedone otkimoun ¢yHkuuio "Tloakmrouenue k Wi-Fi aBromarnuecku". He
JOMyCKald aBTOMaTHYECKOTO MOKIIIOUEHHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounajbHble CeTH

ConmanbHple CETH aKTHUBHO BXOJSAT B HAIly XH3Hb, MHOTHE JIIOOM PAaOOTAIOT U KUBYT TaM
IOCTOSIHHO, a B Facebook yike 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SIBISETCA OJHOM cebMOM
BCEX JKUTEJNIEH MIaHeTsl. MHOTHE TI0JIh30BATENN HE MIOHUMAIOT, YTO MH(OpMAIHs, pa3MeIIeHHas MU
B COLMAIbHBIX CETSAX, MOXET ObITh HalJeHa W HUCIOJb30BaHA KEM YroJHO, B TOM YHUCIIE He
00513aTeNbHO ¢ OJaruMu HaMepEeHHUSIMH.

OCHOBHBIE COBETHI 110 OE€30MIACHOCTH B COLIUANIBHBIX CETAX:

1. Orpanuup crnucok Apy3ei. Y 1e0s B Ipy3bAX HE JOJDKHO OBITH CIIydallHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3ammimai CBOIO 4YacTHYIO U3Hb. He ykaspiBail maponu, TenedoHBI, aapeca, JaTy TBOETO
POXAEHUS M JPYryl0 JHYHYI0 HHGOpMalM0. 3JOYMBIIJIEHHUKH MOTYT MCIOJIb30BaTh JaKe
MH(POPMAIIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE IPOBECTU KaHUKYJIBL;

3. 3amuinail cBOIO peryTaluio - JAEpP)KU €e B YMCTOTE M 3ajaBail cebe BOMpOC: XOTeN Obl Thl,
9TOOBI Jpyrue MOJb30BATEIM BHIENW, 4YTO Thl 3arpyxaems? I[logymaii, mpexae dYeM dYTo-TO
oIyOJIMKOBaTh, HAIIUCATh U 3arpy3UTh;

4. Ecnu Thl TOBOPHUILB C JIOAbMH, KOTOPHIX HE 3HAELIb, HE MCIOJIb3YyH CBOE pealbHOE UMS U
APYTYIO JUYHYIO0 HH(POPMALIUU: UMsI, MECTO JKUTENILCTBA, MECTO Y4eObl U IIPOYee;

5. N3berait pazmemienus (ororpaduit B MHTEpHETE, T/E THI M300pa)X€H HAa MECTHOCTH, IO
KOTOPOM MO>KHO OIPEAETUTh TBOE MECTOMNOI0KEHNUE;

6. Ilpu perucrpanuu B COLMAIbHOW CETH HEOOXOAMMO MCIOIb30BaTh CIIOXKHBIE I1apOJIH,
cocTosIMe U3 OyKB U IU(DP U ¢ KOJTUYECTBOM 3HAKOB HE MeHee &;

7. Ans conuanbHON CeTH, MOYTHl M APYTHX CAWTOB HEOOXOAWMO HCIIOIB30BaTh Pa3HbIC MapOJIH.
Torna eciu Te6st B370MAIOT, TO 3JI0YMBIIUIEHHUKH HOJIY4aT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO
BCE cpasy.

DJIeKTPOHHbBIE JeHbI U

ONEeKTPOHHbIE JI€HbI'M - ATO OYEHb YAOOHBIM CHOCOO MJaTexed, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JIECHBIH.

ONEeKTPOHHbIE JEHBIM MOSBWINCH COBCEM HENAaBHO W MMEHHO H3-3a 3TOTO BO MHOTHUX
rocyapcTBax J0 CUX I1Op HE IMPONMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIIMOHHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, /i€ UX Pa3AeisiioT Ha
HECKOJIBKO BHJIOB - AaHOHMMHBIE M HE aHOHMMHbIE. Pa3HMIIa B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsl MpOBOJUTh Omnepanuu 0e3 UAeHTU(UKAIUY [10JIb30BATENs], @ B HEAHOHUMHBIX
UACHTU(UKALMS [TOJIb30BATENs ABISETCA 0053aTENbHOM.

Taxxe cnenyer pa3inyarh JIEKTPOHHbIE (DUATHBIE IEHBI'H (PaBHBI FOCYIaPCTBEHHBIM BaJIIOTaM)
U JIEKTPOHHbIE He(UaTHbIE ACHBIM (HE paBHBI TOCY/1apCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETHI 110 6€30MaCHOI paboTe C ITEKTPOHHBIMU J€HbIaMU:

1. TlpuBspku Kk cuery MOOWIBHBIN TeneoH. DTO caMblii yJOOHBI M OBICTPBIA CIIOCOO
BOCCTAHOBHUTH JIOCTYM K cueTy. [IpuBs3aHHbIA TenedoH MOMOXKET, €ciii 3a0yIelTb CBOW TUIATEKHBII
1apoJib WM 3aiEIIb Ha CAlT C HE3HAKOMOTO YCTPOICTBa,

2. Vcnonwe3y# ogHOpasoBbie napoiu. [locie mepexona Ha yCUICHHYIO aBTOPH3AIUIO TeOe y)Ke He
OyzieT yrpokaTh OMacHOCTb Kpa)ku MIIM TepexBaTa IJIaTeXHOTo MapoJs;

3. Beibepu cnoxubiii maposnb. [IpecTynmHukam OyneT HE MPOCTO yrajgaTh CIOKHBIM MapoJb.
HanexHble maponu - 3TO Maposid, KOTOphIE COJepkKaT He MeHee § 3HAaKOB W BKIIOYAIOT B cels
CTpOYHbIE U MPONUCHBbIE OYKBBI, IU(PPHI U HECKOJbKO CHUMBOJIOB, TaKH€ KaK 3HAK JoJjIapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;



4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CalTaX, KOTOPHIM HE JOBEPSCIIIb.
DJIeKTPOHHASA MOYTA

OJIEKTpPOHHAsA IOYTa - 3TO TEXHOJOTHUS M MPEAOCTaBIEMbIE €0 YCIYI'M IO MEpPEChUIKE U
MOJIYYEHHUIO DJIEKTPOHHBIX COOOINEHUH, KOTOPHIE PACIPEACISIOTCS B KOMITBIOTEPHOH ceTu. OOBIYHO
ANEKTPOHHBIN MOYTOBBIM SIIUK BBINIAIUT CIACAYIOUIMM 00pa3oM: UM _IOJB30BaTEISI(@UMS_JIOMEHA.
Taxxe kpome mepeaadu IpoCTOro TEKCTa, IMEETCS BOZMOKHOCTh TIepeaBaTh (Paiiiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh IpaBWIBHBIM IIOYTOBBIA CepBUC. B HMHTEpHETE €CTb OrPOMHBIA BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4YIlle JOBEPSATh TEM, KOr'O 3HAellb W KTO TMEpBbIi B
pEUTHHTE;

2. He yka3piBaii B JHMYHON TmoYTe€ JIMUHYHO HHPopManmio. Hampumep, mydire BbIOpaTh
"My3bIKadbHBIN _(haHaT@" uimu "pox2013" BMecTo "Temal3";

3. Mcnonb3yil ABYXA3TallHYK0 aBTOPHU3aLMI0. DTO KOrJa MOMHUMO MapoJisi HY>KHO BBOJUTH KO,
npucbUIaeMblil 1o SMS;

4. BeiObepu CIIOKHBINA Maposib. J[JIs KakI0ro MOYTOBOTO SIIIMKA JOJKEH OBITh CBOW HAJIC)KHBIN,
YCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecnu ectb BO3MOXKHOCTh HallMCaTh CaMOMYy CBOM JIMYHBIM BOIPOC, HCIHOJNB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBhIil 1711 YaCTHOIM NMEPENHCKU C aJpecaTaMu,
KOTOPBIM ThI JIOBEpsCIIb. DTO JJIEKTPOHHBIM aapec HE HaJ0 HCIOJIb30BaTh IPU PETUCTpAIlMU Ha
dbopymax u caiitax;

7. He oTkpbIBail ¢ailyibl ¥ Ipyrue BIOKECHUS B MHUCHMAaxX, JIaXe €CIM OHU MPHILIA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3Tu (alibl;

8. Ilocie oxoH4yaHusi pabOTHl HA TIOYTOBOM CEPBHCE IMEpE] 3aKPHITUEM BKIIAJKH C CAaWTOM HE
3a0ynb HaxaTh Ha "BeiiTu".

Ku6epOy/uiHHT WM BUPTYaJbHOE U31eBATEIbCTBO

KubepOymauHr - mnpecienoBaHUe COOOLICHUSMH, COAEP)KAIIMMU OCKOPOJIEHUS, arpeccuio,
3allyTMBaHME; XYJIUTAHCTBO; COIHMAJIbHOE OONWKOTHUPOBAHUE C TIOMOIIBIO Pa3JIMYHBIX HHTEpPHET-
CEPBUCOB.

OcHoBHBIE COBETHI 110 O0PBOE ¢ KNOEPOYIUITMHIOM:

1. He Opocaiicst B 60ii. Jlyummii cmoco6: mocoBeToBaThCsl Kak ceOst BECTU U, €CIM HET TOro, K
KOMY MOKHO OOpaTHThCsI, TO BHa4aje YCHOKOUThCA. Eciau Thl HauHelIb OTBEYaTh OCKOPOJIEHUSMHU Ha
OCKOpOJIEHUS, TO TOJIBKO €11l OObIIe pa30kKellb KOH(IMKT;

2. Yopasinsaii cBoel kubeppenyranuei;

3. AHOHMMHOCTb B ceTd MHMMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a @aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCcTH XYJIHUTaHCKUH 00pa3 BUPTyalbHOW >XKu3HU. IHTEpHET (QuKcHpyeT Bce TBOU
JEUCTBUS U COXPAHSIET UX. Y JAIUTh UX OYAET KpailHe 3aTpyTHUTEIHHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit eauHuuHblii HeratuB. OJIHOpPA30Bble OCKOPOUTEIbHBIE COOOIIEHMS JIydlle
UrHopupoBaTh. OOBIYHO arpeccHst MPeKpaIlaeTcst Ha HauyalbHOM CTany;

7. ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITMATBHBIX CETIX
€CTh BO3MOXHOCTb OJIOKHUPOBKH OTIIPABKH COOOIICHU C ONPEIeNCHHBIX a/IPECOB;

8. Eciu THI cBHueTens kuOepOyminHara. TBoM JAEHCTBUSA: BBICTYMHUTH MPOTHUB MPECIIEIOBATENS,
[I0Ka3aThb €My, 4TO €ro ACUCTBUS OLIEHUBAKOTCS HETATUBHO, IOIAEPXKATh KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECcKast IOMOIIb, COOOLTUTH B3POCIBIM O (PAKTE arpecCUBHOTO MOBEJICHUS B CETH.

MoOniabHbli Te1e()oH

CoBpemeHnHble cMapT(GOHBI U IUIAHIIETHI COZAepXkaT B cede BIOJHE B3pOCIbId (QYHKIMOHAT, U
TENepb OHU MOTYT KOHKYpHUPOBAaThb CO CTAallMOHAPHBIMHU KOMIIbloTepamMH. OJHAKO, CPENCTB 3aLUTHI



111 OJOOHBIX YCTPOWCTB IOKA O4Y€Hb Majio. TecTupoBaHUE U NMOMCK YSI3BUMOCTEH B HUX MPOUCXOIUT
HE TaK MHTeHCUBHO, Kak jis [1K, To e camoe kacaercss 1 MOOMIBHBIX MTPUIIOKESHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl YK€ MPAaKTUYECKU JIOTHAJIN HACTOJIbHbBIE aHAJIOTH, OJJHAKO
pacupenue (pyHKIIMOHAJIA BIICUET 32 cO00i OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3aLTUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJIEHUS, 3aKpPbIBAIOIIUE KPUTHUYECKHE
YSI3BUMOCTH JIJIsl CBOMX YCTPOMWCTB.

OcHOBHBIE COBETHI AJ1s1 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:

Huuero ©e sBusiercs mno-HacrosimieMy OeciuiaTHbIM. Byab ocTopokeH, Beab Korga Tebe
IIpeUIaratoT OECIUIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBIThl KAKME-TO IUIATHBIE YCIYTH;

Hymaii, npexxae yem otnpaBuTh SMS, ¢oro wim Buaeo. Tel TOUYHO 3HaeUIb, TJe OHU OYIyT B
KOHEYHOM uTore?

Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTUBUPYCHBIE ITPOrpaMMBbI JIIsI MOOUJIBHBIX TEJIE(POHOB;

He 3arpyxail npuioxeHHss OT HEU3BECTHOIO HCTOYHUKA, BEAb OHHU MOTYT COAEpXKaTb
BPEJIOHOCHOE NPOrpaMMHOE 00eCIIeUeHuE;

[Tocne Toro kKak Thl BBIAJCIIb C CaiiTa, TJie BBOAMI JIMYHYIO MH(OPMAIINIO, 3aliI1 B HACTPOUKHU
Opay3sepa u ynanu cookies;

[Tepuoanuecku MpoBepsii, KAKUE IUIATHBIE YCIIYTU aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoii HOMep MOOMJIBHOIO Teje(oHa TOJBKO JIOASM, KOTOPBIX Thl 3HA€Ulb U KOMY
JIOBEpsielllb;

Bluetooth nomxen ObITH BBIKIIOYEH, KOTJa Thl UM He Mouib3yemibcs. He 3a0biBait mHOrAa
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOYHBIE, 3aXBAaTHIBAIOIINE Pa3BICUYCHUS, O0bEIMHSIIONINE
COTHHM THICSY YEJIOBEK MO BceMy MHpy. MIpOKM HCCIEAYIOT JaHHBIM UM MHp, OOLIaoTCs Ipyr C
JPYroM, BBIIOJHAIOT 33JaHusl, CPAKAIOTCA C MOHCTPAMHU M IOJIyYarOT OIBIT. 3a yIOBOJBCTBUE OHU
IUIATAT: MOKYMAIOT JAUCK, OIUIAYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KAKUE-TO OMLIHU.

Bce atu cpenctBa uayT Ha mojiepkKaHWE UM Pa3BUTHE UIPhl, a TaKXKE HAa caMmy 0€30IacHOCTH:
COBEPILLIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBbIE MaTyu (IU(PPOBBIC 3AIUIATKU IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX Mrpax CTOUT OomacaThCsl HE CTOJIBKO CBOMX COMNEPHHUKOB, CKOJBKO KPa’KU TBOETO
napoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AIMK OOJIIIMHCTBA UTD.

OCHOBHBIE COBETHI IO OE€30MACHOCTH TBOETO UTPOBOTO aKKayHTa:

1. Ecnu npyroii urpok BeneT ceOs MI0X0 WIK co3JaeT Tede HeNpUSATHOCTH, 3a0JI0KUpPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxamyiics agMUHHCTpAaTOpaM HWIpbl Ha IUIOXO€ IOBEIEHHWE 3TOT0 UIPOKa, KEJIATEIbHO
IIPWJIOKUTH KaKME-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He yka3biBaii 1MuHyt0 HHGOpMAIUIO B Ipodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHHUKOB II0 UIDE;

5. He ycranaBnuBaii Heo(uiMaaibHbIe TATYH U MO/IBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE TApOJIH;

7. axke BO BpeMs UIPHl HE CTOUT OTKJIFOYAaTh aHTUBUPYC. [Ioka THI Urpaenis, TBOM KOMIBIOTEP
MOTYT 3apa3HTh.

@OUIIUHT WIN Kpaka JUYHbIX JaHHbIX

OObIuHOM Kpakel JEHer W JOKYMEHTOB CErOIHs Y)K€ HHUKOTO HE YIHBHILIL, HO C pa3BUTHEM
WHTEPHET-TEXHOJOTHIA 3JIOYMBINIJICHHUKA MEPEMECTHIINCh B MHTEPHET, M MPOJODKAIOT 3aHUMATHCS
"1I00UMBIM" JIETTOM.

Tak mosiBUIachk HOBas yrpo3a: MHTEPHET-MOIICHHNYECTBA WM (DUIIMHT, TIIaBHAS [IEJIb KOTOPOTO
COCTOMT B IOJy4EeHUHM KOH(PUICHIMATbHBIX JaHHBIX MOJb30BaTelel - JOTMHOB M maposied. Ha
aHrauiickoMm si3pike phishing untaercs kak ¢pumuHr (ot fishing - pei6Hast noBis, password - MapoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HYUITMHTOM:



1. Cnenm 3a cBonM akkayHTOM. Eciu ThI momo3peBaelib, 4TO TBOS aHKEeTa Oblja B3JIOMaHa, TO
He00X0IMMO 3a0JI0OKMPOBATH €€ U COOOIIUTE aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;

3. Hcnone3yil ciloXHble W pasHble mapoiu. Takum oOpa3om, eciu TeOsS B3JIOMAIOT, TO
3JI0YMBIIUICHHUKH MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3mOMalid, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
no0aBieHbl y Te0S B Jpy3biX, O TOM, UTO TeOs B3JIOMAIM U, BO3MOXKHO, OT TBOEr0 MMEHH Oyner
pacchuIaThCs CllaM M CCHUTKU Ha (PUITUHTOBBIC CANTHI,

5. YcranoBu HanexHbI maposb (PIN) Ha MoOMITBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Maposi B Opaysepe;

7. He oTkpbiBail ¢ailibl ¥ Ipyrue BIOXKEHUS B MHUCHbMax, JlaXe €CIM OHU MPUIUIH OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUTH JI OHU TeOe 3T (paiiibl.

HMudposas penyrauus

[udpoBast permyramuss - 3TO HEraTMBHAs WIM TO3UTHBHasg HHGMOpMamuss B ceTH o Tebe.
Komnpomerupyromas uHpOpManus, pa3MelleHHass B HHTEPHETE, MOXKET CEpbe3HbIM 00pazoM
OTpa3UTbCs Ha TBOEH peanbHOU >xu3HU. "LludpoBas pemyramus" - 3TO TBOH HMMHUIDK, KOTOPBIA
dbopmupyercst u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo XHUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue MOoApPOCTKH JIETKOMBICIEHHO OTHOCSTCA K ITyOJNMKAlMH JUYHOW HH(OpManuu B
WuTepHere, HEe MOHMMAs BO3MOXKHBIX IociencTBUM. Thl gaXke HE CMOXeIb J10rajaThCsi O TOM, YTO
¢dororpadus, pazMereHHas 5 et Ha3a/, cTajla IPUYUHONW 0TKa3a MPUHATH Te0s Ha padoTy.

KommeHnTapuu, pasmenienue TBoux ¢ororpaduit u apyrue AeHCTBHS MOTYT HE UCUE3HYTh Jaxe
MoCJIe TOrO, KaK Thl MX yJaJIUIIb. Thl HE 3HACHIb, KTO COXPAHMJI 3Ty HH(OPMAIUIO, MTOTaja JId OHA B
IIOUCKOBBIE CUCTEMBI U COXPAHMJIACh JIM OHA, a INIABHOE: YTO MOJYMAIOT O TeOe OKPYKaIOLIHe JIIO/IH,
KOTOpbl€ HaWAyT M YBUIAT 3TO. Hailtu mHdOpMannio MHOIO JIET CIOYCTS CMOXKET JIIOOOW - Kak U3
JOOPBIX MOOYXISHHM, TAK U C HAMEPEHUEM IIPUUUHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON permyTaluu:

1. [oxymaii, mpexe 4eMm uTo-To MyOIMKOBaTh U NepeaaBath y ceOs B O10re Uik B COLUMAIbHON
ceTu;

2. B Hactpoiikax npouis ycTaHOBH OIpaHMYEHHUs Ha IMPOCMOTP TBOEro Mpoduis U ero
COJIEP’)KUMOT0, CIIeNIall €ro TOJIbKO "1uist Ipy3en';

3. He pa3mermaii u He ykasbiBail MH(OpMAIMIO, KOTOpas MOXET KOTro-Inb0 OCKOpOIATh WU
o0mXKarhb.

ABTOpPCKOE PaBo

CoBpeMeHHbBIE WIKOJIBHUKH - AaKTUBHBIC IIOJIb30BaTeNd IUPPOBOro mpocTpaHcTBa. OgHAKO
JaJIeK0 HE BCE 3HAIOT, YTO II0JIb30BAaHHME MHOTMMH BO3MOXHOCTSMH IIM(PPOBOro mupa TpedyeTr
COOITIO/ICHHS TTPAaB HA HHTEIUICKTYAIbHYIO COOCTBEHHOCTb.

TepmMun "UHTEIUIEKTyalbHasE COOCTBEHHOCTH' OTHOCHTCA K  pa3iMYHBIM  TBOPEHMSM
YEJIOBEUECKOr0 yMa, HauMHas C HOBBIX M300pPETEHUN M 3HAKOB, 00O3HAYAIOIIUX COOCTBEHHOCTH Ha
NPOAYKTHl M YCIYI'M, M 3aKaH4UMBasg KHUTaMH, (oTorpapusMu, KMHOQWIBMAaMH U MY3bIKaJIbHBIMHU
MIPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO IpaBa Ha UHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEpaTyphl W HWCKycCTBAa. ABTOPCKHE TIpaBa BBICTYMAIOT B KauecTBE TapaHTHH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUN TpyJ aBTopa HE OylIeT HampacHbIM, JAaCT €My CIIpaBeIJIMBbIE
BO3MOYKHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOETO TPY/a, MOIYYUTh U3BECTHOCTh U Npu3HaHue. HUKTO
0e3 paspelieHus aBTopa HE MOKET BOCHPOHM3BOJIUTH €ro NMPOU3BEACHHE, PACIPOCTPAHATh, MTYOIUYHO
JIEeMOHCTPHPOBATh, TMPOJaBaTh, HMIIOPTHPOBATh, ITyCKaTh B TIPOKAT, ITYOJUYHO HCIOIHATS,
MOKa3bIBaTh/UCIIONHATH B 3(upe Win pa3meniats B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MNporpaMMHOro oOecrnedeHHs MOXKET MPHUBECTH K MHOTMM
pHCKaM: OT MOTEPH JAaHHBIX K TBOMM aKKayHTaM J10 OJIOKHPOBKH TBOETO YCTPOMCTBA, IJI€ YCTAHOBJIEHA



HeseranbHasi mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYHIECTBYIOT JIETAIbHBIE U OecIiaTHbIE
MPOrpaMMbl, KOTOPbIE MOXKHO HAlTH B CETH.

O noprane
CereBU4OK.p( - TBOW TIIaBHBIN COBETYMK B CETH. 37€Ch Thl MOXEIIb Y3HATh O 0€30MaCHOCTH B

CETU MOHATHBIM U JOCTYIIHBIM $13bIKOM, @ IPU BOZHUKHOBEHUU KPUTUYECKON CUTyalluu oOpaTUThCS 3a
COBETOM. A TaKXe MPHUHATH y4acTHE B KOHKYpCaxX U CTaTh CaMbIM IIU(PPOBBIM IPAXKTAHUHOM!



