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0 nopsjiKe odecneyeHus: KOH(PpUIEHINATBLHOCTH NPH 00paleHUH ¢ HHPopMaLuei,
cojiep:kalleli NepcoHaJbHbIE JaAHHbIE

1. O01ue MoJI0KeHu st

1.1. WHcTpykuus o mnopsake obecnedeHus KOH(QUACHUIMAIBHOCTU INpH oOpalieHuH ¢ HH(OpMauei,
coJiepKallel mepcoHallbHble JaHHble (nanee — WMHCTpykuusi), sBisercs o00s3aTeNbHOM U1 BCEX
CTPYKTYPHBIX MOApa3eNeHUH JOUIKOIBHOI0 00pa3oBaTeabHOro yupexaenus (naiee — OY).

1.2. Tlon mepcoHaNbHBIMU JAaHHBIMHA TOHUMAETCs Jt00asi WH(OPMAIHs, OTHOCSIIASCS K ONpPEACTICHHOMY
WIHA ONpeeIsieMOMY Ha OCHOBAaHMHU TakoW MH(popMmanuu (uznyeckoMy JuILy (CyOBEKTY NMepcOHAIbHBIX
JTAHHBIX), B T. 4. €ro ¢aMuius, UMs, OTYECTBO, TOJl, MECHI], JlaTa U MECTO POXKIACHUS, aJ[PpeC, CEMEUHOE,
COLIMAJIbHOE U UMYILECTBEHHOE I10JI0KEHHE, 00pazoBaHue, podeccusi, J0XO0abl U Jp.

1.3. OGecrieuenne KOH(PUICHIMATHHOCTH MTEPCOHATBHBIX TAHHBIX HE TpeOyeTcs B Cilydae 00e3THYMBAHHUS
NEePCOHAJIBbHBIX JAHHBIX, @ TAK)KE B OTHOLICHUHU OOIEAOCTYIIHBIX IEPCOHATIBHBIX JAHHBIX.

B o0menoctymnHable HICTOUHUKY MEPCOHATBHBIX JAHHBIX (B T. Y. CHPAaBOYHUKH, aIPECHBIC KHHUTH) B IIEIISX
MHGOPMALIMOHHOTO O0ecleuyeHUs] C IMHCbMEHHOIO COrjlacus CyObeKTa MEepPCOHAIBHBIX JAaHHBIX MOTYT
BKJIIOUATBCS €ro (paMmiivs, UMsl, OTYECTBO, IO/l U MECTO POXKIEHUS, aIPEC U IPYTHe CBEACHUSI.

1.4. KoHpueHIMaIbHOCTh EPCOHATIBHBIX JAHHBIX MPEAyCMaTpUBAET 00s3aTeIbHOE MOIY4YE€HUE COTIacus
CyObeKTa MepCOHATBHBIX JaHHBIX (HAJIMYUE MHOTO 3aKOHHOTO OCHOBAaHMSI) Ha UX 00paboTKy.

Cornacue He TpebyeTcs Ha 00pabOTKy JaHHBIX:

HEO0OXOIMMBIX JJIsl JOCTABKU [TOYTOBBIX OTIIPABJICHUN OpraHU3alMsIMU [TOYTOBOM CBSI3U;

BKJIIOYAIOIIUX B ce0sl TONBKO (PaMHIINIO, UMS U OTUECTBO CYObEKTa;

JTAHHBIX, paboTa C KOTOPBHIMU MPOBOAMWTCS B IIEJIAX WCIOJHEHUs oOOpaileHus (3ampoca) CyObeKTa
MIEPCOHANIBHBIX JaHHBIX, TPYAOBOTO WM MHOIO JI0rOBOPa C HUM, OJHOKPATHOI'O MPOIYCKa B 34aHHUE WIH B
WHBIX aHATOTUYHBIX I[EJIsX;

00paboTKa KOTOPBIX OCYLIECTBISAETCS O€3 CPEeICTB aBTOMATHU3AIIHH.

1.5. Tlopsanox BeneHus IepevyHEel NEPCOHANBHBIX JAHHBIX B CTPYKTYpHBIX mnoapaszaeneHusx JOY
YTBEP)KIAaeTCs JTOKaTbHBIM akToM. OCyIecTBIAT, 00pabOTKY M XpaHEeHUE KOH(DUICHIINANbHBIX JaHHBIX, HE
BHECEHHBIX B IIEpPEUYEHb, 3aMPEIIACTCS.

1.6. Bce paOoTHHKM, NOCTOSHHO paboTalole B TOMEIIEHUSAX, B KOTOpBIX BexeTcss o0paboTka
MEePCOHANBHBIX JaHHBIX, JODKHBI MMETh JOMYCK (pa3pelieHne) K paboTe ¢ COOTBETCTBYIOIIMMH BHUIAMU
NEPCOHAIBHBIX JAHHBIX.

1.7. PaGoTHMKaM, OCYIIECTBISIONIMM 00pabOTKY MEPCOHABHBIX TAHHBIX, 3aIPEIIaeTCs COO0MAaTh UX YCTHO
WIA THCBMEHHO KOMY OBl TO HM OBUIO, €CIH 3TO HE BBI3BAHO CIY)KEOHONH HEOOXOAMMOCTBIO, a TaKXkKe
OCTaBJISITh MaTE€pUAIbHBIE HOCUTENIHM C TEepCOHAJbHBIMH JIaHHBIMU O€3 NpUCMOTpa B HeE3anepToM
noMenieHuu. Ilocie MOArOTOBKM M Iepegauyd JOKYMEHTAa B COOTBETCTBUU C pe3oJitoluell Qaiiisl
YEepHOBUKOB M BapHAHTOB JOKYMEHTA JIOJKHBI IEPEHOCUTHCS IMOATOTOBUBLIMM HX paOOTHUKOM Ha
MapKUPOBAaHHbIE HOCUTENH, NPEAHA3HAUYEHHBIE AJIs1 XPaHEHUs IEPCOHAIIBHBIX JaHHBIX. be3 cormacoBanus ¢
PYKOBOJHTENIEM CTPYKTYPHOTO Tojpa3neieHuss (GOpMHUPOBaHME W XpaHeHHWe ©0a3 JaHHBIX (KapTOTeEK,
(bailoBBIX apXUBOB U JIp.), COAEPIKAIIMX KOH(UICHIIMANbHBIE JaHHBIE, 3alPEeIIaeTCs.

1.8. Ilepenaya mepcoHaNbHBIX JAAHHBIX JONYCKAaeTCs TOJIbKO B CIIy4asX, YCTAaHOBJICHHBbIX DenepanbHbIMU
3akoHaMu 0T 27.07.2006 Ne 152-@3 "O nepconanbHbix JaHHBIX" 1 0T 02.05.2006 Ne 59-®3 "O nopsinke
paccMmoTpenust oOpaieHuit rpaxkaan Poccuiickoit denepanun, n1edcTBYIONIMME HHCTPYKIUSAMU 110 paboTe




CO CIyXeOHbIMH TOKYMEHTaMH M OOpallleHUsIMH TpakJaH, a TakKe M0 NHCbMEHHOMY HOPYYEHHUIO
(pe30JTIOTIMH ) BHIIECTOSIIINX JOJKHOCTHBIX JIMII.

1.9. 3ampemraercss mepenada MEPCOHATBHBIX JAHHBIX MO TelneoHy, (akcy, 3JIEKTPOHHOM modTe 3a
HCKJIIOYEHHEM CIIy4aeB, YCTAaHOBJIEHHBIX 3aKOHOJATEIbCTBOM P®D M AeHCTBYIOIMMHM HHCTPYKLUSAMH IO
pabore co cinyKeOHBIMH JOKYMEHTAaMH W OOpamieHusiMH rpaxiaaH. OTBETHl Ha 3ampoChl TPaXaaH H
OpraHu3aluii Aal0Tcs B TOM 00beMe, KOTOPBIN 103BOJIIET HE pasriamaTh KOH(UIEHINAIbHbIE JaHHbIE, 32
HCKJIIOUYEHUEM JAaHHBIX, COACPIKAIIMXCS B MaTepHaiax 3asBUTEISI WIN OMYyOJIMKOBAHHBIX B OOIEAOCTYITHBIX
HCTOYHUKAX.

1.10. OTBETCTBEHHOCTH 3a 3aIIUTy 00padaThIBAEMbIX MEPCOHATIBHBIX JAHHBIX BO3JIAraeTcs Ha pabOTHHKOB
noapazaenenuii IOV, ocymecTBIsSIONMX Takyto 00paboTKy MO IOTOBOPY C OTMEPAaTOPOM, a TAK)KE HA MHBIC
JIMLIA, OCYILECTBIISAIOLINE 00pabOTKy UM XpaHEeHUEe KOHpUIeHIMaNbHbIX JaHHbIX B JIOY. Jluua, BUHOBHbIE
B HApyLWICHUH HOPM, PETYIHUPYIOUIMX OOpabOTKy W XpaHEeHHE KOH(QUACHIHUAIBHBIX JTaHHBIX, HECYT
IUCLUIUIMHAPHYI0,  AJAMUHUCTPAaTUBHYH0O M  YTOJIOBHYIHO  OTBETCTBEHHOCTb B  COOTBETCTBUU C
3aKOHOJIATEIILCTBOM M BEJJOMCTBEHHBIMH HOPMATUBHBIMU aKTaMH.

2. llopsinok obGecnievyeHust 6€30M1aCHOCTH NPH 00padoTKe U XPAHEHUH NEPCOHATBbHBIX JAHHBIX,
oCylIecTBJIseMbIX 0e3 HCIO0Jb30BAHUSA CPE/ICTB ABTOMATH3ALUH

2.1. O6paboTka MepcoHaNbHBIX NaHHBIX, OCYLIECTBIseMas 0e3 MCIIOJIb30BaHMs CPEJICTB aBTOMATU3ALUU,
JOJDKHA OBITH OPraHW30BaHa TaKUM 00pa3oM, YTOOBI B OTHOLICHWH KaXIOH KaTeropuu MEpCOHATBHBIX
JAHHBIX MOKHO OBLJIO ONpEAEIUTh MECTa XpaHEHUS MaTepHalbHBbIX HOCHTEJIECH NMEepPCOHAIBHBIX JaHHBIX U
YCTaHOBUTb NIEPEUYEHB JIUL, OCYLIECTBIISIIOIINX 00padOTKYy.

2.2. Ilpu XpaHeHMM MaTepHalbHBIX HOCHTENEH HEo0X0oauMo coONI0/aTh YCIIOBHS, OOecHeunBarolye
COXPaHHOCTh TMEPCOHAIBHBIX JAHHBIX M HCKIIOYAONINE HECAHKIIMOHMPOBAHHBIA JOCTYN K HuM. Jluma,
OCYLLIECTBISIONINE O0pabOTKY IEpPCOHANbHBIX JaHHBIX O€3 HCIOIb30BaHUS CPEJICTB aBTOMATU3ALUH,
JOJDKHBI  OBITh TpoMH(OPMUpPOBaHBI O (akre 0O0pabOTKM HMMH TEPCOHATBHBIX JAHHBIX, KaTETOPHUSX
00pabaTbIBacMbIX MEPCOHAIBHBIX JaHHBIX, a TakKe 00 OCOOCHHOCTSIX M NPABMJIaX BBINOJIHEHUS Takou
00paboTKH.

2.3. Heobxomumo obecnieuuBaTh pa3/ieIbHOE XpaHEHUE IEPCOHANBHBIX [JaHHBIX (MaTepHaIbHBIX
HOCHTENEH), 00pab0TKa KOTOPHIX OCYLIECTBISIETCS B PAa3iMyHBIX LensiX. [Ipu ¢ukcanuu nepcoHalbHBIX
JAHHBIX Ha MaTepUalbHbIX HOCHUTENIAX HE JOIMYCKAeTCs Ha OJHOM MaTepHabHOM HOCUTENE Pa3MellaTh
MEePCOHAJIbHBIC JIaHHBIC, I OOpaOOTKM KOTOPBIX 3aBEJOMO HE COBMECTHUMBL. s 00padoTku
NEPCOHATBHBIX JAHHBIX KaKION KaTETOPUH JOKEH MCIIOJIb30BaThCs OTJCNbHBIN MaTepHaIbHbII HOCUTENb.
2.4. Ilpu HecoBMECTHMOCTH ILeseld 00pabOTKM NEPCOHAIBHBIX JaHHBIX, 3a(UKCUPOBAHHBIX Ha OJIHOM
MaTepHalbHOM HOCHTENE, U HEBO3MOXHOCTH OOpabOTKM OJHHUX MEPCOHAJIBHBIX JIAaHHBIX OTAEIbHO OT
Ipyrux, 3aUKCUPOBAHHBIX HA TOM € HOCHTENC, JOJDKHBI OBITh TPHUHATHI MEPHl 10 OOECIEYECHHUIO
pa3fenbHON 00pabOTKM TNEpPCOHANBHBIX JaHHBIX, HMCKIIOYAIONIME OJHOBPEMEHHOE KOIMUPOBAHUE HHBIX
MEPCOHAIBHBIX JAHHBIX, HE TOJIEKAIINX PACTIPOCTPAHEHHUIO U UCTIOIB30BaHUIO.

2.5. YHUYTOXKEHUE WM 00€3TMYMBaHUE BCEX MJIM YaCTH NEPCOHANBHBIX JaHHBIX (€CJIM 3TO JIOIyCKaeTcs
MaTepUaIbHbIM HOCHUTEJIEM) IMPOU3BOJIUTCS CIIOCOOOM, HCKIIIOYAIOUIMM JalbHEHIIyI0 00paboTKy ATHX
NEPCOHAIBHBIX JAHHBIX C COXPAaHEHHEM BO3MOXHOCTH OOpaOOTKH WHBIX JaHHBIX, 3a()MKCUPOBAHHBIX Ha
MaTepHaibHOM HocuTene (yajlieHue, BhIMapbIBaHKE). Y TOUHEHHE TEPCOHANBHBIX TAaHHBIX POHM3BOIUTCS
nyTeM OOHOBJICHMS WM M3MEHEHHs JaHHBIX HAa MaTepHajJIbHOM HOCHUTENE, a €CIH 3TO He JOIyCKaeTCs
TEXHUYECKHUMHU OCOOCHHOCTSIMH MAaTepUAIBHOTO HOCHTENSI, — IyTeM (PUKCalluu Ha TOM K€ MaTepHaTbHOM
HOCHUTEJIE CBEIEHUI O BHOCUMBIX B HUX M3MEHEHHSX, JIMOO MyTEeM H3TOTOBJIEHHS HOBOI'O MaTepHalbHOTO
HOCHUTEIISI C YTOYHEHHBIMHU TIEPCOHATBHBIMA JaHHBIMHU.

3. ITopsinok obecneyeHUus1 0€30I1ACHOCTH IPH 00padOTKe M XPAaHEHHUH NEPCOHATBHBIX IaHHBIX,
OCYLECTBJISEMbIX C HCIIOJIB30BAHMEM CPEACTB aBTOMATH3ALUH

3.1. Be3omnacHOCTh MEPCOHATBHBIX JJTAHHBIX MPU UX 00pabOoTKe B MHYOPMAIIMOHHBIX CHCTEMaxX, XpaHEHUHU U
Nepecbulke OOECHeunBaeTcs € IOMOIIBI0 CHUCTEMBI 3aIIUThl NEPCOHAIBHBIX JaHHBIX, BKJIHOYAIOIIEH
CIeMabHbIE CPEJICTBA 3aIlUThl MH(OpPMAIMM, a TaKKe HCIOJIb3yeMble B HH()OPMALMOHHOW cUCTeMe
MH(OPMAaLIMOHHBIE TEXHOJIOTHH.



3.2. Jlomyck nuil K 00paboTKe MEePCOHATBHBIX JaHHBIX B MHPOPMALMOHHBIX CUCTEMaxX OCYILECTBIISETCS Ha
OCHOBAaHHMH COOTBETCTBYIOUINX pa3peIIUTEIbHBIX JOKYMEHTOB H KJI0uei (Imaposeit) qocrymna.

3.3. PaGora ¢ uHGOPMALMOHHBIMH CHCTEMaMH JOJDKHA OBITh OpraHM30BaHa TaKUM 00pa3oM, UYTOOBI
00ecneunTh COXPaHHOCTh HOCHTENEH MEepCOHANBHBIX JAHHBIX M CPEACTB 3allUThl MH(OpMALUH, a TaKKe
UCKJIIOUYUTh BO3MOYKHOCTh HEKOHTPOJHPYEMOro NpeObIBaHMS B IOMEIIEHHSX, I/1€ OHH HaXOJIATCH,
MOCTOPOHHUX JIUII.

3.4. KommbtoTepbl U (WIN) 3JIEKTPOHHBIE MAIKH, B KOTOPBIX cojepxkarcs (aiiabl ¢ NepCOHAIbHBIMU
JaHHBIMHU, 7151 K&KIOTO MOJIb30BATEINs JOJDKHBI ObITh 3alUIIEHBl HHIMBUIYaJIbHBIMHU MAPOJISIMHU JTOCTYTIA,
COCTOSIIIIMMU U3 IIECTH U 00JIee CHMBOJIOB.

3.5. PaGota Ha KOMIBIOTEpax C NEPCOHAIBHBIMU JIaHHBIMU 0€3 mapoJiell JocTyna WIM MOJA YyKUMHU WIH
o0muMHU (OAMHAKOBBIMH) MApOJIIMU, a TaKXe IEpechlIKa NEePCOHANBHBIX IaHHBIX 0€3 HCHOJIb30BAHUS
CHELUAJIbHBIX CPE/ICTB 3aIIUTHI IO OOLIEIOCTYITHBIM CETAM CBS3H, B T. 4. ceTu MHTepHeT, 3anpeaercs.

3.6. IIpu 06paboTKe NePCOHANBHBIX JAHHBIX B HH()OPMAIIMOHHBIX CHCTEMaX TOJIb30BATEIIIMU JJOJKHO OBITh
obecreyeHo:

-MCIIONIb30BAaHUE NPEAHA3HAYCHHBIX IS 3TOrO0 pas3fenioB (KaTajJoroB) HoOcUTeNned wuHbopMaimu,
BCTPOECHHBIX B TEXHUUYECKUE CPEJCTBA, WM CbEMHBIX MAPKUPOBAHHBIX HOCUTENCH;

-HEJIOMyIeHne (U3NIECKOTO BO3JCHCTBUS HAa TEXHHUYECKHE CPEJCTBA aBTOMATH3UPOBAHHOH 00pabOTKH
NEePCOHAJIBbHBIX JAHHBIX, B PE3YJIbTATE KOTOPOI'O MOXKET OBITh HAPYIIEHO UX (DYHKIIMOHUPOBAHUE;
-IOCTOSTHHOE HCIIOJIb30BaHNE AHTUBUPYCHOTO OOECIeUeHUs sl OOHApYKEeHHs 3apakeHHBIX (ailjioB U
He3aMeJUIMTENbHOE BOCCTAHOBJICHHME MEPCOHAIBHBIX JAHHBIX, MOJIUGUIMPOBAHHBIX WIM YHUYTOKEHHBIX
BCJIEJICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;

-HEJIONYLIEHUEe HECAHKIIMOHMPOBAHHOIO BBIHOCA M3 IIOMEUICHUH, YCTAaHOBKM U  IMOAKIIOYCHUS
000pyIOBaHUs, a TAKKE yJAICHUS, MHCTAJUIALWY WM HACTPOUKH MTPOrPaMMHOTO 00eCIIeueHusI.

3.7. Ilpu o00paboTKke NEpCOHANbHBIX [JaHHBIX B MH(OPMAIMOHHBIX CHCTEMax pa3pabOTUYUKU U
aJIMUHUCTPATOPbI CUCTEM JOJDKHBI 00€CTICYHBATD:

-00y4eHue JIML, HCIOJB3YIOIIUX CpPEeACTBA 3alUThl MH(OpMaIUM, MpUMEHseMble B HMH(POPMALMOHHBIX
CUCTEMax, NpaBuiIaM paboThl ¢ HUMU;

-y4eT JIUI, JOIYIIEHHBIX K paboTe ¢ MEepCOHAIbHBIMU JaHHBIMU B MH()OPMAIMOHHBIX CHUCTEMax, MpaB U
MapoJyie JOCTyIa;

-y4eT MPUMEHSAEMBIX CPEJCTB 3alUThl HHPOPMALIMH, FKCILUTYaTallHOHHOW M TEXHUYECKOM JOKYMEHTAIMH K
HUM;

-KOHTPOJIb 32 COOJIOZICHUEM YCIIOBUI HCIIOJIb30BAaHUS CPEACTB 3alIUThl MH(DOPMAIUH, MPeyCMOTPEHHBIX
AKCIUTYyaTallMOHHON U TEXHUYECKON JOKYMEHTALIUEH;

OIMCaHKMEe CUCTEMBI 3aIlIUThI IEPCOHATBHBIX JAHHBIX.

3.8. Cneuuduueckue TpebOBaHUS K 3alIUTE NEPCOHAIBHBIX JAHHBIX B OTAEIbHBIX aBTOMAaTH3MPOBAHHBIX
crCcTeMax yCTaHAaBJIUBAKOTCS HHCTPYKIMAMHU MO UX UCIIOIBb30BAHUIO U HKCIUTYyaTaI[UH.

3.9. Pabotauku noapasnenenuit IOV u nuia, BEIMOIHSIONIME paObOThI IO JOTOBOpPaM M KOHTpaKTam,
UMeEIoIIMe OTHOLIEHNE K 00paboTKe MepCOHAIbHBIX TaHHBIX, JOJKHBI ObITh 03HaKOMJIEHbI ¢ MHCTpyKumei
TIOJT PACIIHICKY.



