MHdopmaumoHHas namMaTKa ans oby4varowmxcs Ana pasmMeLlleHms Ha
opmumanbHbIX UHTEpHET-pecypcax

C KkaxgblM rogom MOMNOAEXM B MHTEPHETE CTaHOBUTbCHA Oornblue, a LWKOMbHUKA OOHU M3 CaMblX
aKTUBHbIX nonb3oBaTenen PyHeTa. Mexgy Tem, MOMMMO OrpOMHONO KOnmMyecTtBa BO3MOXHOCTEWN,
WHTEPHET HeceT 1 Npobnembl. ATa namsiTka JomKHa NnoMoYb Tebe 6e30nacHO HaxoanTbCA B CETU.

KomMnbtoTepHble BUpYChbI

KoMNbloTEPHbIA  BUPYC - 3TO PasHOBUAHOCTb KOMMBIOTEPHLIX MpOrpaMM, OTINYUTENBHOMN
0COBEHHOCTbIO KOTOPOW SBMSIETCS CNOCOBGHOCTL K pa3MHOXEHMI0. B gononHeHue k aTomy, BMpYChI
MOTyT MOBPEAMTb WINM MOMHOCTbIO YHUYTOXWUTL BCe (oainbl WM OaHHble, MOAKOHTPOSbHbIE
nonb3oBaTento, OT MMEHM KOTOporo Gbina 3anylleHa 3apakéHHasi mporpaMMa, a Takke NoBpeauTb
UM [axe YHWYTOXWUTb OMNepaLMOHHY CUCTEMY CO BCEMM (painamu B Lenom. B GonbluMHCTBE
Cry4aeB pacrnpoCTPaHSATCS BUPYChl Yepes UHTEPHET.

MeToabl 3aLnTbl OT BPEeOOHOCHbIX NMporpamMm:

1. cnonb3yin coBpeMeHHblE OMnepaLMoHHbIE CUCTEMbI, UMEILLME CEPbE3HLIN YPOBEHb 3alUMTbl OT
BPEAOHOCHbIX MPOrpamm;

2. TlocTtosiHHO ycTaHaeBnvMBanm nadtm (umMdcpoBble  3annaTky, KOTOpble  aBTOMAaTMYECKM
yCTaHaBMUBAIOTCS C Lenblo OopabTkM nporpamMmbl) U gpyrme oOHOBMEHWs CBOEN onepauyOoHHON
cuctembl. CkaumBanm MX TOMbKO C odmumanbHOro cavta paspabotumka OC. Ecnu cywlectsyet
peXvM aBTOMaTM4eCKOro 0OHOBMEHWS], BKIOUN €r0;

3. PabBorain Ha cBoem KOMMblOTEpe Mof npaBaMu ronb3oBaTens, a He agMuMHUCTpaTopa. JTO He
NO3BONUT GOMbLUMHCTBY BPEAOHOCHBIX MPOrpamMm WMHCTaNIMpoBaTbCA Ha TBOEM MNEepCOHanbHOM
KOMMbIOTEPE;

4, |/|CI'IOJ'Ib3yIZ adHTUBUPYCHbIE NporpamMmMHble nNpoayKTbl  MU3BECTHbIX npomssop,menel?l, C
aBTOMaTM4eCKUM 0BHOBNEHNEM 0as;

5. OrpaHqu ('*)I/I3I/1‘-IeCKI/II‘/'1 OO0CTyn K KOMMNbOTEPY AJ1d NOCTOPOHHUX L,

6. Micnonb3yi BHELLHWE HOocUTENU nHopMaunn, Takme Kak dorieLlka, AUCK unu amn n3 nHTepHeTa,
TOSbKO U3 NpoepeHHbIX NCTOYHNKOB;

7. He oTKpbiBa KOMMbIOTEPHbIE ansibl, MOMyYeHHble N3 HEeHaOEXHbIX WCTOYHWMKOB. [daxe Te
(oainbl, KOTOpbIE NpUCIan TBOM 3HAKOMbIW. JTydllie YTOYHM Y HEro, OTNPaBIsin N oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepedayn OaHHbIX, He TEXHONMOIMS, a BCero nub OpeHa, mapka. Ewe B 1991
rogy HuaepnaHackasi KomnaHwsi  3apeructpupoBana 6peHg «WECA», 410 o06o3Hauvarno
cnosoco4veTaHune «Wireless Fidelity», koTopbin nepeBoanTcs Kak «6ecnpoBogHas TOMHOCTbY.

[lo Hawero BpemeHn golwna apyras abbpesuatypa, KoTopas ABMseTCs Takon e TeXHonornen. 3t1o
abbpesunatypa «Wi-Fi». Takoe Ha3BaHue ObiNO JAaHO C HAMEKOM Ha CTaHA4apT BbICLUMIA 3BYKOBOM
TexHukn Hi-Fi, 4To B nepeBoae 03HavyaeT «BblCOKAs TOYHOCTbY.

[a, ©OecnnaTHbli WHTEPHET-OOCTYN B kKadye, OTEnsxX W asjpornoptax SABNSAETCA OTAMYHON
BO3MOXHOCTbIO BbIXOOA B WHTEpPHET. HO MHOrme aKkcnepTbl cymMTaroT, 4YTo obwenoctynHele Wi-Fi
CeTK He sABNATCs 6e3onacHbIMMN.

CoseTbl No 6e3onacHoCTM paboTe B 06wwenocTynHbix ceTax Wi-fi:

1. He nepenaBan cBoo nuyHyo nHpopmaumio yepes obuenoctynHele Wi-Fi cetn. PaboTtas B Hux,
XenartenbHO He BBOAUTb NMaposiM AOCTYNa, NOrMHbI U Kakne-To HoMepa;

2. Vicnonb3yn n 0OHOBNAM aHTUBMPYCHbIE MporpaMmmel U 6paHamayep. Tem cambimM Tol 06e3onacuLlb
cebs OT 3aKayku BUpYca Ha TBOE YCTPOWCTBO;



3. Mpu ucnonssosaHmm Wi-Fi otkntoum cyHkumio «OBLWmi goctyn Kk dparinam v npuHtepam». JaHHas
YHKLUS 3aKpbITa NO yMOMYaHWIO, OAHAKO HEKOTOpble MONb3oBaTeny akTMBMPYIOT €€ Ansa yaobcTea
ncnonb3oBaHus B paboTte unu ydebe;

4. He ucnonb3yr nybnuuHbin WI-FI ona nepegayn nNuuHbIX AaHHbLIX, Hanpumep Ans Bbixoda B
coumanbHble CeTU UMW B SNEKTPOHHYIO MOYTY;

5. Mnonb3yn TonNbKO 3awmiieHHoe coeguHeHune yYepesd HTTPS, a He HTTP, T.e. npn Habope Beb6-
agpeca BBOAM MMeEHHO «https://»;

6. B mobunbHom TenedoHe oTkmoum yHkumio «lMogkntoveHne k Wi-Fi aBTomatmyeckm». He
Aornyckan aBToMaTUYECKOro NoaKmnoYeHns yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B Hally XW3Hb, MHOrMe moau paboTalT U XKMBYT TaMm
NnocTosiHHO, a B Facebook yxe 3apernctpmpoBaH MUnnuapa YenoBek, YTO ABMAETCst OOHON ceabMOW
BCEX XMWTenen nnaHeTbl. MHOrMe nonb3oBaTenu He MOHMMAIT, YTO MHOpPMAaUWs, pasMeLLeHHas
UMK B couMarbHbIX CETSIX, MOXET OblTb HaWgeHa M UCMONIb30BaHa KeM YrogHo, B TOM 4YMCre He
06s3aTenbHO ¢ 6naruMm HamepeHMSIMUN.

OcHoBHbIe coBeThbl MO 6e30MaCHOCTY B COLMATbHbIX CETAX:
1. OrpaHnyb cnvcok apy3en. Y 1ebs B opy3bax HE OOMKHO ObiTb Cy4YalHbIX U HE3HAKOMBbIX N0OEN;

2. 3awmuian cBOK 4acTHyl XU3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, gaTty TBOeEro
POXOEHNS W OPYrylo NUYHYO UHGOPMaunMo. 3MOYMBLILLNIEHHWKM MOrMYT MWCMONb30BaTh Aaxe
WMHpOpPMaLMIO O TOM, KaK Tbl U1 TBOM POAUTENN NAAHUPyeTE NPOBECTM KaHUKYIbI;

3. 3awmiian cBolo penyTaumio - 4EPXM ee B YUNCTOTE U 3agaBan cebe Bonpoc: XoTen Obl Thbl, YTOObI
Apyrve nonb3oBaTenn BUAeNu, Yto Thbl 3arpykaelb? MNMogyman, npexae Yem 4To-To onyonmkoBaTth,
HanucaTb 1 3arpy3unTb;

4. Ecnu Tbl roBOpyLLb C NMHOAbMM, KOTOPbIX HE 3HaELLb, HE UCMOSb3YI CBOE pearnbHoe UMS 1 APYryio
NMYHYIO0 MHDOPMALIMK: UMSI, MECTO XXMTENbCTBA, MECTO y4ebbl U Npoyee;

5. N3beran pasmelueHns otorpacun B MHTepHeTe, rae Thl M300paXkeH Ha MECTHOCTU, NO KOTOPOW
MOXXHO onpeaesniuTb TBOE MECTOMOMOXKEHME;

6. MNpwu perncTpauumn B counansHoOn cetn Heob6XoauUMO UCNONb30BaTL CMOXHbIE MAposn, COCTosALWNE
13 6yKB 1 LMP U C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumnanbHoOW ceTu, NMoYTbl U OPYrMx camToB HeobXoaWMO WCMOoNb30oBaTb pasHble Maponu.
Torga ecnu Tebs B3nomaroT, TO 3MOYMbILLNEHHWUKU NOMYyYaT AOCTYN TONbKO K OAHOMY MEcCTy, a He BO
BCe cpasy.

aﬂeKTpOHHble OEHbIn

3HeKTp0HHbIe OEeHbI'n — 3TO OYEeHb y,EI,O6HbIIZ cnocob nnatexen, OAHaKOo CyLeCTBYHOT MOLLUEHHUKN,
KOTOPbIE XOTAT NONYYNUTb 3TN OEHbIW.

SJ'IGKTpOHHbIe AEHbIn NoAaBUIINCb COBCEM HEOaBHO U MMEHHO 13-3a 3TOro BO MHOINMX rocygapcreax
00 CUX NMop He NponncaHo Npo HMUX B 3aKOHax.

B Poccumn xe OHWM (DYHKLUMOHMPYIOT U O HUX YXKEe MPOMUCaHO B 3aKOHe, FAe UX pasfensiioT Ha
HECKONMbKO BMAOB - @HOHUMHbIE W HE aHOHUMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOpbIX paspellaeTcs NpOBOAUTbL onepauun 6e3 wuaeHTMdMKauuM nonb3oBaTtens, a B
HeaHOHVMHbIX NAeHTUMKaLMK NoNb3oBaTenNs SBNseTcs 00653aTenbHON.

Takke cnegyeT pas3nuyatb 3NEKTPOHHblE braTHble AeHbIM (PaBHbI rOCYAApPCTBEHHBLIM BanoTam) u
9MNEeKTPOHHbIE HedmaTHbIE AeHbMV (He paBHbl FOCYAAaPCTBEHHbIM BanioTam).

OcHoBHbLIe coBeThbl MO 6e3onacHom pa60Te C 3NNEKTPOHHbIMN O€HbraMmu:



1. MpuBsxM K cyeTy MOBUNbLHBIN TernedoH. 3TO camblii YAOBHbBIN N BbICTPLIN CNOCO6 BOCCTAaHOBUTL
[OCTyn K cyeTy. NpmBA3aHHbIA TenedoH NOMOXET, ecnun 3abyaellb CBOW MAaTeXHbIA Naposb WUiu
3angellb Ha CalT C HE3HAaKOMOro YCTPONCTBA;

2. Vicnonb3yii ogHopa3soBsble naponu. Mocne nepexoga Ha yCUneHHy aBTopusaumio Tebe yxe He
ByaeT yrpoxaTb ONacHOCTb KpaXku UMy nepexsara nrnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. [MpecTynHukam OygeT He npocTO yragaTh CIOXHbBIA Naporib.
HapgexHble naponM — 3TO Naponu, KOTopble coaep)XaT He MeHee 8 3HAKOB M BKNOYalT B cebs
CTPOYHLIE U MPOMUCHBbIE OYKBbI, UMAPbLI 1 HECKONBKO CMMBOJIOB, TakMe Kak 3Hak gonnapa, yHTa,
BOCKNUUATENbHbIV 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOOW CBOU NUYHbIE JaHHbIE HA canTax, KOTOPbIM HE AoBepHeELlb.
3HeKTp0HHaFI NOHTa

OneKkTpoHHas noyta — 3TO TEXHOMOrMs W nNpefocTaBrnsieMble € YCNyrn Mo nepechbiike U
NONYYEHUIO 3MEKTPOHHbLIX COOOLLEHNI, KOTOpLIE pacnpenensanTcs B KOMNbTepHON ceTu. OBbIYHO
3MNEKTPOHHbIN MOYTOBbLIN ALLUK BbIFMAAMT criedyowum odpa3oM: UMS_Nonb30BaTeNnd@uvs_aoMeHa.
Takke KpoOMe nepeaaymn NPoCcToro TeKCTa, MMeeTCs BO3MOXHOCTb nepeaaBaTh hannbl.

OcHoBHbIe coBeTbl M0 6e3onacHon paboTe ¢ 3NEKTPOHHON MOYTOMN:

1. Hapo BbiGpaTh NpaBuUIibHLIN NOYTOBLIN CEPBUC. B MHTEpPHETE ECTb OrPOMHBIN BbIOOP BecnnaTHbIX
NOYTOBLIX CEPBMCOB, OAHAKO Ny4Lle AOBEPATb TEM, KOrO 3Haellb 1 KTO NEPBbLIN B PENTUHTE;

2. He ykasbiBah B NWYHOW MOYTE JNUYHYK UMHPOpmMaumio. Hanpumep, nydwe BbiGpaTh
«My3blKanbHbIN_haHaTt@» unun «pok2013» BmecTo «Temal3»;

3. Vcnonb3ym AByxaTanHyi aBTopu3aumio. 3TO Korga MOMMMO Maporsisl HYXXHO BBOAUTb Kop,
npucelnaembi no SMS;

4. Bblbepy CnoxHbi naponb. [N Kakgoro MOYTOBOMO SILUMKA LOIMKEH ObiTb CBOWM HaOEXHbIN,
YCTONYMBBIM K B31IOMY Naporsib;

5. Ecnun ecTb BO3MOXXHOCTb Hanucatb CaMOMY CBOM JIMYHbIA BONPOC, MCMOMb3Y 3Ty BO3MOXHOCTb;

6. Ncnonb3yih HECKOMbKO MOYTOBbIX SAWMKOB. [lepBbi ANg 4acTHOM MEpenucku ¢ agpecaTamu,
KOTOpPbIM Tbl AOBepsielb. OTO 3MEKTPOHHbLIA aApec He Hago MCMNonb3oBaTb MPU perucTpaumm Ha
dopymax u cantax;

7. He oTkpbiBan dannbl 1 gpyrne BrIOXKEHUS B NUCbMaXxX Aaxe eCnu OHW NMpULLNn OT TBOUX ApY3eMn.
Jlyylle yTOYHM Y HUX, OTNPaBNsANM N oHn Tebe 3Tu darinbl;

8. Mocne okoH4YaHUst paboThl HA MOYTOBOM CEPBUCE Nepes 3akpbiTUEM BKMALKM C CAaNTOM He 3abyab
HaXkaTb Ha «BbINTUY.

KnbepbynnuHr nnv BupTyasnbHOe U3geBaTenbCTBO

KnbepbynnuHr — npecnefoBaHne COOOLWEHUAMKM, coaepXallMMn ocKopbreHus, arpeccuio,
3anyrmBaHue; XyruraHcTBO; couuanbHoe OOMKOTMPOBaHME C MOMOLLbI Pa3fNMYHbIX WHTEPHEeT-
CEpPBMCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He Gpocaiica B 6on. Jlyqwmnii cnocob: nocoBeToBaTbCA Kak cebsa BECTU U, €CNN HET TOrO, K KOMY
MOXHO 00paTUTBLCHA, TO BHa4damne ycrnokouTbCs. Ecnn Tbl HayHelwb OTBeYaTb OCKOPOMEHUsMU Ha
OCKOpOeHMs, TO TOMbKO eLe BornbLie pa3oxokeLlb KOHMINKT;

2. YnpaBnawnm cBoen knbeppenyTtaumen;

3. AHOHMMHOCTbL B CETU MHUMaSs. CyU.l,eCTBleT Ccnocobbl BbISICHUTb, KTO CTOUT 3a aHOHUMHbIM
AKKayHTOM;



4. He ctouT BectM XynuraHckuin obpas BUpTyanbHOW XusHu. WHTepHeT dmkcupyeT BCe TBOM
OEVCTBUSA N COXpaHAET UX. YoanuTb ux OyaeT KpaviHe 3aTpyaHUTENbHO;

5. Cobntogalt cBov BUPTYasibHYH0 YeCTb CMOJIOAY;

6. WrHopupyn eauHu4YHbIi HeratwuB. OOHOpPa3oBble OCKOPOUTENbHbIE COOOLLEHMS  Nydlle
urHopmpoBaTb. OOLIYHO arpeccust NpekpaLlaeTcsi Ha HayanbHON CTaauu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMU COOBLLEHMSIMU, B COLMArnbHbIX CETSX eCTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBKM COOBLLEHWI C OnpeaeneHHbIX afpecos.;

8. Ecnn Tbl cBMpeTenb kubepOynnuHra. TBOM OEWCTBUS: BbICTYNUTb NPOTMB MpecregoBaTens,
nokasatb eMy, YTO ero Ae1CTBUSI OLEHUBAIOTCSH HEeraTMBHO, NOAAEPXKaTb KEPTBY, KOTOPOW HyXHa
MCMXOMorMyeckas MoMOLLb, COOGLLUTL B3POCSIbIM O (hakTe arpeCCMBHOIO NOBEAEHMS B CETH.

MobunbHbI TenedoH

CoBpemeHHblE CMapTGOHbI M MMaHWeTbl cofgepaTt B cebe BMosfHe B3pOCnbl (pyHKUMOHanN, u
Tenepb OHM MOTYT KOHKYpMPOBaTb CO CTaUMOHapHLIMK KoMMnbloTepamn. OgHako, CpeacTB 3aluThbl
Ans nogobHbIX YCTPOMCTB MOKa O4YeHb Mano. TecTUpOBaHME W MOWUCK YA3BUMOCTEW B HUX
NPOUCXOANT He Tak MHTEHCUBHO, kak ans lNK, To ke camoe KacaeTcsi U MOBUIbHBIX MPUNOXEHWIA.

CoBpeMeHHble MOOWNbHbIe Gpay3epbl y)Ke MpakTU4ecKW AOrHarM HacToNbHble aHanoru, OfHaKko
paclmpeHune dyHKUMOHana BreyveT 3a cobor 60bLUy0 CIOXHOCTb U MEHbLLYH 3aLUMLLEHHOCTb.

[Naneko He Bce NMPOV3BOAUTENM BbiMycKaldT OOHOBMEHWS, 3aKpbiBalOLLME KPUTUYECKME YSI3BUMOCTU
AN CBOUX YCTPONCTB.

OcHoBHbIe cCoBeTbI ANt 6e30MacHOCT! MOBMIBHOIO TenegoHa:

1. Hnyero He gBnseTca no-HacToswemy OecnnatHbiM. Byab oOCTOpoXeH, Begb Koraa Tebe
npegnaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-To NaTHbIE YCIyru;

2. Oymaini, npexage 4em otnpaBute SMS, ¢oTO Mnn Bnaeo. Tbl TOYHO 3HaeLb, rge OHWM OyayT B
KOHEYHOM uTore?

3. Heo6xoamMmMo o6HOBNATL ONepPaLMOHHY0 CUCTEMY TBOEIO CMapT(OHa;
4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMbl Ans MOOUNBHBLIX TENE(OHOB;

5. He 3arpyxail NpUMoXeHWss OT HEU3BECTHOrO WCTOYHMKA, Bedb OHWM MOryT COAepXaTb
BpeOoHOCHOe NporpamMHoe obecrneyeHue;

6. NMocne Toro kak Thbl BbligeWb C canTa, rge BBOAMM NIMYHYIO MHGOpMaUMo, 3angn B HaACTPOWNKK
Opay3sepa 1 yganu cookies;

7. Mepuoaunyecky NpoBepsii Kake niaTHble YCNyrM akTUBUPOBaHbI HA TBOEM HOMEpE;

8. [aBan cBo Homep MoGWNbHOro TenedoHa TOMbKO NOAAM, KOTOPbIX Tbl 3HAEWb W KOMY
[oBepsieLlb;

9. Bluetooth pormkeH ObiTb BbIKMOYEH, KOrda Tbl MM He nonb3yewbcs. He 3abbiBan mHorga
NpoBEpPsITb 3TO.

Online urpebl

CoBpeMeHHbIe OHMaWH-Urpbl - 3TO KpacoYHble, 3axBaTbiBalOLMe pa3BreyveHusi, obbeanHsoLme
COTHM ThbICAY YenoBek Mo BCemy Mupy. VIrpoku mnccnepytoT AaHHbIA UM Mup, obwatTcs Apyr C
APYroM, BbINOMHAT 3a4aHns, CpaxaroTCcs C MOHCTPaMK U NoMyyaroT onbIT. 3a yA0BONbCTBUE OHU
NNaTsaT: NOKyNaloT ANCK, OMnnadvBaloT aboOHEMEHT UK NPUOBPETAlOT Kakne-To onumu.

Bce 3t cpeactBa mayT Ha noadepaHue M pasBUTUE WIpbl, a Takke Ha caMy 6e30macHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aALIMK, BbIMYCKAOTCS HOBbIe NaTyM (UMGpPOoBbIE 3annaTki Ans
nporpamm), 3aKpbIBaKOTCS YA3BUMOCTY CEPBEPOB.



B nogo6HLIX Urpax cTouT onacaTbCsl HE CTOMBbKO CBOMX COMEPHUKOB, CKOMBbKO KPaXkv TBOEro Napons,
Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3auuy GonbLUMHCTBA UTp.

OcHoBHble coBeTbI N0 6e30MacHOCTUN TBOEro MrpoBOro akkayHTa:

1. Ecnu gpyroin mrpok Beget cebst nnoxo unu co3gaet Tebe HenpuUATHOCTKU, 3abMOKMPYA ero B
CMMCKEe UIPOKOB;

2. lMoxanynca agMuHUCTpaTopaMm WIrpbl Ha MNfoxoe MoBedeHWe 3TOr0 WUrpoka, >kenaternbHO
NPUINOXMWTb Kakne-To AoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nuyHyto nHdopmaLumio B npodanne urpsbl;
4. YBaxaln Opyrnx y4acTHUKOB NO Urpe;

5. He yctaHaBnmnBan HeoduLManbHble NaTim 1 Moabl;

6. Micnonb3ayi CnoxHble N pasHble Naponu;

7. axe BO BPEMS UrPbl HE CTOMT OTKIHOYATb aHTUBMPYC. [oKa Tbl Urpaellb, TBO KOMMbIOTEP MOTYT
3apasuTb.

OULLNHT unn KpaXa JNMMYHbIX aHHbIX

OOGbIYHOM Kpaxkeh OeHer U OOKYMEHTOB CErofHs YXKe HMKOro He yAMBULLb, HO C pPasBUTMEM
WHTEPHET-TEXHOMOMMIA 30YMbILLMEHHWKN NEPEMECTUNNCE B MHTEPHET, U NPOAOIMKAT 3aHMMATLCS
«JIOOUMbIM» OENOM.

Tak nosdBunacb HoBas yrposa: MHTEPHET-MOLLUEHHUYECTBaA UM (DULLIMHF, rNaBHas Uenb KOTOporo
COCTOMT B MNOMyYeHUM KOH(MAEeHUManbHbIX AaHHbIX nofb3oBaTenen — forMHoB M naponen. Ha
aHrnunckoMm Asbike phishing unMtaetca kak duwnHr (ot fishing — pbibHaa nosnsa, password —
naporsb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnv Tbl mogo3peBaellb, YTO TBOSI aHkeTa Obina B3nomaHa, TO
Heobxoaumo 3abnokupoBaTb €e M COOOWUTL agMUHUCTpaTopaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. Vicnonb3yn 6e3onacHble Be6-caiTbl, B TOM YUCHE, UHTEPHET-Mara3nHoOB 1 MOUCKOBbIX CUCTEM;

3. Wcnonb3yn cnoxHble W pasHble naponu. Takum obpasom, ecnu Tebst B3nomarT, TO
3M10YMbILUNEHHUKM NOSyYaT 4OCTYN TONbKO K O4HOMY TBOEMY MPOHUIO B CETU, @ HE KO BCEM;

4. Ecnn Tebsi B3nomanu, TO HeobGxoanmo npegynpeantb BCE€X CBOUX 3HAKOMbIX, KOTOpPbIe
nobaBneHbl Yy Tebs B Opy3bdx, O TOM, 4YTO Tebs1 B3nomanu u, BO3MOXHO, OT TBOEr0 MMEHU 6y,1:|,eT
paccblnaTbCA cnam U CCbISTIKN Ha CbVIUJI/IHFOBbIe CanTbl;

5. YcraHoBu HagexHbii naponb (PIN) Ha MOGUIbHLIN TenedoH;
6. OTknoumM coxpaHeHne napons B bpayaepe;

7. He oTkpbiBal channel 1 gpyrve BrOXEHUS B NMUCbMax AaXe €Crv OHU NpULLNy OT TBOUX ApY3eW.
Jlydlue yTOYHN ¥ HUX, OTNPaBNSANN Nn OHW Tebe aTn dansbl.

Lindposas penyrauus

LUndposas penytaumsa - 3TO HeraTMBHas WNU MO3UTMBHAA uWHQopMaums B ceTn o Tebe.
KomnpomeTupytowass MHopMaums pasMmelleHHass B UHTEpPHETE MOXET Cepbe3HbiM 0bpasom
OTpa3nTbCA Ha TBOeW peanbHOM XusHu. «Lndposas penytaumsa» - 370 TBOW UMUOXK, KOTOPbIA
dopmumpyeTcsa us nHgpopmauum o Tebe B MHTEPHETE.

TBOE MECTO XUTENbCTBA, y‘-leGbI, TBO€E (bVIHaHCOBOG nomnoXxeHue, ocobeHHoCTn Xapaktepa u
paccKkasbl O OnNmn3Kknx - BCce 3TO HaKanIMBaeTCs B CETMU.



MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCA K Nybnukaumm nudHon nHdopmaumn B IHTepHeTe,
HE MOHMMas BO3MOXHbIX NOCNeACTBUA. Thl aXe HE CMOXELLb AoragaTtbecsl 0 TOM, YTO dpoTorpadums,
pa3sMeLleHHasa 5 neT Hasag, cTana NpPUYMHOM oTKasa NpuHATL Tebst Ha paboTy.

KoMmmeHTapun, pasmelleHne TBomx doTtorpadmin u apyrme OEWCTBUS MOTYT HE UCYE3HYTb Oaxe
nocre Toro, Kak Tbl X yaanuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty nHdopmMaumio, nonana nv oHa B
NMOWNCKOBbLIE CUCTEMbBI U COXPaHWUIIachb N OHa, a rMaBHOE: YTO MOAYMAIOT O TeDe OKpyXKatoLlee noau,
KOTOpble HamgyT M yBuaAT 3T0. Hatu nHdopmaumo MHOrO fneT CNycTs CMOXET SO0 - Kak 13
A06pbIX NOBYXXOAEHUN, TaK U C HAMEPEHMNEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YrogHO.

OcCHOBHbIe COBETbI M0 3alMTe LMPOBOIN penyTaumu:

1. MNopymaii, npexae YeM 4YTo-TO MyGnMKOBaTh U NepeaaBaTth y cebs B Grore nnv B coLmanbHOM
ceTu;

2. B HacTpoiikax npoguns yCTaHOBM OFpaHUYEHWs Ha MNPOCMOTP TBOEro Npowuns M ero
COOEPXXMMOTO, caenan ero ToNbKO «ANst Apy3en»;

3. He pasmewanm n He ykasbiBalh WHOPMaULUIO, KOTOpas MOXET KOro-nmbo ockopbraTte unm
obunxarb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LIKOMbHUKW- aKTUBHbIE MOb30BaTENU LMEPOBOro npocTpaHcTBa. OgHako Aaneko He
BCE 3HAlOT, YTO MOSIb3OBaHWE MHOIMMU BO3MOXHOCTSAMWU LMcpoBOro Mupa TpebyeT cobnioaeHus
npaB Ha UHTENNEeKTyanbHyt COGCTBEHHOCTD.

TepMUH «MHTennekTyanbHass COGCTBEHHOCTb» OTHOCUTCS K pasfMyHbIM TBOPEHUSIM YEIIOBEYECKOIO
yMa, HauyvMHasi C HOBbIX M300OpPEeTeHWIn U 3HaKoB, 0O0O3HaYalLWMX COGCTBEHHOCTb Ha MPOAYKTHI U
ycnyru , W 3aKkaHumBas KHuramu, otorpacpusMu, KMHOpUIbMamMuM U My3blKanbHbIMU
npovn3seaeHUsIMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENneKTyanbHyt0 COBCTBEHHOCTb Ha NMPOMW3BEAEHMS HayKw,
nuTepaTypbl M UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B KayecTBe rapaHTUM TOro, 4TO
WHTENNeKTyanbHbIN/TBOPYECKUA TPyA aBTopa He OyaeT HanpacHbIM, JacT emy CrpaBeasvBble
BO3MOXHOCTW 3apaboTaTb Ha pesyrbTaTax CBOEro Tpyda, MoryyuTb M3BECTHOCTb W MpU3HaHWe.
HukTo 6e3 paspelleHus aBTOpa HE MOXET BOCMPOM3BOAUTL €ro NPou3BedeHue, pacrnpoCcTpaHaTb,
nyGnMYHO AEMOHCTPMPOBATb, NMPOAABaTh, MMMOPTUPOBATL, MycKaTb B NPOKAT, MyGNIMYHO UCMOMHATD,
nokasblBaTb/MCNOMHATL B 3hMpe unm pasmeLlatb B MIHTEpHeTe.

Ncnonb3oBaHue «nMpaTckoro» nporpammHoOro obecrneyeHust MoXeT NpUBECTU K MHOTUM pUckam: OT
noTepu [OaHHbIX K TBOMM akkayHTaM [0 OGroKMpOBKW TBOEro YCTPOWCTBA, rae YCTAHOBMEHHbIN
He neranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYET feranbHble U GecnnaTHble
nporpammel, KOTOPbIE MOXXHO HaWTU B CETU.

O noptane

CeTeBUNYOK.pd - TBOW IMaBHbIA COBETYMK B CETU. 30€Cb Thl MOXELLb y3HaTb O 6e30MacHOCTU B CETH
NOHATHbIM W [OOCTYMNHbIM A3bIKOM, a Nnpun BO3HUKHOBEHUU KpVITI/I‘-IGCKOI7I cuTyauum 06paTI/ITbCF|
3a coBeTOM. A Tarke NPUHATb y4acTue B KOHKYpCax 1 cTaTb CamMbiM LIMGOPOBLIM rpaxgaHUHOM!



