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HHOACHUTEJIBHAA 3AIIMCKA

CucreMHOE€ aIMUHUCTPUPOBAHME — OTO MPOLECC YIPABICHUS, TEXHUYECKOTO
00CIIy’)KUBaHUsI M MPOBEIEHUS APYIMX TEXHUYECKUX U aJMUHHUCTPATUBHBIX MEpPONPUSATHH,
HalpaBJIEHHBIX Ha NOJIepKaHie HH(POPMALIMOHHOM CUCTEMBI B pa0doueM COCTOSHUU.

YuutbiBas CIOXKHOCTb M MHOrooOpa3ue KOMIIBIOTEPHOW TEXHHMKH, CTaHOBUTCS
IIOHATHBIM, YTO 3aHUMATHCS CUCTEMHBIM aJIMUHHUCTPUPOBAHUEM MOXKET TOJIBKO CIELUAIINCT,
oOnajgaromuii HEOOXOJMMbIMH 3HAHUSAMH U HaBBIKAMHU.

B o00s3aHHOCTH 110000 CUCTEMHOI0 aJMHHUCTPATOpa BXOAUT pELICHHE OOJBLIOro
KOJINYECTBA Pa3HOOOPA3HBIX 3ajay, MPU3BAHHBIX «OOJIETYUTH KU3HB» KaK €My CaMOMYy, TaK U
IOJIb30BaTeNAM. To, ¢ 4eM NPUXOAUTCS CTAIKUBATHCSA IOCTOSSHHO, — MOHUTOPHUHI CEPBEPOB
WIA OTIENBHBIX IPOLIECCOB, PE3EepPBHOE KONMUpOBaHHE 0a3 JAHHBIX, MPOCMOTpP JIOIOB C
nocienyomei BeIOOpKoil HeoOXoAUMOM MH(pOpPMAaLMU, HACTPOWKA M COBEPIICHCTBOBAHUE
CHCTEeMBI HH(POPMAIIMOHHON 0€301aCHOCTH, 3aBE/ICHUE M PEIaKTUPOBAHKE MOJIB30BATEIBCKIX
YYETHBIX 3alIUCEH U T. 1.

HanpasjieHHOCTH IPOrpaMMBblI

IIporpaMMa MMeEeT WH)KEHEPHO-TEXHUYECKYIO HAIIPABJICHHOCTb, B CBA3U C JTUM

paccMaTpuBarOTCA CIEYIOUINE aCIIEKThl U3yYEHUS:

1. Texuonoruueckuii. ComepikaHue NPOrpaMMbl PAacCMAaTPMBAETCS KAaK CPENCTBO
dopMupoBaHuss 00pa30BaTEIBHOTO MOTEHIMANA, MO3BOJIAIONIETO pa3BUBAaTh Hamboiee
nepesioBble Ha CETOJHSIIHUIN JIeHb TEXHOJIOIMH — WH(OPMAlMOHHbIE, UHTEIPUPYIOIINE B
ce0e HayKy, TEXHOJIOTHIO, HHXXEHEPHOE JIeII0.

2. OO6wepassuBaromuii. O6ydeHue 1Mo JaHHOH MporpaMMe cO3/1aeT OJIaronpusATHbIE
YCJIOBUSA IJId MHTCIIJICKTYAJIbHOTO U JYXOBHOI'O BOCIIUTAHUA JTUYHOCTHU p€6CHKa, CcoaJIbHO-
KyJbTYpHOTO H TPOPECCHOHATBHOTO CaMOOIpPENENICHNs, pPa3BUTHSA IO3HABATEILHOU

AKTUBHOCTHU U TBOp‘lGCKOfI caMopcain3alu yqdarnuxcs.

3. O6meobpazosarenbupiii. ComepikaHue NPOTpaMMBbl  PacCMaTpPUBAETC  Kak
CPEICTBO pAa3BUTUS OCHOBHBIX II03HABAaTEJIbHBIX IIPOLIECCOB, YMEHMsI aHAJIN3HPOBATh,
BBISIBJISITH CYHUIHOCTH W OTHOLICHHS, ONUCHIBaTh IUIaHBI JAEUCTBUHA M JI€NaTh JIOTUYECKUE
BBIBOJIbI, ONUPAsACh HAa TaKH€ NUCUUIUIMHBI, KaK TEOpHUs yIpaBJieHHs, MPOrpaMMHpPOBaHHE,

TeopHs HUH(POPMAIIHH.

AKTYaJILHOCTh NIPOIPaMMBI
AKTYyanpHOCTh JTaHHOM INPOrpaMMbl COCTOMT B TOM, YTO Ha CETOJHSIIHHUNA JECHb

NPaKTUYECKH B JIIOOOU cdepe NesTeNbHOCTH CYLIECTBYET ONpeenEéHHbI 00bEM 3a1au, A



OTEPAaTUBHOTO BBIMOJIHEHUS KOTOPBIX HEOOXOIUMO COEAMHEHHE BCEX KOMIIBIOTEPOB B
€IMHYIO JIOKAbHYIO ceTh. M OHa J0oKHA (PYHKIIMOHUPOBATH OYEHb 4ETKO. B mpoTMBHOM
cilyuae BO3MOXHBI HOTepU HHGOpPMAIMM, 3aMEIJICHHE WM TIOJHAas OCTaHOBKa OOMEHa
naHHbIMU. [losTOMy HacTpoiika cetu, 00CTyKUBAaHUE U aIMUHUCTPUPOBAHUE JIOKAJILHOU CETH
ABIISIOTCS aKTYaJIbHBIMH 33J]a4aMU HACTOSIIETO BPEMEHHU.

JlanHasi mporpamma JaeT BO3MOXHOCTb [JETSIM TBOPYECKH MBICIUTb, HAXOAUTh
CaMOCTOSITENIbHbIE UHANBHUyaJIbHBIE PELLIEHUS, A TOJyYEHHbIE YMEHUS U HABbIKU IIPUMEHSATh
B KU3HU. Pa3BuTHE TBOpPYECKUX CIIOCOOHOCTEH MOMOraeT Takke B IpodeccnoHalbHOM
OpHUEHTAINH MOJAPOCTKOB.

HoBu3na nporpammsl

HoBuzHa nporpammsl COCTOUT B TOM, YTO OHA YYMUTHIBAET HOBBIE TEXHOJOTHYECKUE
YKJIaJbl, KOTOpble TPeOYIOT HOBBII CHOCOO MBIIUIEHUS U TECHOTO B3aUMOJICHUCTBHUS IMPHU
MOCTOSIHHOM TIOBBIIIEHUU YPOBHS MEXKIUCIUIUIMHAPHOCTU TMPOEKTOB, a TAKXKE HCIOIB3YET
HOBBIE€ ()OPMBI TUArHOCTUKU U MOJBEACHUSI UTOTOB peaM3al[ii IPOrpaMMbl, BBIIIOJIHIEMbIE
B (hopmMare 3alIUThl IPOEKTOB.

B ocHoBy mporpammbl «CHCTEMHOE aAMHHHCTPUPOBAHUE)» 3aJI0KEHBI MPUHITUIIBI
MPAKTUYECKOW HAMpPaBIEHHOCTH, KypC OPHEHTHPOBAH Ha M3yUY€HHWE U BBHINOJHEHHUE
KOHKPETHBIX 3a7a4 110 OpraHu3aluu JIeHCTBYoMEeH nHOOPMAIIMOHHOW HHPPACTPYKTYpHI "C
HyJs".

Ieau nporpamMmsl:

*  U3y4yeHHE OCHOBHBIX IMPHUHIUIIOB M METOJOB YIpaBieHUS HH(OPMAIIMOHHBIMU
CUCTEMaMHU U CETIMH;

* IIpeACTaBI€HHME O  3ajadax, KOTOpble  BCTAlOT  MEpeJ  CHUCTEMHBIM
aJIMUHUCTPATOPOM, 00 aBTOMATH3alM1, CO3JaHUN U HACTPOIKe ceTH, 00eCIIeYeHUH 3alUThI U
BOCCTaHOBJICHUS JaHHBIX, O IMaTHOCTUKE U PEMOHTE 000py10BaHHUS;

* O3HaKOMJIEHME C  [pUeMaMH  aJMUHUCTPUPOBAHUSA  KPYNHBIX  CETeH,
LEHTPaJIN30BaHHOIO YIPaBICHUM U pa3BepThIBaHUS HHPPACTPYKTYpbl Ha Oa3e JOMEeHa
Windows, HayuuTh pabote ¢ miaardopMamMu BUPTyaIN3alUH, PACIIUPEHHBIM BO3MOKHOCTSIM
aBromatuzanuu rnpu nmomoiu PowerShell u moznakomuts ¢ OC Linux;

* 3HAaKOMCTBO ¢ OOJauyHBIMM  CEpBUCAaMH, MOOWIBHBIMH  IJIaTGopMami,
UHTETpalel B TeTEepOreHHbIX Cpelax M MPUHIHUIAMH COCTABICHHUS TEXHHYECKOM
JIOKYMEHTaL1H.

3aoauu:

Oobpazoeamenvuuvie:

*  03HAaKOMHUThH OOYHYAIOIIMXCS C MPUHLIMIIAMHU padOThI B Cpelie, I/Ie UCIONIb3YIOTCS



CEeTeBbIE YCTPOUCTBA U CHEIHATM3UPOBAHHOE MPOrPaMMHOE 00ECIIEUEeHHUE;

*  (opMHpOBaHWIO HABHIKOB pEIICHHS] THUIOBBIX 33aa4 pa3BEpPTHIBAHHUS U
TEXHHYECKOTO COMTPOBOXKICHUS MaJIOW CETH MPEATNPUSATHUS WIH e€ PparMeHTa;

*  [03HAaKOMHUTh C MHOTOOOpa3HMeM TEXHOJIOTUA U METOJIOB, UCIOIB3YEMBIX IJIs
CO3/IaHUS U yIpaBJieHUs] UHPOPMALIMOHHOW HHAPACTPYKTYPOU YPOBHS IPEIIPUSITUS,

*  (opmupoBaTh ¥ pa3BUBATh HABBIKU MyOJIMYHOTO BBICTYIIIICHUS.

Bocnumamenwnuie:

* BOCIHUTATh MOTHBAIMIO YYAIlUXCS K U300pETaTeNbCTBY, CO3JaHUI0 COOCTBEHHBIX
MHKEHEPHBIX U IPOrPAMMHBIX pealn3alui;

* [PUBUTH CTPEMIIEHUE K MOJYYEHHUIO KAUECTBEHHOIO 3aKOHUYEHHOI'O pPE3yJibTaTa B
MPOEKTHOM JIESITENBHOCTH;

* TPUBUTH UHPOPMAIIMOHHYIO KYJIbTYpPY: OTBETCTBEHHOE OTHOIICHUE K HHPOPMAIIHH
C Yy4Y4eTOM TMPaBOBBIX W OSTHUYECKHX acCMEKTOB €€ paclpoCTpaHEeHUs, HU30UPaATEILHOTO
OTHONICHHS K ITOJTYYCHHON HH(OpMAIIHH;

* (opmupoBaTh MOTPEOHOCTH B CAMOCTOATEIHLHOM MPUOOPETEHUU U NPUMEHEHUHU

3HaHPII>i, HOTp€6HOCTB K IIOCTOSIHHOMY CaMOPAa3BUTHIO,

* BOCIHUTHIBATh COIMAJIbHO-3HAYNMBIC KavyecTBa JUYHOCTH YyeJIoBeKa:
OTBETCTBEHHOCTD, KOMMYHUKa0€JIbHOCTb, J100pPOCOBECTHOCTb, B3aHMOIIOMOIIIb,
TO0OPOKENATETHHOCTb.

Pa3zeusarwwue:

*  CHOCOOCTBOBaTh pa3BUTHIO HABBIKOB ~QJTOPUTMUYECKOTO U JIOTUYECKOTO
MBIIUIEHUS], TPaMOTHOM pa3pabOTKH MpOrpamm;

*  CIOCOOCTBOBAaTh MNPUOOPETEHHMIO HABBIKOB TIOMCKA MHQOpPMAIMM B CETH
WutepHer, aHanu3 BbIOpaHHOW HH(OpMAnUM Ha COOTBETCTBHE 3alpocy, HCIOJIb30BaHHE
MH(OpPMAaLIUK IPH pEIIeHUH 3a]a4;

* pa3BuUBaTh IIO3HABaTEJbHbIE CIIOCOOHOCTH peOeHKa, NamsATh, BHUMAaHUE,
IPOCTPAHCTBEHHOE MBIIIJIEHUE, aKKyPaTHOCTh U M300pEeTaTeIbHOCTS;

*  (dopMHUpOBaTh TBOPUECKUN MOJXO/1 K IOCTaBIEHHOH 3a/1a4e;

*  pa3BUBaTh HAaBBIKM MHXCHEPHOTO MBIIUICHUS, yMEHHUS paboTaTh Kak II0
NPEUIOKEHHBIM HHCTPYKLHUSAM, TaK M HaXOAWUTh CBOM COOCTBEHHBIE IIYTH pELICHUS
MOCTaBJIEHHBIX 3a7ay;

*  pa3BHUBaTh HaBBIKU YPPEKTUBHOM EATETBHOCTH B IPOEKTE;

*  pa3BHUBaTh CTPECCOYCTONUNBOCTD;

*  pa3BHBaTh COCOOHOCTH K CAaMOAHAIN3Y, CAMOIIO3HAHUIO;

*  ¢dopMHpOBaTh HaBBIKH Pe(PICKCUBHOMN JACSITEIBHOCTH.



OT1anunTebHbIE 0CO0EHHOCTH MPOrPaMMbl

[Iporpamma npegHa3zHaueHa Uil YYalIuXcsl, MPOSBISIOMIUX MOBBIIICHHBIA UHTEPEC K
UH(POPMALIMOHHBIM TexHoJorusM. [IporpamMma MMeeT NpakTHYECKYI0 HANpaBICHHOCTb C
OpHEHTAIlMel Ha peabHble TOTPEOHOCTH, COOTBETCTBYIOIINE BO3PACTY yUCHUKA.

[Iporpamma «CucteMHOE aAMUHUCTPUPOBAHUEY MIPEAIOIAraeT BO3MOXHOCTh Y4acTHs
00y4aroluXxcsi B COPEBHOBAHUAX, OJIMMIIMAIAX U KOHKYpPCaX, TAKUX Kak

«CereBoe W cucTeMHOe anMuHUCTpupoBanue» JuniorSkills wu  WorldSkills,
Bcepoccuiickuii  KOHKYpC — IIKOJBHBIX ~ MHTEPHET-TIPOEKTOB  «KiacCHbIE  MHTEpHETY,
Bcepoccutickuii KOHKypc HaydHbIX paboT mkoJbHUKOB «HOHMOpY», Beepoccuiickuii KOHKype
IPOEKTOB B cdepe BBICOKNX TexHOJOorui «IT-mpopsiB», OTKPHITHII pernoHaIBHBIN KOHKYPC
KOMITBIOTEPHOT0 TBOpYecTBa «Master-1T».

Kareropusi o0y4arommxcs

[IporpamMma npegHa3zHavyeHa Al 1eTel, TPOSBISIONUX UHTEpeC K MH(OPMaIlMOHHBIM
TEXHOJIOTUSM, CTPEMSIIUMCS K CAMOPA3BUTHIO, MPO(HECCHOHATIEHOMY CaMOOTIPEACTICHHIO.

Bospact obyuyaromuxcsi: 13 — 17 ner. HamosinsiemocTs rpynmnbl: 12 denoBex.
CocraB rpynnbl: pa3HOBO3pPacTHOM.

YcioBusi npuemMa jereii: Ha Kypchl IPOrpaMMBbl 3a4UCIAIOTCS BCE JKENArollue Mpu
HaJIU4YUHU CBOOOIHBIX MECT.

Cpok peanu3zanuu nporpammsl: 1 roz.

CrpyKTypa nporpaMmmslI.

JlaHHBIN KypC COCTOUT U3 CeMHU OJIOKOB C OOIIKUM KOJTHYECTBOM YacoB — 72

OxpaHa Tpy/ia U TEXHUKA OE30MaCHOCTH.
VYeTpoiicTBO KOMIIBIOTEpA.

HpOFpaMMHOG obecrieueHHne KOMIIBIOTEPA.

1

2

3

4. CucreMHOe aIMUHUCTPUPOBAHUE.

5. CereBble TEXHOIOTHH U 000pPYIOBaHUE.

6. CereBoe aIMUHUCTPUPOBAHHE.

7. MopaenupoBaHie KOMIBIOTEPHBIX CETEH.

®opma peajuM3allMd NPOrpaMMbl — OYHAs C HCIOJB30BAHUEM HIIEKTPOHHOTO
00yJeHUsI.

[Tom oneKTpOHHBIM 00pa30BaHWEM TMOHMMAETCS peau3alys 00pa3oBaTEIbHBIX
oporpaMM C  HCHOJb30BaHMEM MH(OPMAIMOHHO —  0O0pa3oBaTeNbHBIX  PECYPCOB,
UH(POPMALIMOHHO-KOMMYHUKALIMOHHBIX ~ TEXHOJIOTUH, TEXHUYECKHX CpEACTB, a TakKke

MH(OPMaLMOHHO-TEIEKOMM YHUKAITHOHHBIX ceTen, o0ecneunBaroImux nepenady

MH(OPMaLlMOHHO-00pa30BaTEeNbHBIX ~ PECYpCOB U B3aUMOJICHCTBHME  yYAaCTHUKOB



00pa30BaTEeNLHOTO MPOCTPAHCTBA.

@opMBbI OPraHU3aIUH AeITeJTbHOCTH 00yUAI0INX sl

[Ipyn uW3ydeHMH TeM MporpaMma IPEIyCMATPUBACT HCIIOJIB30BaHHE (HPOHTATHHOM,
WHIUBUIYAJIbHOW U TPYNIIOBOH (hOpMBI yueOHOUM paboThl 00yJaronuXcCsl.

[lpu opranm3ammu 3aHATHE 1O Kypcy «CHCTEMHOE aJMUHUCTPUPOBAHHEY» IS
JOCTYIKEHUS TOCTABJIICHHBIX IEJIed W 3a/1a4 WCIONB3YIOTCS (DOPMBI TPOBEACHUS 3aHSITHHA C

AKTUBHBIMU METOJIaMH OOyUEHUS:
—  3aHsaTHe B popme npoOIeMHO-TIOUCKOBOM J€ATEIbHOCTH;
—  3aHATHE C UCIOJIb30BAHUEM MEKIIPEIMETHBIX CBA3EH;
—  3aHsATHE B (hOpME MO3TOBOTO LITYPMa;

- 3aHsITHE B (DOPME YaCTHYHO-TIOUCKOBOM JIEATCIILHOCTH.

Metoabl 00y4yeHust

OCHOBHBIM METOJIOM 00YYEHHUS SIBIIAETCS METO]] IPOEKTOB.

KJIIO‘-IGBI)IM 3JICMCHTOM 06y‘-I€HI/I$I SABJIACTCA HpOeKTHaﬂ ACATCIIBHOCTD, KOTOpaﬂ
OpI/IeHTI/IpOBaHa Ha MHCIIOJIB30BAHUC 3H8,HPII>1, YMGHI/II\/JI N HaBBbIKOB, HOJ'Iy‘-IeHHI)IX B XO0I¢C
oOy4deHus, 7S MOCTAHOBKH W PEHICHUS MPAKTHUYECKUX 3a/lad, KOTOpPbIe HOCAT MPUKIAJAHON
xapakrep. OHa MO3BOJSET y4alllMMCSl YYaCTBOBAaTh B CO3JaHUU KOHKPETHOTO pe3yjbTaTa U
HAy4YUThCS paboTaTh B YCIOBUSAX OrPAaHUYEHHOTO BPEMEHH, IMOJ PYKOBOACTBOM 3aKa3uMKa,
MPE3EHTOBATh IPOEKT, a TaKke OOpEeCTH HaBbIKU NPOPECCHOHATbHOW KOMMYHHUKAIIUHU C
KOHTpaFGHTaMI/I.

Tunsl 3aH9THIE: TEOpETUYECKHE, TPAKTHUECKHE, KOMOMHUPOBAHHbBIE, KOHTPOJIbHBIE.

Pexxum 3anaTnii: 18a yaca o 1 pa3y B Heelno.

O:xunaembie pe3yabTaThbl

OCHOBHBIM pe3ynbpTaToM 00yueHus SBJISIETCSA JIOCTHIKEHUE BBICOKOM
WH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHOW KOMIETEHTHOCTH y4alllerocs B 00JIACTH CHCTEMHOTO
aIMUHUCTPUPOBAHMUS.

B pesynbrare ocBoeHuUs MporpaMMbl 00YUaOIIUNACS JOHKEH TPHOOPECTH CIIETYIONINE
3HaHUA, YMeHI/ISI 1 HABBIKUA:

3HamMb:
v/ npaBuna paGoTHI ¢ KOMITBIOTEPOM M TEXHHKY 6€30MaCHOCTH;

\/ O6H_II/IC NPpUHIUIIBI TTOCTPOCHUA CCTCﬁ, CCTCBbIX TOHOHOFHﬁ, TpeGOBaHI/Iﬁ K

KOMITILIOTCPHBIM CCTAM;
\/ MNPUHIUIIBI TOCTPOCHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CCTCfI;

\/ OCHOBHBIC HAITPABJICHHUA aIMUHUCTPHUPOBAHNA KOMIILIOTCPHBIX ceTeﬁ;



\/ TCXHOJIOTHIO 6€3OHaCHOCTI/I, IMPOTOKOJIOB aBTOpU3aIHH,

KOH(UIEHIHMATBHOCTH U 6€30MaCHOCTH MPpH paboTe ¢ CETEBBIMU PECYPCAMHU;

v/ apxurextypy M (QYHKIHH CHCTEM YIPABICHHS CETAMH, CTAHAAPTHI CHUCTEM

YIIPABJICHUS;

v/ npuHmmmel  3(p(EKTMBHOH ~ OpraHM3AUMM  HOApPA3JENeHHi  TEXHHYECKOi

MMOAACPIKKHU MOJIb30BaTeICH U KIIMCHTOB,

\/ TEXHUKY BEACHUA HpOGKTHOﬁ JACATCIbHOCTH U IIPUHIUIIOB TalM- MCHCIPKMCHTA,

ymembs:

v/ pabotate ¢ wmHDOpMAIMEH: HAXOIUTh C NPUMEHEHHEM IIPaBMI IIOMCKA B
KOMIIBIOTEPHBIX ~ CETSX, OIEHUBAaTh W HCIOJIB30BaTh HMHPOPMAIMIO U3  PA3IAYHBIX

HCTOYHHKOB,
\/ MMPOCKTUPOBATH JIOKAJIbHYIO CCTh, BLI6I/IpaTI> CCTCBBIC TOIIOJOI'NH,

v/ HCIoNB30BaTh MHOTO(YHKIMOHANBHBIE TIPHOOPEI MOHHTOPHMHTA, MPOTPAMMHO-

arrapaTHele CpeACTBA TEXHUYECKOTO KOHTPOJIS JIOKAJIBHOU CETH;
v/ aJIMMHMCTPHMPOBATH JTOKATbHEIE BEUMCIUTENHHBIE CETH;
v/ IpUHEMATh MephI IO YCTPAHEHHIO BO3MOXKHBIX COOEB;

\/ obecneynBaTh 3alUTy IIpu IIOAKJIFOUYCHHNH K I/IH(1)OpMaI_II/IOHHO'

TCHGKOMMYHHKaHHOHHOﬁ CETHU ((I/IHTepHeT»;

\/ CaMOCTOATCIIbHO CTaBHUTh U q)OpMyJ'II/IpOBaTB JJIs ce0s HOBBIC 3a/la4yi, pa3BHUBATb

MOTHBEI CBOEH ITO3HABATEIbHOM ACATCIIBHOCTH

v/ caMOCTOATENbHO IUIAHMPOBATh ITYTH PENICHHs ITOCTaBICHHONW MpOGIEeMBI s

noJiyuyeHust 3pQEeKTUBHOIO pe3yibTarTa;

v/ KpUTHYECKM OIIEHMBAThH IPABMIHLHOCTH PENICHHs y4eOHO- HCCIEN0BATENbCKO

3a/1a4u;

v OpPraHU30BBIBATH Yy4e€OHOE COTPYAHUYECTBO W COBMECTHYIO IESTENBHOCTH C
VUHTEIeM U CBEpCTHHKaMHU B TMPOLIECCE TMPOCKTHOW H  y4eOHO-HCCIIe0BATENbCKON
JIeITEIIbHOCTH;

oonaoamo HAGLIKAMU:

V| HCcCiemoBaTensCKoi, MPOEKTHOM W COLMAJIBHOM JI€ATEIIbHOCTH, CTPOUTH

JJOTHYECKOEC JOKa3aTCIbCTBO,

\/ MMPOCKTUPOBAHUA APXUTCKTYPbL JIOKaJIbHOM CETH B COOTBCTCTBHUH C

MMOCTaBJIICHHOM 3a7aueii;



v/ YCTAaHOBKM M HACTPOHMKM CETEBBIX HPOTOKOJOB M CETEBOTO OGOPYIOBAHUS B

COOTBCTCTBHUHU C KOHerTHOI;'I 3aﬂaqel71;

v/ paboThl ¢ MH(GOPMAIMOHHEIME CHCTEMAMH B COBPEMEHHBIX HH()OPMAIMOHHO-

00pa30BaTeNIbHBIX Cpellax;
v/ obecnedyenns 6e30MacHOT0 XpaHEHHUs M MEPeadl B IOKATLHOM CETH;

\/ IMPOCKTUPOBAHMA, p8,3pa60TKI/I, JOKYMEHTHUPOBAHUSA u MpeaACTaBJICHHUA

COOCTBEHHBIX ITPOCKTOB;,

v camMo00pa3oBaHusl — MEPHOJUYECKON OLIEHKOH CBOMX YCIEXOB UM COOCTBEHHOM
paboThl caMUMH 00yYaIOIIMMUCS.

Crioco0b! onpeneseHus pe3yJIbTATHBHOCTH

[lenarornueckoe HabIOACHNE, IEJArOTHYECKUN aHAIN3 Pe3yJIbTaTOB PELIeHUs 3ajad,
pe3yNIbTaThl y4acTUsl B MHTEIJIEKTYaJIbHBIX KOHKYPCaX BCEPOCCUMCKOTO YPOBHSI.

Buabl koHTpOJIA:

- YCTHBIN OIIPOC;

- caMoCTOsTelIbHas paboTa;

- y4acTue B IPOEKTHOU JESATEIBHOCTH.

®opMBbI OABEICHUS HTOTOB PeaJM3alui IPOrPaMMbl

[To oxkoH4aHuM OOy4YEHHsI TMPOBOIUTCS HMTOTOBas aTTecTanus B (opme myOamaHON
3allUThl MPOEKTOB. JlOKyMEHTanbHOM (QOpMON MOATBEPKAECHUS HTOTOB MPOMEKYTOUHON
aTTeCcTallud SBIAETCS JOKYMEHT 00 oOpa3oBanuu ycraHoBieHHoro Llentpom «Ilonck»

oOpa3ia.



YYEBHO-TEMATHUYECKHWH IUIAH
«CUCTEMHOE A IMUHUCTPUPOBAHME»

KoauuecTBO 4acoB

Ne H i
° anMeHOBaHMe Keiica, TeMbI Teopnn Tpaxruxa | Beero

Mopnyas 1. Oxpana TpyAa U TeXHHKA 0€30I1aCHOCTH. 1 1

1 [Tema 1.1. Oxpana Tpyna u TeXHUKA 0€30MTaCHOCTH. 1 1
Moayab 2. YCTpOHCTBO KOMIILIOTEPA. 2 2 4

2 [Tema 2.1. OcHOBHBIE y3JIbI KOMITBIOTEPA. 1 1 2

3 [Tema 2.2. 3nakomctBo ¢ BIOS 1 1 2
Mopayas 3. [IporpamMHoe oGecrieyeHue KOMIbIOTEPA. 2 3 5

4 [Tema 3.1. CucreMHOe oOecrieueHuEe KOMITbIOTEPA. 1 1 2

5 [Tema 3.2. [IpukiagHoe oOecnieyeHUE KOMIIBIOTEDPA. 1 2 3
Monayab 4. CucTeMHOe aIMUHUCTPUPOBAHNE. 5 6 11

6 [Tema4.l. Coznanue u HaCTPOHKA JOKAIBHON Y4eTHOM 1 1 2
BaImcH.

7 [Tema 4.2. bezomacHas paboTa Ha KOMITBIOTEPE. 1 1 2

8 [Tema 4.3. actpymentsl agmuauctpupoBanus [1K. 1 1 2

9 [Tewma 4.4. IlonkmtoueHue 000pyI0BaHUS. 1 2 3

10 [Tema 4.5. 3arpy3ounsie aucku (QIieni- KapTol). 1 1 2
Mopnyas 5. CeTeBble TEXHOJIOTHH M 000pyI0BaHHE. 9 7 16

11 [Tema 5.1. Kommnbrotepusie cetu. Bunsl cereit. CereBas 2 2
TOTIOJIOTHSI.

12 [Tema 5.2. Apxutekrypa cereil. 1 1 2

13 [Tema 5.3. OGopynoBanue cereid. Turmbl u 1 2 3
KJIacCU(UKaIMs CETEBOr0 000PYAOBAHHUS.

14 Tema 5.4. Kommytupyemsie munuu. Ethernet. Token 1 1 2
Ring. WiFi. 3G. LTE

15 [Tema 5.5. [IpoGiemsl U 331a4u CETEBBIX YCTPOICTB.
[TpoOaemMbl MeXCEeTeBOT0O B3aUMOAECUCTBUS. TEXHOIOTUS 2 2
NAT

16 [Tema 5.6. CepBepHble ONEpaLlUOHHBIE CUCTEMBI. 1 2 3

17 [Tema 5.7. OcHOBHBIE CETEBBIE CITYKOBI. 1 1 2
Monayab 6. CeTeBoe aAMUHUCTPUPOBAHUE. 13 13 26

18 [Tema 6.1. BBenenue B ceTeBoe aIMUHUCTPHUPOBAHUE 1 1

19 [Tema 6.2. CeTreBble OnepaliOHHbIE CUCTEMBI. Y CTAaHOBKa 3 2 5
M HACTPOMKA.

20 [Tema 6.3. IIpotoxoxn TCP/IP. 2 2 4

21 Tema 6.4. Ciryxx0a DNS. 2 1 3




22 [Tema 6.5. Cnyx0a karamoros Active Directory. Ciryx06a 1 2 3
(baiiioB 1 meyaTH.
23 [Tema 6.6. CereBbie TPOTOKOJIBI B cITyKObI. Cimyk0a
[PE€3€PBHOIO KOIIMPOBAHUS. 1 2 3
24 [Tema 6.7. CoyxObl TepMHHAIOB. MOHUTOPHHT. 1 2 3
25 [Tema 6.8. [IpoGiema Ge3omacHoCcTH HH(DOPMAITIH.
O0BEeKTH 6€30MacHOCTH. | pyNIOBBIC MTOJTUTHKH. 2 2 4
Monyab 7. MoaeJiMpoBaHHe KOMIILIOTEPHBIX CeTei. 1 8 9
26 [Tema 7.1. Busyanuzamus ceTeBoit HHOPACTPYKTYPHI. 1 1 2
27 [Tema 7.2. BbImoJIHEeHHE NMPOEKTa KOPIOPATHBHOU 7 7
IIOKaJIbHOM CETH.
Hroro 33 39 72




COJAEP)KAHUE KYPCA « CUCTEMHOE AIMUHUCTPUPOBAHUE»

Mopnyas 1. Oxpana TpyAa U TeXHHKA 0e30IaCHOCTH.

B pamMkax pgaHHOW TEMBI NIPOBOJAUTCS IIEPBUYHBIM MHCTPYKTaX II0 TEXHHUKE
0€30I1aCHOCTH, 3HAKOMCTBO C IIPaBUJIAMU BHYTPEHHETO pacropsKa U IpaBUIaMU OBEJCHUS
IIPU NTOXKape.

Yuawuecs oondxicnel 3nama:

—  IIpaBWJIA BHYTPEHHEIO PACIOpPsIIKa U TOBEACHHUS,

—  IIpaBWJIA IOBEACHHUS IIPH MOXKAPE.

Dopmul 3aHAMULL, NCTIONIB3YEMBIE ITPU U3YUYEHUH TaHHOTO MOJYJIS:

—  JICKIHOHHAs.

Tema 1.1. Oxpana TpyJa 1 TEXHUKA O€3011aCHOCTH.

Teopus. IlepBUYHBIN HHCTPYKTaX MO TEXHUKE O€30MaCHOCTH.

Moayb 2. YCTpOICTBO KOMIIBIOTEPA.

B pamkax naHHOM TeMbI yyallMecs y3HaKOT YCTPOMCTBO NEPCOHAIbHBIX KOMIIBIOTEPOB,
CEpBEPOB U MOOMJIBHBIX YCTPOUCTB, HAYy4aTCsl COOMPATh KOMIIBIOTEPHI U3 OTAENIbHBIX YacTEH.

Yuawuecs oondicnol 3namo:

—  YCTpPOMCTBO NEPCOHAIBHOIO KOMIIBIOTEPA;

—  B3aUMOJICHCTBUE MEKIY y3J1aMH KOMIIBIOTEPA;

— onpenenenne BIOS.

Yuawuecs oondicnvl ymems:

—  IOAKJIIOYATh OCHOBHBIE y3JIbI KOMIIBIOTEPA;

—  paborats ¢ BIOS.

Dopmul 3aHAMUIL, NCTIONB3YEMBIE TIPH N3YYCHUN TaHHOTO MOYJIS:
—  JIeKIMOHHaf,

— rpymnmnosas pabora,

— naboparopHas paboTa,

— camMmocTosTenbHas padora.

Tema 2.1. OCHOBHBIE y3JIbI KOMIIBIOTEPA.

Teopus. CocraBuple wactu coBpeMeHHoro IIK. Ha3nauenme, yctpoiicTBO u
B3aUMOJICVCTBUE OTJEIBHBIX Y3JI0B KOMIIBIOTEPA

IIpakmuxa. CamocTosTeNbHast COOpKa CUCTEMHOT0 OJI0Ka, KOMITbIOTEpA.

Tema 2.2. 3nakomctBo ¢ BIOS.

Teopusa. Onpenenenue nousitust BIOS (BIOS/CMOS; UEFI/EFI).

IIpaxmuxa. Hactpoiika pexxuMoB BKJIIO4YEHHs KoMiibioTepa B BIOS.



Monayas 3. [IlporpammMHoe obecniedeHrne KOMIIbIOTEPA.

B paMKax OJaHHOr'oO MOAYJd y4dalllueCd ITO3HAKOMATCA C MNOHATHCM MMPOrpaMMHOIO
obecrieueHue, ero BUAAMH, HaydaTcsl ycTaHaBiuBaTh HeoOxoaumoe [1O Ha mepcoHanbHBIM
KOMIIBIOTED.

Yuawuecs oondcnol 3namo:
—  YTO TaKoe MporpaMma, MporpaMMHoOe oOecriedeHre, oneparoHHas CUCTEMA;

—  xnaccudukamyio [10, oneparioHHBIX CUCTEM.

Yuawuecs oondicnol ymems:

— yCTaHaBJIMBaTh ONEPAlMIOHHBIE CUCTEMbI Ha IEPCOHAIbHBII KOMIIBIOTED;
— ycra"aBnuBaTh npukiaaHoe [10;

— UCKaTh HH(POPMAILIHIO B CBOOOIHBIX UCTOUYHHKAX U CTPYKTYpPHPOBAThH €¢;
— 00BEKTHUBHO OLIEHUBAThH PE3YyJIbTaThl CBOEH PaOOTHI.

Dopmbl 3aHAMULL, NCTIONIB3YEMBIE ITPU U3YYEHUH JTaHHOTO MOJYJIS:
—  JIeKI[MOHHAaf,
— rpymnmnosas paboTa,

— jabopaTopHas padora.

Tema 3.1. CuctemHoe o0ecrieueHre KOMIBIOTEPA.

Teopus. Onepannonnsie cuctembl. Kitaccuduxarms. CpaBHeHHE OC.
Crpykrypa OC. DaitnoBbie CHCTEMBI.

Ilpakmuxa. Y cTaHOBKa ONepallMOHHbBIX cucTeM. PaboTa ¢ auckamu.

Tema 3.2. IIpuknanHoe oGecriedeHre KOMITBIOTEPA.

Teopus. TloHsTHE NPUKIAAHOTO OOECIEUYEHUs KOMIbIOTepa. THIBI MPOrpaMMHOTO
obecneuenus. Cucremusie TpeboBanus 110. [Ipon3BoaUTENBHOCTD.

Ilpakmuxa. YcTaHOBKa W HAacTpoilka NpUIIOKEHUH. ABTO3arpy3ka NporpamMm H
3HAKOMCTBO C ITaKeTHbIMU/KOMaHIHBIMH (paiamu.

Mopnyasb 4. CucTeMHOE aIMHUHUCTPHPOBAHHE.

B pamMkax naHHOro MOIyJsl ydalluecsi MO3HAKOMSTCS C OCHOBHBIMU IOHSTHUSIMU U
3aJjayaMyd CHCTEMHOTO aJMUHUCTPUPOBAHMS: TEPCOHANU3ALNSA CHUCTEMBI, MOAKIIOYEHHUE U
HacTpoiika 000py0BaHus, 0€30MaCHOCTh IAHHBIX U CHCTEMBI.

Yuawuecs oondicnol 3name.

— TOHATHS U 33a41 CUCTEMHOI'0 aIMAUHUCTPUPOBAHUS;
—  0OBEeKTHI yIpaBleHUs U aIMUHUCTPUPOBAHMUS;

— TIOHATHS JpaiiBepa, TUCIIeTYepa YCTPOUCTB;

— texHonoruto Plug and Play;



—  TUIIBl BPEJIOHOCHBIX Mporpamm, antuBupycHoe [10;

—  mpuHIHMIK 6e3omacHoi padoTs! Ha [1K.

Yuawuecs oondicnvl ymems:

—  CO3/1aBaTh U HACTPAUBATh JIOKAJIbHBIE YUETHBIC 3AIIHUCH;

— paboTrarh ¢ KOMaHIHOW CTPOKOM;

—  TOJKIIOYaTh nepudepuiinpie yCTpOcTBa;

—  yCTaHaBJIMBAThH JpaiiBepsl 000pyIOBAHHUSL;

—  CO3/1aBaTh yYETHBIE 3aIUCHU 10JIb30BATENEH (B T.U. C OFPaHUYEHHBIMU IIPaBaMu);

—  CO03[1aBaTh 3arpy304HbIe TUCKH ((ireni-KapThi);

—  OOBEKTUBHO OLICHUBATh PE3YJIbTAThl CBOCH pabOTHI.

Dopmbl 3aHAMUL, UCTIOJIB3YEMbIE ITPU U3YUEHUHU JAHHOTO MOJYJIA:

—  JIeKIMOHHaf,

— rpynnosas paboTa,

— nabopaTtopHas pabora.

Tema 4.1. Co3ganue 1 HaCTPoOIKa JIOKaIbHON yYETHOU 3aIUCH.

Teopus. YdeTHble 3anucu (THUIIBI, A0JIOHBI, TOJTUTHKH 0€30MaCHOCTH).

Ilpaxmuxa. Co3nanue U HaCTPOWKA JIOKAIbHON y4eTHOW 3amucH (HacTpolKa MpaB U
OrpaHMYEHUE JI0CTYIA; BiaJielel] 00bEeKTa, HaclleJOBaHUE, CMEHA BJIAJIEJIb1Ia)

Tema 4.2. bezomnacHas paboTa Ha KOMITbIOTEPE.

Teopua. Tunbl BpenOHOCHBIX mnporpamMm. AmnTuBupycHoe I1O. ®OummuHrossie
porpaMMsbl U caifTel. DaiiepBosT U JOCTYI IpOorpaMM K ceTeBbIM (pyHKIusAM. Daiin hosts.

IIpaxmuxa. Y cTaHOBKa aHTUBUPYCHOT'O NakeTa. M3ydyeHne BO3MOKHOCTEN M HACTPOEK
AHTUBUPYCHOTO IaKeTa.

Tema 4.3. InctpymenTtsl anmunuctpuponanust [1K.

Teopusi. OOBEKTHl yIpaBlIeHUs U aJIMUHHCTpUpOBaHUs. JlucreTdepsl: YCTpPOWCTB,
JIICKOB, M0JIb30BaTENEH, 3a1a4.

Ilpaxmuxa.

Tema 4.4. [lonkiroduerre 0o00pya0BaHUSI.

Teopua. PnP u He-PnP-ycTpoiicTBa; mocnenoBaTeIbHOCTh JEHCTBUM, TOUCK
JpaiBepoB.

Ilpakmuka. Y cTaHOBKA U HaCTPOWKa Mepu(epUHHBIX YCTPONUCTB (ApaiiBEpOB).

Tema 4.5. 3arpy3ounbie TUcku (¢aemn-kapThl).

Teopua. Onpenenenne 3arpy304Horo A1cKa, UCIoJIb30BaHHE.

IIpakmuxa. Co3aaHue 3arpy304Hoi (emku.

Mopayaib 5. CeTeBble TEXHOJIOTUM M 000pYy/A0BaHHeE.



B pamkax 3TOro Momynms ydammecsl MO3HAKOMSATCS C CYIIECTBYIOIIMMH CETEBBIMHU
TCXHOJIOTUAMH, TAKKC MTOJIYYaT HABBIKU pa60Ta C CCTCBBIM O60py,[[0BaHI/ICM.

Yuawuecs oondxicnel 3nam:

—  TOHATHE KOMITBIOTEPHOM CeTu;

—  BHBI CETEH M UX TOMOJIOTHUIO;

- IIPUHIMUIT ITIOCTPOCHHUA aPpXUTCKTYPhI KIIMCHT-CCPBEP,

—  THUIIBI U KIacCU(UKAIHS CETEBOr0 000PYIOBaHUS;

—  OCHOBHBIE CETEBBIC CITY)KOBI.

Yuawuecs oondcnel ymemo:

IIPOEKTUPOBATH JIOKAJIbHYIO CETh, BEIOUPATh CETEBBIE TONOJIOTUH;

—  yCTaHaBJIMBaTh CEPBEPHYIO ONEPALUOHHYIO CUCTEMY;

—  aIMUHHCTPHUPOBATH JIOKAJIbHbIE BEIYUCIUTENIbHBIE CETH;

—  OOBEKTUBHO OLICHUBATh PE3YyJIbTAThl CBOECH PAOOTHI.

Dopmul 3aHAMULL, NCTIONIB3YEMBIE ITPU U3YYEHUH TaHHOTO MOJYJIS:

—  JIEKUIMOHHaf,

— rpynnosas pabora,

— nabopaTopHas padora.

Tema 5.1. Komnbsrotepusie cetu. Bussl cereii. CeteBasi TOMOIOTHS.

Teopus. Buner ceteii. JIokanbpHast CeTh Kak MpEeAMET M3y4eHHS. 3aJaud U MPOOIEMBI
koMmnbrloTepHbIX ceteil. CereBas Tomosorus: Ilmua, 3Be3nma, Komwno. Ilpenmymectsa u
HenocTaTku. KoMOMHMpOBaHHBIE TOMOJIOTHH.

Tema 5.2. Apxutexrypa cereil.

Teopus. Apxurekrypa cern. KimeHT, cepBep, BBIIEIEHHBII CEpBEp, CETEBOU
uHTEpdeiic.

Ilpaxmuxa. 3agaHusi MHXEHEPHOro Xapakrepa Ha cocrasieHue npoekra CKC mnoa
OIPEETIEHHBIN KENC.

Tema 5.3. O6opynoBanue ceteil. TUIBI U KIaccUPUKAILUSA CETEBOIO 000py10BaHUSI.

Teopus. Tunsl U KIaccu(uUKaUs ceTeBOro o0OpyA0BaHUs: Xad, CBUTY, KOMMYTAaTOp,
Mapuipytuzarop, poyrep. Cpena nepeiadn JaHHBIX (ONTOBOJIOKHO, BUTas IIapa, pajuo).

Ilpaxmuka. 3anaHus MHXKEHEPHOro XapakTtepa Ha cocraBieHue npoekra CKC mon
ONPEIENEHHBIN KENC.

Tema 5.4. Kommyrupyemsie nuauu. Ethernet. Token Ring. WiFi. 3G. LTE

Teopusa. Texnonoruu nocrpoenus cereil. Kommyrtupyemslie inHnn. Moaemsl.

OnroosokHo. Ethernet. Token Ring. WiFi. 3G. LTE.

Ilpakmuka. 3aganus WHXEHEPHOTO XapakTepa Ha cocrtaBieHue mpoekta CKC mop



onpenenEHHbIN Keiic.

Tema 5.5. IlpobGnembl U 3amaum ceTeBBIX YCTpoicTB. I[IpoGiieMbl MeXCeTeBOro
B3aumoeiicTBusi. Texnomorus NAT.

Teopusi. TlpoOiembl ¥ 3aa4d CETEBBIX YCTpPOWCTB. IIpoOieMbl MekceTeBOro
B3aumoencTsusa. TexHomorus NAT.

Tema 5.6. CepBepHbie OnepalliOHHbIE CUCTEMBI.

Teopus. CepBepHble onepannoHuble cBoiicTBa. CpaBuenne OC cemeiictBa Windows,
Linux, Unix.

Ilpakxmuxka. Y cTaHOBKA CEpBEPHOI ONEPAIMOHHON CUCTEMBI.

Tema 5.7. OCHOBHBIE CETEBbIE CITYKOBI.

Teopus. OcHOBHBIC ceTeBBIE CIYX)Obl (IeMOHBI): ciyxkba karaimoroB AD, DHCP,
DNS, IIS, WSUS, Cnyx6a mneuatn, Cnyx6a Bupryanusauuu. Ciyx0a TepMHHAIOB,
yraneHHsiii goctyn, Koncons ynpasienus MMC.

Ilpaxmuxa. HacTpoiika kito4eBbIx napameTpoB npoussoautesnbHocT OC. Hacrpolika
yaJE€HHOTO JJOCTYIIA.

Dopma nodseodenusi umo2os. CaMoOCTOsTeNIbHAs JJabopaTopHas padoTa.

Moayasb 6. CereBoe aIMUHUCTPHPOBAaHHE.

B pamkax Mopmyns ydammecss MpHOOPETYT NpPAaKTUYECKHE HABBIKM OpPTaHU3alUU
paboTel B I100ANBHON CETH, PE3epBHOTO KOIMPOBAHHWA, IOJIy4aT 3HAHUS O CEpBepax u
MapuIpyTH3aLUH.

Yuawuecs 0ondrcnol 3nams:

—  mogenb OSI, noHsTHEe MaplIPYTU3ALINY;

—  crek npotokosnioB TCP/IP u npuntune! [P-anpecamuu;

—  TEXHOJIOTMM OpraHU3alui BUPTYaJbHbIX YacTHbIX ceTeil (VPN).

Yuawuecsa oondrxcner ymemo:

— HacTpauBaTth cratndeckue [P-agpeca KOMIIBIOTEPOB B CETH;

— HacTpauBath Wi-Fi mapmipytuzatop nocpeactsom web-untepdeiica;

— HaCTpOiIKa MOAKIIOUYEHUsI MapIIPyTU3aTOpa K BHEILIHEN CETH;

— OCYUIECTBJIATh PE3EPBHOE KOMUPOBAHUE M BOCCTAHOBJIEHUE HH(POPMAIHH;

— HUCKaTh MH(OPMALIMIO B CBOOOJHBIX HCTOYHUKAX U CTPYKTYPHUPOBAThH €€;

— 00BEKTHBHO OLICHUBAThH PE3YJIbTaThl CBOEH paboThI.

Dopmul 3aHAMULL, NCTIONIB3YEMBIE ITPU U3YYEHUH JTAHHOTO MOZYJIS:

—  JIGKIIMOHHAaH,

— rpynnosas paboTa,



— nabopaTtopHas pabora.

Tema 6.1. Beenienue B ceTeBoe aIMUHUCTPUPOBAHUE.

Teopus. TlpoGnembl OOIICHHST KOMIBIOTEPOB B ceTH. OCHOBHBIE 3aJaud CETEBOTO
aaMuHUCTpUpoBaHua. OOS3aHHOCTM U pOJb CETEBOr0 (CHUCTEMHOI0) aJMHHUCTPATOpA.
CocTtaB 1 Ha3HAYEHUE OCHOBHBIX CETEBBIX CIIYXO0. IIpHHIMIIBI MeKCETEBOTro B3auMoJecTBUSA
Ha OCHOBE MOJENEH.

Tema 6.2. CeTeBble OnepallMOHHBIE CUCTEMBL. Y CTAHOBKA M HaCTPOMKA.

Teopusa. llpunuunel noctpoeHus. CTpPyKTypa CETEBBIX OINEPALMOHHBIX CHUCTEM.
Ocobennoctu ucnoiab3oBanus ceteBbix OC B ceTsax paznuuHoro macmrada. OC ceMelcTB
Windows, Linux, Novell. Oco6ennoctn anMuarCTprUpOoBaHus pazaudabix OC.

Ilpaxmuxa. Ycranoka OC. YcTraHOBKa U HacTpoiika nmpuiioskeHuil. Peectp u karanor
etc. [[paiiBepa u B3auMoielicTBrE C 000PYJOBAaHUEM.

Tema 6.3. [Iporoxon TCP/IP.

Teopusa. Ctex TCP/IP. O630p npotokonos TCP/IP. [P-aapecanus B npotokone [Pv4.
DHCP. IP-ipotokomn. [P-aagpec u ero 3amuck. [P-anpeca B HTepHeTe.

Ilpakmuka. Onpenenenne I[P-ampeca pecypca B WHTephere. Anpec KommbroTepa
(xocra). Anpec ceru. Macka ceru. Hactpoiika (yHKIMoHUpyomeil 0AHOPaHIOBOH CETH.
Hactpoiiku poyrepa. Opranuzanus 10cTyna K MHTEpHETY U aBTOpU3alus y IpoBaiinepa.

Tema 6.4. Cmyx6a DNS.

Teopus. ITpunuunsl pabotel MHTEepHETa M1 Beemupnoit naytunsl (WWW). Konnenmus
KIIMEHT-CEPBEPHOTO B3auMmozecTeus. Mapumpyrusauus, NAT, npokcu. CucremMa JOMEHHBIX
umMeH DNS (mpocTpaHCTBO MMEH, JOMEHBI, 30HbI, 30HBI MPSAMOro M OOPAaTHOrO MPOCMOTPa,
OCHOBHBIE U JIOTIOJHUTEIBHBIE 30HBI, pPEeTUIMKaIus 30H). Paspemenue umen ciyxo6oir DNS
(utepatuBHble U pekypcuBHble 3anpockl DNS). CpaBuenue DNS u Net BIOS. Jlomennsie
umena. DNS-cepBepsl. Mexanusm pabotsl DNS-3anpocoB. Tumsl cepBepos.

IIpaxmuxa. Co3naHue 30H pa3HbIX TUIIOB. HacTpoiika CBOMCTB 30HBI U NIEPEJAUYH 30H.
Cozpmanue aenerupoBanus 30H. 3oHbI-3arnyniku. Co3nanue 3anuceit pecypcon. Ko cepsepa.
Hacrpoiika mapametrpoB cepepa. Hacroiika knuenTa: ucnonb3zoBanue Net BIOS, cyddukce
DNS, cnucok cepBepoB, AMHAMUYECKOE OOHOBIIEHHME, KAII pacro3HaBaTens. OTiagouHbIHd
xkypHas1 DNS. MonuTopunr npoussoautesnbHocth DNS-cepBepa ¢ noMombo CUCTEMHOIO
MonuTopa. C4€TUMKH MPOU3BOUTEIBHOCTH.

Tema 6.5. Cnyx0a karanoros Active Directory. Ciyx6a (aiinioB u neyatu.

Teopusi. OcHOBHbBIE TOHATHA CIYXO KaTajmoroB cuctembl Windows Server — iec,
JIEPEBO, JOMEH, OpraHU3alMOHHOE monapasjeieHue. IlnaHupoBaHue npocTpaHCTBA UMEH

Active Directory (AD). YcranoBka KOHTpOJIJIEPOB JOMEHOB. Jlormueckas u Quznueckas



cTpykTypsl AD, ynpaBnenue perukamnueit AD. Konneniusi rpynnoBeiX MOJUTHK B Active
Directoiry. ®aitnossie cuctemsl FAT, NTFS.

IIpaxmuxa. YpaBieHue 0JIb30BaTENSMU U IPYIIIaMU, JI€JIETUPOBAHNE MTOJTHOMOYHI.
VYupasnenue nuckamu B cucteme Windows Server (OCHOBHbIE M JTUHAMUYECKHE TUCKH).
VYupasnenue pazaenamu U TomMamu. lIpaBa moctyma k QailioBBIM pecypcam, CETeBble U
JIOKaJIbHbIE IpaBa JOCTYIA, HACJIEJOBaHHE IIpaB JOCTYyINa, B3STHE BO BIAJACHHUE, AyIUT
noctyna kK pecypcam. Cxartue u mmdpoBanne WHGOPMAIMU, KBOTHI, aedparMeHTarus.
TepMUHBI U IOHATHUSA CETEBOM NeYaTH. Y CTAHOBKA JIpaiiBEPOB, HACTPOIIKa IPUHTEPOB.

Tema 6.6. CeTeBbie TIPOTOKOBI U CITYX)ObI. CiTy’k0a pe3epBHOTO KOITMPOBAHHUS.

Teopus. N3ydenue ceteBbIX cinyx0, hopmupyroomux uappactpykrypy cetu — DHCP,
WINS. H3yuyenue 0a30BbIX MOHATHI CIy:KObl MaplIpyTH3allMM M YAAJIEHHOTO JIOCTYyIa
(RRAS). Texuomoruu, HCHIONB3YEMBbIX CIYXKOOH pe3epBHOTO KOMHpOBaHUS. Bumabl
PE3EpPBHOTO KOMUPOBAHUS COCTOSHHUS CHCTEMbl M CO3/IaHHE apXuBa U1 aBapUHOTO
BOCCTAHOBJICHUSI CHCTEMBI.

Ilpakxmuxa. Pe3epBHOE KONUPOBAHUE U BOCCTAHOBJIEHHME HH(POpPMAIUU.

«BpyuHyto» W TOpH TOMOIIM CHEUUANbHBIX YTWIMT. HacTpoiika ciryXObl
BOCCTAHOBJICHHSI CUCTEMBI U UCTOPUH (PaiisioB.

Tema 6.7. Cnyx0b1 TEpMUHAIOB. MOHUTOPHHT.

Teopus. 3HAKOMCTBO ¢ HasHaueHHeM ciayx0 tepmuHaoB (Remote Desktop,
yJaJeHHbIA pabounii cToi). 3HAKOMCTBO C HHCTPYMEHTaMU MOHMTOpUHTa cepsepa. KoHconb
«IIpocMoTp cOOBITHI» KaK CPEICTBO MOHUTOPHHTA (DYHKIITMOHUPOBAHHS CUCTEMBI.

IIpaxmuxa. Hactpoiika cucrembl Windows Server g paOoThsl cily>k0 TEpMUHAJIOB B
peXHUMe YIaJeHHOrO YIPABJICHUS U B PEXKUME cepBepa NpuiiokeHuil. Hactpolika moiuTuk
ayauTa JJis OINpeNlesIeHUs] CIMCKAa W THapamerpa COOBITHH, MOJUIekKAlIMX MOHUTOPHHTY.
MOHUTOPHUHT IPOU3BOJAUTEIBHOCTH CUCTEMBI, ONIPE/IEICHNE YA3BUMOCTEN B pabOTe CUCTEMBI.
MOHHUTOPHHT CEeTEeBON aKTUBHOCTH (3aXBaT U U3yYEHHE COAEPKMMOI0 CETEBBIX MTAKETOB).

Tema 6.8. [Ipo6iiema 6e3omacHoctu nHopmaruu. OObEKTHI 0€30MMACHOCTH.

Teopus. IlpaBuna Oe3omacHoit pabGorel Ha [IK. 3HakomMcTBO ¢ KOHUENIMeH
¢wibTpanuun  OGe3omacHocTH.  Mertoabl  oOecrmeueHus — HaaexkHOCTH.  KoHTposb
¢byHukonupoBanus. CpeAcTBa aHaIKM3a 3alUIEHHOCTH CETEBBIX CEPBUCOB.

WNHcTpyMeHTallbHBIE CUCTEM TECTUPOBAHMS.

IIpaxmuxa. 3amuTa. BupTyanbHbple MalIuHBbI.

@Dopma noogedenus umoeos. [lydnudnast 3amura IpoeKTa.

Moayasb 7. MoaeJnpoBaHie KOMIILIOTEPHBIX CeTEM.

HaHHI)IfI MOAYJIb ABJIACTCA 3aKIIIOYUTCIBHBIM B KyPCC IIPpOrpaMMBl, B PE3YJIbTATE YC€TO



ydamuecs OOJDKHBI, IMO3HAKOMUBIIKACH C METOJOM BH3YyaJW3allMH, BBIIOJIHUTH IPOEKT IO
pa3paboTKe KOPIIOPATUBHOM JTIOKATBHOMN CETH.

Yuawuecs oonsicnvl 3uams:
— wmogaenb OS], noHsiTHe MapuIpyTU3alUH;
— crek npotokosioB TCP/IP u nmpununsr [P-agpecamuu;

—  TEXHOJIOTHMH OpraHW3allui BUPTYAJIbHBIX YacTHBIX ceTeid (VPN).

Yuawuecs oondicnvl ymems:

— HacTpauBarth crarnueckue [P-anpeca KOMIIBIOTEPOB B CETH;

— HactpauBath Wi-Fi mapmpytuzaTop nocpeactsom web-unrepdeiica;

— HaCTpOMKa NOJIKIIIOYEHHUS MapUIPyTU3aTOpa K BHEIIHEN CETH;

— OCYILECTBIISATh PE3€PBHOE KOIMPOBAHHE U BOCCTAHOBJIEHUE UH(OPMAIUH;

— UCKaTh HH(POPMAIIHIO B CBOOOTHBIX HCTOYHHKAX M CTPYKTYPHPOBATH €¢;

— UCKaTh HH(POPMAIIHIO B CBOOOIHBIX HCTOYHHKAX M CTPYKTYpPHPOBATH €¢;

— KOMOMHHUPOBATh, BUJIOM3MEHSATD U YIIy4IlaTh UJIEU;

— I'paMOTHO (OPMYJIMPOBATH CBOU MBICIIH;

— paboTaTh B KOMaHJIE;

— 00BEKTHUBHO OLIEHUBATh PE3YJIbTAThl CBOEH PaOOTHI.

Dopmbl 3aHAMULL, NCTIONIB3YEMBIE ITPU U3YYEHUH TaHHOTO MOJYJIS:

—  JIEKUMOHHaf,

— rpynnosas pabora,

— nabopartopHas pabora,

— caMocTosTeIbHas padorTa.

Tema 7.1. Busyanuzanus ceTeBoit HHPpacTpyKTypBHI.

Teopus. 11oHATHA M IPUHLIMIIBI BU3yaIU3allUU CETEM.

Tema 7.2. BrinonHeHne npoekTa KOPIOpaTUBHOMN JIOKaIbHON CETH.

Ilpakmuxa. Opranuzanuss paboTel Hajg mnpoekToM. IlocraHoBKa mpoOIeMHOM
CUTyaluu, GopMyIHpOBKa Lenu U 3a1a4. Pabota Hax npoekToM. [ToaroroBka k 3amure.

Dopma nooseoenuss umoeos. Ilydnmmyanas 3amura mpoeKTa
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IMPOI'PAMMBI « CHCTEMHOE AJIIMUHUCTPUPOBAHUE»

Tpuémst u TexHuveckoe
T ®opma MeTOb! JupaKkTuyeckuii MaTepual. JJIeKTPOHHbIE OoCHAIIleHHE U opwa
M MOy 3aHATHH oprafusatiy HCTOYHUKH i HOABEACHH
oOpa3oBaTeJibH PACXOHBIN Sl UTOT'OB
oro mpoiecca Matephan
Monynsb 1. Oxpana |KomOuHupoBan OOBACHUTEILHO 1. Kenun A.M. IlpakTnueckoe pyKOBOACTBO ® Hoyr6yku ¢ YcTHBIN
Tpy/Zla U TEXHUKA Has - CHUCTEMHOTO aJMUHUCTpaTopa. 2-¢ uznanue - CI16: MBIIIKOH ¥ onpoc
0€30I1acHOCTH. wunoctpatuBHb H. | BXB-IletepOypr, 2013. —532c. JIOCTYIIOM K CETH
Meton HurepHerT.
MO3IOBOTO ® IlpeseHrarnon
HItypMma. HOE 000pyI0BaHUE.
[Ipo6nemHo-
MOMCKOBBIH.
Moguyis 2. KomOunuposan OOBACHUTENBHO 1. Tanenbaym 3., Octun T. Apxwurextypa e HoyrOyku ¢ JIaboparop
YCTporcTBO Hast - xommbrotepa. — CII6.: ITurep, 2016, - 816 c. MBIIIKOH 1 Has pabora.
KOMIIBIOTCPA. WIIIOCTPATUBHBL H. | 2 B Jleonthes. HoBeimas SHIMKIONEIHS. | AOCTYTIOM K CETH
Meton |Kommbrorep u mmtepuer 2016. Mspartenscreo |WHTepHer.

MO3rOBOT'O
mTypMa.
[Tpobnemuo-
TTONCKOBBIH.

Okemo. 2016, — 560c.

3. Topren H.H. DBM u nepudepuiinbie
ycTpoiicTBa. KoMIbIoTephbl M BEIUMCIUTENBHBIE
cucrteMsl. U3narenscreo: ACADEMIA, 2012.
—240c.

® [Ipe3eHTalOH
HOe 000pyI0BaHHE.

e JlaGopaTopHoe
o0opypoBaHue:
CHCTEMHLIH OJIOK,
MOHHTOD,
KJIaBHATYPa, MBIIITh.
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Moy 3. Kombuuuposan OODBACHUTENBHO 1. Tanen6aym 3., Boc X. CoBpeMeHHBIE ® HoyTtOyku ¢ Jlaboparop
[IporpammHoe Has - onepannonubie cuctemsl. — CII6.: [Tutep, MBIIIKON U Has pabora.
obecrnieucHue WJUTFOCTPATUBHBEI H. [2016. — 1120 c. JIOCTYIIOM K CETH
KOMIIBIOTEPA. Meron |2, B. Jleourses. Hopeifimas sHIMKIOME M. UurepHer.
MO3roBoToO Kommerotep u unrepuet 2016. M3natenbcTBo ® [IpescHTAIMOH
HITypMma. Dkemo. — 2016, 560c. HOE 000pyI0BaHUE.
1p 06HeMHf)' 3. T'opnees A. B. OnepanuoHHble CHCTEMBI. — ® JlaGopaTopHo €
TIOMCKOBLIM. CII6.: ITutep, 2004. — 415 c. o0opyI0BaHuUE:
CHCTEMHLIH OJIOK,
MOHUTOP,
KJIaBUATYypa, MBIIIIb.
Monyns 4. KombunupoBan Metona mpoeKToB. 1. T'onmoBus IO. A., Cykonmukos A. A., ® Hoyt6yku ¢ Jlaboparop
CucremHoe Has OOBACHUTEIBHO SkosneB C. A. MHpopmanmoHHBIE CeTH. — M.: | MpILIKOH U Has pabora.
aIMUHUCTPUPOBA - Axanemus, 2011. — 375 c. JIOCTYTIOM K CETH
HHE. wuoctpaTuBHbl H. | 2. Keama A.M. IlpakTudeckoe pyKOBOACTBO WHTepHer.

Merton
MO3TOBOI'O
mTypMma.
ITpobnemuo-
TTOMCKOBBIH.

CHUCTEMHOTO aJMHHHUCTpaTopa. 2-¢ W3JaHue -
CI16: BXB-Ilerep6ypr, 2013. —532c.

3. JIumonuemum T., Xorau K., Yeiinamn C.
CucremMHOe U ceTeBOe aIMUHUCTPUPOBAHHE.
[TpakTHueckoe pyKoBOJICTBO, 2-€ U3JAHUE. —
ITep. ¢ anra. — CII6: CumBon-Ilmtoc, 2009. — 944
c

4. Hemer 3, CHaiinep I', Tpent P. Xeiin,bon
Voitnu. Unix u Linux. PykoBoacTso
cucTeMHOro aaMuHuctparopa: Ilep. ¢ anri. — M.:
Bunbsmc, 2014 — 1312 c.

5. Onudep B., Onudep H. Komnsrorepusie
cetd. [[pUHIMIIBI, TEXHOJIOTHH, TIPOTOKOJIBL.
VuebOnuk: Yueb. mocooue. — CIIb.: I[IUTEP,
2016. —992 c.

6. Kacnepckuii E. B. KomnbioTepHbie BUPYCHI:

® [Ipe3eHTanOH
HOE 000pyI0BaHHUE.

® MapkepHas
JIOCKa.

® JlaGopaTopHoe
o0opyIoBaHuE:
CHUCTEMHBIH OJIOK,
MOHHUTOP,

KJIaBHaTypa, MBIIb,
poyTep, KOMMYTaTop
YIIPaBIISIEMBIH,
KOMMYTaTOp
HEYIPaBIIIEMBIH,
TECTEP

KaOeJbHbIN.

20




YTO 3TO TAKOE M Kak ¢ HUMHU 60opoThes. — M.: CK ® Habops!
Hpecc, 1998. - 285 c. HHCTPYMEHTOB
(006xuM, HOKX,
TECcTep).
® Marepuaibl
(npoBopna,
pa3bEMBI,
MayKop/Ibl)
Moayis 5. KomOuHupoBan MeToj TpOeKTOoB. 1. Jlumonuemnn T., Xoran K., Yeiiman C. ® HoyrOyku ¢ JlaGoparop
CereBnie Has OOBACHUTEILHO CucteMHOE U CETEBOE AJIMUHUCTPUPOBAHUE. MBIIIKOH 1 Has pabora.
TEXHOJIOTHH U - [IpakTrueckoe pykoBoJICTBO, 2-¢ u3ganue. — [lep. JIOCTYIIOM K CETH
o0opyaoBaHHeE. WUTIOCTpaTUBHBI . | ¢ a1 — CI16: CumBon-ILmtoc, 2009. — 944 c. UHTepHeT

Meton
MO3TOBOI'O
mTypMa.
[Tpobaemuo-
TIOMCKOBBIH.

2. Omudep B., Omudep H.
Kommnbrorepusie cetu. [IpuHIUIIb,
TEXHOJIOTHH, TIPOTOKOJBI. YUeOHHMK: Yuel.
nocooue. — CIIb.: I[TIMTEP, 2016. — 992 c.

3. https://www.intuit.ru/studies/courses/1/1
/lecture/2 nexuuu 1o OCHOBAaM CeTeH
HannoHansHOTO OTKPBITOrO YHUBEPCUTETA.

4, http://inftis.narod.ru/adm/ais-n4.htm
WHTEPHET PECypC MO TeMe
«AJMUHUCTPUPOBAHHE
ceTei.

MH(POPMAIIMOHHBIX

® [Ipe3eHTanioH
HOE 000pyJI0BaHHUE.

® JlaGopaTtopHoe
o0opyoBaHuE:
CHUCTEMHBIH OJIOK,
MOHHUTOP,

KJIAaBUATypa, MbIIIb,
poyTep, KOMMyTaTop
YIIPABIISIEMBIH,
KOMMYTaTOp
HEYIPABJISEMBIH,
TecTep
KaOeNbHBIN.

® Halopsl
UHCTPYMEHTOB
(00XUM, HOK,
TecTep).

® Matepuaiibl
(mpoBoga,
pa3beMB,
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http://inftis.narod.ru/adm/ais-n4.htm

MavyKOPIbl)

Moayisb 6.
CereBoe
aIMUHUCTPHUPOBA
HHE.

KomOuHupoBan
Hasl

OOBSICHUTEIIHLHO

HWIUTFOCTPATUBHBI H.

Merton
MO3TOBOI'O
mTypMma.
[Ipobaemuo-
IIOMCKOBBIH.

1. JIumonuennu T., Xoran K., Ueiinan C.
CucreMHOE U CEeTeBOE aIMUHUCTPUPOBAHUE.
[IpakTH4eckoe pyKoBOJCTBO, 2-¢ H3AAHHE. —
ITep. ¢ anra. — CI16: Cumson-ITnroc, 2009. — 944
c.

2. Omnudep B., Onudep H.
Kowmmerorepnsie cetu. [Tpunmmmsl,

TEXHOJIOTHH, IPOTOKOJIBL. YUueOHUK: Yuel. mocoodue.

— CIIb.: ITMTEP, 2016. — 992 c.

3. https://www.intuit.ru/studies/courses/1/1
/lecture/2 nekuuu mo OCHOBaM CeTel
HarnmonansHOro OTKPBITOrO YHUBEPCHUTETA.

4. http://inftis.narod.ru/adm/ais-n4.htm
HWHTEPHET Pecypc Mo TeMe
«AJIMUHUCTPUPOBaHHE NH()OPMALIMOHHBIX CETEN.

® HoytOyku ¢
MBILIKOW 1
JIOCTYIIOM K CETH
HNuTtepner.

® [Ipe3eHTalOH
HOE 000pYIOBaHHUE.

® JlaGopaTtopHoe
o0opynoBaHue:
CHCTEMHLIH 010K,
MOHHTOD,
KJIaBUATYypa, MBIIIIb,
poyTep, KOMMYTaTop
YIIPaBIISIEMBIH,
KOMMYTAaTop

HEYIPaBJIIEMBIi,
TECTEp
KaOeJbHbIH.

® Halopsl
MHCTPYMEHTOB
(00XxuM, HOKX,
TecTep).

® Marepuansl
(mpoBopa,
pa3beEMBI,
MAYKOP/Ibl).

Jlaboparop
Has pabora.
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https://www.intuit.ru/studies/courses/1/1/lecture/2
https://www.intuit.ru/studies/courses/1/1/lecture/2
http://inftis.narod.ru/adm/ais-n4.htm

Monyns 7.
MonaenupoBanue
KOMITbIOTEPHBIX
CeTeH.

KomOuHupoBan
Hast

MeTo/1 IpOEKTOB.
Metoa MO3roBoro
mTypMma.
[Ipobaemuo-
TTOMCKOBBIH.

1. Omudep B., Omudep H. KommbprorepHsbie
cetd. [IpUHIMIBI, TEXHOJOTHUH, MPOTOKOJIBI.
Vuebnuk: Yue6. mocobue. — CIIb.: IIWUTEP,
2016.—992 c.

2. TomosuH 0. A., CykoHmukos A. A.,

AxosneB C. A. Uudopmanmonueie cetu. — M.:

Axanemus, 2011. — 375 c.

® HoyTOyku ¢
MBIIIKOH B
JIOCTYTIOM K CETH
HNuTtepner.

® [[pe3eHTanmoHH
o€ 000opyI0BaHHE.

® JlaGopaTtopHoe
o0opynoBaHue:
CHCTEMHLIH 010K,
MOHHTOD,
KJIaBUATYypa, MBIIIIb,
poyTep, KOMMYTaTop
YIIPaBIISIEMBIH,
KOMMYTAaTop
HEYIPaBJIIEMBIH,
TecTep
KaOeTbHBIN.

® HaGops!
MHCTPYMEHTOB
(00xuM, HOKX,
TecTep).

® Marepuaiel
(mpoBoga,
pa3beEMBI,
MTAYKOP/IbI)

3amura
MIPOCKTA.
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