ITAMATKA JUIAA OBYYAIOIIUXCA
C KaXJbpIM roJIOM MOJIOIEAKH B MHTEPHETE CTAHOBUTHCS OOJIBbILE, & IIKOJbHUKU OJHHU U3 CaMbIX
aKTUBHBIX II0JIb30BaTese Pynera. Mexy TeM, TIOMUMO OIPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEH,
UHTEpHET HeCeT U MpoOeMbl. DTa MaMATKa JA0JKHA TOMOYb TeOe 0€30I1aCHO HaXOAUTHCS B CETH.

KoMnploTepHbI€ BUPYCHI

KoMnbroTepHslii BHpPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOTpaMM, OTIMYHUTEIBHON
OCOOEHHOCTBIO KOTOPOM SIBIISIETCA CIIOCOOHOCTh K Pa3MHOKEHHIO. B jomosiHeHHe K 3ToMmy,
BUPYCHI MOT'YT ITOBPEAMTDH WX TIOJTHOCTHIO YHUUYTOXXUTB BCe (PaiiiIbl M JaHHBIE, TTOJKOHTPOJIbHbIE
MOJIB30BATENI0, OT UMEHH KOTOPOT0 ObljIa 3amylieHa 3apakeHHas MporpaMMa, a TakyKe MOBPEIUTh
WIN J1a)Ke€ YHUYTOXUTH ONEPAIIMOHHYIO CHCTEMY CO BceMH (ailiiamu B 11esioM. B OonbImHCTBE
CIIy4aeB pacHpoCTPaHSAIOTCS BUPYCHI Yepe3 HHTEPHET.

MCTOHBI 3alIUTHI OT Bpel[OHOCHBIX HpOFpaMMZ

1. Hcnonb3yit coBpeMeHHBbIE OINEpallMOHHBIE CHUCTEMBbl, HWMEIOIIUE CEPbe3HBbIH YpOBEHBb
3alUTHl OT BPEIOHOCHBIX TIPOrPAMM;
2. [locrosinno ycranaBnuBail mnautu (UUQpOBBIE 3aIlIaTKH, KOTOpPbIE ABTOMATHYECKU

YCTaHABJIMBAIOTCS C IIEITBIO TOPAOOTKH MPOrPaMMBbl) U IpYTHe OOHOBJICHUS CBOCH OIepanOHHOM
cuctembl. CkaumBail X TOJBKO ¢ odunmanpHOro caiira paspadorunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEPE MO IPABaMH ITOJIH30BATENA, & HE aAMUHHCTPATOpa. ITO
HE TI03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPAaMM MHCTALUTUPOBATHCS HAa TBOEM ITEPCOHATEHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MPOrpaMMHBIE MPOAYKTHl HM3BECTHBIX IMPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

S. Orpannyb puU3MUECKUil JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMIL;

6. Vcnonp3yil BHENIHHE HOCUTENW MH(OpMAIMH, TakKue Kak (uienika, AUCK Win Qailn u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkppiBaii koMIbIOTEpHBIE (PAiiiIbl, TOIYUYECHHBIE U3 HEHAJE)KHBIX UCTOYHUKOB. Jlaxke

TC (1)a17m1’1, KOTOPBIC ITpUCIall TBOM 3HAKOMBIH. qume YTOYHHU y HCTO, OTIIPABJIAI JIX OH TeOE UX.

Ceru WI-FI
Wi-Fi - 370 He BU nepeayuu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIb OpeH I, mapka. Emte B 1991
rofly HHJEpiaHJIcKas KommaHus 3apeructpupoBaia Opena "WECA", dro o6o3Hadano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBOHAsI TOYHOCTH .
Jlo Hamiero BpeMeHHM Jouuia Jpyras abOpeBuarypa, KOTopas sBIsSETCS TaKOM e TeXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha CTaHJApT BBICIIEH
3BykoBo# TexHuku Hi-Fi, uto B nmepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTD'".
Ja, OecnnaTHBI MHTEPHET-IOCTYN B Kade, OTeNsiX W adporoprax SBISETCS OTJINYHOU
BO3MOKHOCTBIO BbIXO/1a B MHTEpHET. HO MHOTHE 3KCIIepThI CUMTAIOT, YTO 001Ie10cTymHbIe Wi-Fi
CETH HE SIBIISAIOTCS O€30MacCHBIMHU.
CoBeTbl 110 0€30MaCHOCTH PabOTHI B 001Ie0CTyTHBIX ceTsix Wi-fi:
1. He nepenasaii cBoro nuuHyto nHpopmanuio yepes odmenoctynusie Wi-Fi ceru. Pabotast
B HUX, KEJIATEIbHO HE BBOJUTH NApOJIX JOCTYIIA, JIOTUHBI U KaKUE-TO HOMEPA;
2. Hcnonb3yit 1 OOHOBISN aHTUBHMPYCHBIE MpOrpaMMbl U OpaHamayep. TeM cambIM Tbl
o0e3omacuiib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOUCTBO;
3. [Tpu ucnionszoBanun Wi-Fi otkmoun pyukiuio "O06mmuit qoctyn k daitiam u mpuHTEpaM”.
Jannas QyHKIMS 3aKpbITa 10 YMOJIYaHUIO, OIHAKO HEKOTOPHIE IT0JIb30BATENIN aKTUBUPYIOT €€ s
y100CTBa UCIIOIH30BaHUsI B pab0Te WK yuele;
4, He ucnons3yii myonuunsiit WI-FI ans nepenaun mMUHBIX JaHHBIX, HAPUMED I BHIXOAA
B COLIMAJIbHBIE CETH UJIU B DJIEKTPOHHYIO TOYTY;
5. Hcnonb3yit Tonbko 3amuiiennoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";
6. B mo6mibHOM Tenedone otkmoun ¢pyakuuo "Tloakmouenue k Wi-Fi aBTomaTruecku'.
He nonyckaif aBTOMaTH4eCKOro MOJIKJIIOUEHUs ycTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.



ConpajbHbIE CETH
CoruaibHble CETH aKTHBHO BXOJAT B HAIly »XWU3Hb, MHOTHE JIFOAM PAaOOTAIOT U JKUBYT Tam
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MWUIHAPI YEIOBEK, YTO SBISICTCS OMHOMN
CeJIbMOM BCEX KHUTEJCH IUIaHeThl. MHOTHE TOJb30BaTeIM HE MMOHUMAIOT, YTO HWH(OpMAIus,
pa3MeIeHHAss MU B COIMANIBHBIX CETAX, MOKET OBITh HaliJleHa W MCIIOJIb30BaHA KEM YrOJHO, B
TOM YHCJIe He 0053aTeIbHO ¢ OJJarMMH HAMEPCHHSIMH.
OCHOBHBIE COBETHI 10 OE30IIaCHOCTH B COIIMAIBHBIX CETIX:

1. OrpaHuub CIUCOK JIpy3eil. Y TeOs B APY3bsIX HE JOHKHO OBITh CITyYaliHBIX M HE3HAKOMBIX
JIIOJICH
2. 3amminai CBOK YacTHYIO ku3Hb. He yka3piBaii maponu, TenedoHsl, aapeca, aTy TBOETO

POXIEHUS W JPYTYIO JTUYHYIO HH(MOpMAIHIO. 3JI0yMBIIUICHHUKA MOTYT HCIOJb30BaTh JIAXe
UH(OPMAIIHIO O TOM, KaK Thl U TBOU POJMTEIIN IJIAHUPYETE TPOBECTH KAHUKYJIbI;

3. 3amumiail CBOK penmyTallrio - IepKU €€ B YICTOTE M 3a/1aBail ce0e BOMPOC: XOTEI ObI ThI,
9TOOBI JIPyrUe TOJIb30BATEIM BHICIH, YTO Thl 3arpyxaemib? [logymai, Mpexae YeM YTo-TO
OI1yOJIMKOBAaTh, HAMCATh U 3aIPy3UTh;

4. Ecnu TeI roBOpULIb C JIFOJBMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE PEalbHOE UMS U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIIBCTBA, MECTO Y4eObl U IPOYee;

S. N3berait pazmerienus ortorpaduii B UHTEpHETE, TIE TH H300pakeH HA MECTHOCTH, TI0
KOTOPOU MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. [Ipu peructpanuu B COLMAIBbHON CETH HEOOXOAMMO MCIIONb30BaTh CIIOKHBIE HApOJIH,
cocroslIre u3 OyKB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. JUig couuanbHOW CETH, MOYTHl M JPYIHX CAMTOB HEOOXOAMMO MCIIOJNb30BaTh pa3HbIE

naposii. Toraa eciu Te0s B3JIOMAKOT, TO 3J0YMBIIUICHHUKU TOIYy4YaT JTOCTYII TOJIBKO K OJHOMY
MECTY, a HE BO BCe cpasy.

9JIEKTPOHHBIE JeHbIH
DNEKTPOHHBIE IEHBIH - 3TO OUYEHB YI0OHBIN CIIOCO0 MIIAaTEXEe, 0JHAKO CYIIECTBYIOT MOIIIEHHUKH,
KOTOpI)IG XOTAT HOHy‘II/ITI) 3TU OCHBI'U.
DJIEKTPOHHBIE JEHBI'M TOSBHIMCH COBCEM HEJAaBHO M HWMEHHO H3-3a 3TOIO0 BO MHOTHX
roCy/IapcTBaX JIO0 CHUX IMOP HE MPOMUCAHO MTPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHHPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe UX Pa3/eisIIoT Ha
HECKOJIbKO BHJIOB - aHOHHMHbBIE M HE aHOHMMHBIE. Pa3HHIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcss MPOBOJUTH Omepanuu 0e3 WACHTH(PHUKAIMKA MOJb30BaTeNs, a B HE
AQHOHUMHBIX UACHTU(PHUKALMS TOJIH30BaTENs SABIAETCS 0053aTeNbHOM.

Taxxe cienyer pa3auyarh 3JIEKTPOHHBIE (PUATHBIE JEHBIU (PAaBHBI FOCYIapCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE JCHBIH (HE paBHBI TOCY1aPCTBEHHBIM BAIIOTaM).

OcCHOBHBIE COBETHI 110 6€30MacCHOM paboTe € IIMEKTPOHHBIMU JIEHIAMU:

1. [TpuBsku K cueTy MOOWIBHBIA TenedoH. DTO caMblil yAOOHBIM M OBICTPBIN CcrHOCOO
BOCCTAaHOBUTH JOCTYN K cdyery. l[lpuBsizanHbIi TenedoH mOMOXeT, eciu 3alyaems CBOM
IUTATEXHBIA MapOoJIb WK 3aii/ienIb Ha CaliT ¢ HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnons3yit ogHopaszoBsie mapoiu. [locie mepexosa Ha yCUJIGHHYIO aBTOPH3aLUI0 TeOe
y’ke He OyIeT yrpokaTh OMACHOCTh KPa)kKH MJIM MepexBara IIaTeKHOT0 HapoJis;
3. Bri6epu cnoxublil maposs. [IpectynHukam OyaeT He MPOCTO yrajaTh CIOXKHBIA MapoJib.

HanexHsle mapoau - 3TO mapoyiu, KOTOpbIE COJepKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ceOs
CTPOYHBIE U MPOMUCHBIE OYKBBI, U PHI U HECKOJILKO CUMBOJIOB, TaKME KaK 3HaK JoJuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOIM cBOM TMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSIELIb.

DJIeKTPOHHAS 110YTA
ONEKTpOHHAs TOYTa - 3TO TEXHOJOTUS U TMPEJOCTABISIEMBbIE €10 YCIYTHM MO MEPEChUIKE U
MOJIYYCHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACTIPENCISIIOTCS B KOMITBIOTEPHOW CETH.
OO06B19HO AIEKTPOHHBIN MOYTOBBIN SIIUAK BBITJISIIAT CJIEeIYIOLIUM obpa3zom:
UMS_TIOJTh30BaTEISI(@WUMS_JIoMeHa. Takke KpoMe TMepeaadyd MpPOCTOr0 TEKCTa, HWMEETCs
BO3MOXKHOCTh TiepeaaBaTh (paiiiibl.
OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe C IIECKTPOHHOM MTOYTOM:




1. Hano BeIOpaTh mpaBUIIBHBIN MOYTOBBIA cepBHC. B MHTepHETE €cTh OrpOMHBIN BHIOOP
OecCIUTaTHBIX NMOYTOBBIX CEPBUCOB, OJJHAKO JIy4lle JOBEPSTh TEM, KOTO 3Haellb U KTO MEPBBIH B

pEUTHHTE;

2. He ykaspiBaii B nuuHOM mouTe auuHylo uHpopmamuio. Hampumep, mydrne BbBIOpaTh
"My3bIKanbHbIN _(aHaT@" uan "pokx2013" Bmecto "Ttemal3";

3. Hcnonb3yit IByX3TamHy0 aBTOPU3ALINIO. ITO KOT1a TOMUMO MapoJisi HYyKHO BBOAUTH KO/,
npucbuIaeMblil mo SMS;

4. Boibepu cnokHbIil maposb. s KakIOro IMOYTOBOrO SIIUKA JOJDKEH OBITh CBOM
HaJCKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIN BOIPOC, HCIONB3YH ITY
BO3MO>KHOCTb;

6. Hcnonb3yil HECKOIBKO TMOYTOBBIX SIIMKOB. I[lepBbI 11 4YacTHOM TEPENUCKU C

aJpecatamMu, KOTOPHIM Thl JIOBEpsCIb. DTO 3JIEKTPOHHBIM aJpec HE HA/l0 HCIOJb30BaTh MpHU
peructpanuu Ha popymax u cairax;

7. He otkpeiBaii (aiisasl U qpyrue BIOXKEHUS B MUCbMaX, Jake €CIM OHH MPHUIILIH OT TBOMX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIN JIM OHU TeOe 3T (ailibl;
8. ITocne oxkoHuaHus pabOTHI HA IOYTOBOM CEpPBHUCE NEPE 3aKPhITHEM BKIIAJKU C CAaliTOM He

3a0yap HaxaTh Ha "Beriitu".

Kn6epOyJUIMHT MJIM BUPTYAJIbHOE M3/1€BATEIbCTBO
KubepOyiiMHT - TIpeciieZloBaHUE COOOMICHHUSMHU, COJCPXKAIIMMHU OCKOPOJICHUS, arpeccuto,
3aIyTUBAHKEC; XYJIUTAHCTBO, CONUATHHOEC OOMKOTHPOBAHHME C TIOMOIMIBIO PA3TMYHBIX HMHTEPHET-
CCPBHCOB.
OcHOBHBIE COBETHI 10 O0pHOE C KHOEPOYILTUHTOM:
1. He 6pocaiics B 60ii. Jlyummii cmoco0: mocoBeTOBATHCS Kak ceOsl BECTH U, €CITH HET TOTO,
K KOMY MOXHO OOpaTHThCS, TO BHAYaje YCHOKOWThCA. ECIM Thl HaYHENIb OTBEYATh
OCKOpOJICHUSIMU Ha OCKOPOJICHHMS, TO TOJIBKO eI1ie OOJIbIIE pa30XoKellh KOH(IUKT;

2. VYmpasnsiii cBoeit kubeppenyraiuei;

3. AHOHUMHOCT B ceTd MHHMas. CylIecTBYIOT CIIOCOOBI BBIACHHTb, KTO CTOHUT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH Xynuranckuit 00pa3 BUpTYyaJIbHOM skU3HU. IHTEpHET GUKCUPYET BCe TBOU
JEUCTBUSI 1 COXPAHSIET UX. Y JAIUTh UX OYyJeT KpailHe 3aTPyAHUTEIBHO;

S. Co0:roail CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit eauHuuHblii HeraTuB. OJHOpPA30BblE OCKOPOUTEIbHBIE COOOLICHUS JydIle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHMSIMH, B COLMAIbHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLIECHU C ONPEETICHHBIX a/IpECOB;

8. Ecin  T1h1  cBuperens kuOepOymimHra. TBou  neHCTBUSA:  BBICTYNUTh  IPOTUB

IIpeciIeIoBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHS OLEHUBAIOTCA HETaTUBHO, MOIJEPKATh
KEPTBY, KOTOPOH HyKHA IICUXOJIOTMUYECKask IOMOILb, COOOIINUTh B3POCIBIM O (DaKTe arpecCUBHOTO
MIOBE/ICHNUS B CETH.

MoOuabHbIiH TejedoH
CoBpemeHnHble cMapTHOHBI U IIJIAHIIETHI COIEP)KaT B ce0e BIOJHE B3POCHbIA (PYHKIMOHAN, U
Terepb OHM MOTYT KOHKYPHUPOBaThb CO CTAallMOHAPHBIMH KoMIbioTepamu. OaHAKO, CpeICTB
3aIIATHI JJI5 TOTI0OHBIX YCTPOUCTB MOKA 0OUeHb MaJio. TecTUpOoBaHHE M TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i [1K, To jkxe camoe kacaeTcsi 1 MOOMIIBHBIX MPHIIOKEHHUH.
CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl yKe MPAaKTUIECKH JTOTHAIN HACTOJBHBIC aHAJIOTH, OJTHAKO
pacupenre (GyHKIIMOHAJa BIIeUeT 3a c000 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.
Jlanexo He BCe TPOW3BOIUTENN BBHITYCKAIOT OOHOBJICHUS, 3aKpPBHIBAIOIINE KPHUTUYCCKHE
YSI3BUMOCTH Ul CBOMX YCTPOMCTB.
OCHOBHBIE COBETHI [Tl 0€30MaCHOCTA MOOMIIBHOTO TeneoHa:
Huuero He sBnsieTcs mno-HacrosiieMy OecllaTHbIM. byap ocTOpoxkeH, Beab Korjga Ttebe
IpeIaratoT OeCIUTaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCITYTH;
Hymaii, npexxae yem ornpaButb SMS, ¢oTto mimm Bugeo. Tl TOYHO 3Haellb, € OHU OyAyT B
KoHeuHOM uTore? Heob6xoaumMo 0OHOBIISITH ONEPAIlMOHHYIO CUCTEMY TBOETO cMapT(oHa;




Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBI JITsI MOOUJIBHBIX TeNE(OHOB;

He s3arpyxaii TpuiaoKeHHS OT HEU3BECTHOTO WCTOYHWKA, BEIb OHH MOTYT COJEpXKaTh
BPEIOHOCHOE MPOTrpaMMHOe 00ecrieueHHe;

[Toce Toro kKak ThI BBIWJCIIL C CaldTa, T/Ie BBOJIWUJI JIMUHYIO WH(OpPMAIHIO, 3aiiIi B HACTPONKHU
Opay3epa u ynanu cookies;

[Tepuoandecku MpoBepsii, KAKKUE TUIATHBIC YCIIYTH aKTUBHPOBAHBI HA TBOEM HOMEPE;

JlaBait cBoii HOMep MOOMJIBHOrO TeliehoHAa TOJBKO JIFOJSAM, KOTOPBIX Thl 3HACIIb U KOMY
noBepsienib; Bluetooth momkeH ObITH BBIKIIOYEH, KOTJa Thl UM HE MOjb3yenibcsi. He 3a0biBait
WHOT/Ia MPOBEPATH 3TO.

Online urpsl
COBpeMeHHBIG OHHaﬁH-HprI - 9TO KpaCO‘-IHBIG, 3aXBaTbIBAIOIIIUEC pa313nequH;1, O6’beI[I/IH$IIOH_II/I€

COTHHU THICSAY YEJIOBEK MO BceMy MHpy. rpoku ucciaenyroT TaHHBI UM MUp, OOLIAIOTCS IPYT C
JIPYrOM, BBITIOJHSAIOT 3a/1aHUsI, CPAXKAIOTCS C MOHCTPAMU U MOJy4atOT OMBIT. 3 Y10BOJIBCTBUE OHU
IUIATAT: MMOKYIAIOT JUCK, OTJIAYUBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OMIIUU.

Bce atu cpeactBa uayT Ha moJJep)KaHUE W Pa3BUTHE UTPHI, a TakkKe Ha caMy Oe30MacHOCTD:
COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPHU3AIlMH, BBIMTYCKAIOTCS HOBBIC MaTud (IIU(POBBIE 3aIlJIaTKU
JUTSI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B mooOHBIX UTpax CTOUT OmMacaThCsl HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJIBKO KPaKd TBOETO
naposisi, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3AIMH OOJIBITMHCTBA UT.

OcCHOBHBIE COBETHI IO OE€30MTACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecnu npyroit urpok Beaet ceds mI0X0 WK co37aeT Tede HEMPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;
2. [Moxxanylica aqMUHUCTpATOpaM UTPHI HA IJIOXO€ MOBEACHHE 3TOTO MUTPOKA, KEIaTeIbHO

IPUIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJIE CKPUHOB;
He yka3biBaii nuunyto nHpopmanuio B mpodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UT'PE;

He ycranaBnuBaii Heo(uuaabHble aTYH U MOJIBI;

Hcnons3yi cll0kKHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsl UIPbl HE CTOMT OTKJIIOYaTh aHTUBHpYyC. Iloka TbI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

No ok w

@UIIMHT WIH KPaKa JHYHbIX JTAHHBIX
OObIYHOM Kpakel JeHer U JIOKYMEHTOB CEeroJHS YK€ HUKOTO He YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKH MEPEMECTUINCh B HHTEPHET, U MPOJOJIKAIOT
3aHUMAaThCA "IMIOOUMBIM" IEJIOM.
Tak nosiBuiIach HOBask yrpo3a: HHTEPHET-MOILIEHHNYECTBA WM (UIIMHT, TJIaBHas LeJlb KOTOPOTro
COCTOUT B MOJYYEHUH KOH(HUACHIMAIBHBIX JAHHBIX MOJIb30BaTeNeH - TOrMHOB U maposeil. Ha
aHrnuiickom s3bike phishing unrtaercs xak ¢umuHr (ot fishing - peiOHas noBus, password -
apoJb).
OcHOBHBIE COBETHI 110 OOPBHOE € QUITMHTOM:
1. Crnenu 3a cBouM akkayHTOM. Eciu ThI OJ103peBaelilb, 4To TBOS aHKeTa Oblila B3JIOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aAMMHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKopee;
2. Ucnonp3yit 6e3omacHble BeO-CaliThl, B TOM YHUCIIe, HUHTEPHET-Mara3uHoB U MOMCKOBBIX
CHUCTEM;
3. Ucnone3yit crnoxHble UM pa3Hble maposnu. TakuMm oOpa3om, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH MTOJTy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;
4. Ecnu T1ebs B3nmomanu, To HEOOXOIUMO HPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
nobaBiieHbl y T€Os B IpY3bsIX, O TOM, YTO TeOs B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBbIE CaliThI;

5. YcranoBu HagexHbli mapoib (PIN) Ha MoOMIbHBIHN TenedoH;
6. OTKIIIOUM COXpaHEHHE MMapoJis B Opaysepe;
7. He otkpeiBaii (aiiasl u qpyrue BIOXKEHUS B MMCbMaxX, JJaKe €CIIM OHU HPUIILIN OT TBOMX

npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3T (aiiibl.



Iudposas penyranus
[ludpoBass pemyramust - 3TO HEraTHBHAas WM TO3UTHUBHAs HMHQOpManus B ceTu o Tele.
Komnpomerupyromas nHpopmanus, pasMelleHHas B MHTEPHETE, MOKET CEphe3HbIM 00pa3oM
OTpa3uThCA Ha TBOEH peanbHON Xu3HU. "Lludposas permyramus” - 370 TBOW WUMUIK, KOTOPBIHA
dbopmupyeTcst u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.
TBoe MecTO >KHUTENbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KHUX- BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue MOAPOCTKH JIETKOMBICJICHHO OTHOCATCS K MYONUKAIMK JUYHOW WH(POpMAIUU B
HuTepHeTe, He OHUMas BO3MOXKHBIX 1ociieAcTBUl. Thl gaxe He CMOXKELIb 0rajaTbCs O TOM, YTO
dororpadus, pazmerienHas 5 et Ha3aj, cTajla MPUIUHON OTKa3a MPUHATH Te0s Ha paboTy.
KommeHnTapuu, pa3menienue TBoux Gororpaduil U qpyrue AeUCTBUS MOTYT HE MCUE3HYTh JjaKe
MI0CJIE TOTO, KaK Thl UX yIanuiib. Thl HE 3HACHIb, KTO COXPAHWI ATY HH(POPMAIIHIO, TTOTajia JIH OHA
B IIOMCKOBBIE CHCTEMBbI U COXPAHMWJIACh JIM OHA, a TJIABHOE: YTO MOJYyMAaIOT O TeOe OKpYXKarolue
JFO/IM, KOTOPbIe HAWAYT M YBUAAT 3T0. HaiiTn mHpOpMAaLIMi0 MHOTO JIET CITYCTSI CMOXKET JIF000i -
KaK 13 100pbIX MOOYXICHUM, TaK U C HAMEPEHUEM IPUUMHUTB Bpel. DTO MOXKET ObITh KTO YTOIHO.
OCHOBHBIE COBETHI 10 3alIUTE HUPPOBON penyTaliu:

1. [Momymaii, mpekne 4eM 49TO-TO NyOJIMKOBaTh M TepenaBaTh y ceds B Oiore wWiu B
COLIMATILHOM CeTH;

2. B HacTpoiikax mpodwis ycTaHOBH OTpaHWYCHHS HAa MPOCMOTP TBOETO MPOGUIS M €ro
COJIEPKUMOTO, C/IeJIaidl €ro TOJNbKO "[s Apy3en";

3. He pa3memnraii u He yka3piBait HHGOPMAIHIO, KOTOPask MOKET KOTO-THO0 OCKOPOJISATH WIIH
00MXKaTh.

ABTOpCKOE IPaBo
CoBpeMeHHbIE IIKOIBHUKHY - aKTUBHBIE I10JIb30BaTeNU HU(PPOBOro npocTpaHcTBa. OJHAKO JJaIEKO
HE BCE 3HAIOT, 4YTO TIOJH30BAHWE MHOTMMH BO3MOXHOCTSMH LU(PPOBOTO MHpa Tpedyer
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.
TepMuH "MHTE/IEKTyajdbHasi COOCTBEHHOCTb' OTHOCUTCSI K  pa3jIMYHbIM  TBOPEHUSIM
4eJI0BEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIyrd, U 3aKaHyuBasg KHUTaMH, QororpadusiMu, KUHOQUIBMAMHU U
MY3bIKaJIbHBIMU IPOU3BEICHUSIMMU.
ABTOpCKHE IpaBa - 3TO NpaBa Ha UHTEIJIEKTYaJbHYI0O COOCTBEHHOCTh Ha MPOM3BEIEHUS HAYKH,
JUTEPaTyppl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE TIapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUI TPy aBTOpa He OyAeT HAmpacHbIM, JacT €My CIIpaBeAJIMBbIE
BO3MOXHOCTH 3apa0o0TaTh Ha pe3ylbTaTaxX CBOEro TPpyZa, MOJYYUTh U3BECTHOCTb U NMPU3HAHHE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €r0 MIPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B MpPOKaT, MyOJINYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIOJIHATE B Adupe Win pazMeniath B IHTepHeTe.
Hcnonb3oBanue "MupaTckoro” mporpaMMHOIo 00ecredeHust MOXKET MIPUBECTH K MHOTHM PUCKaM:
OT MOTEPU JTAaHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKM TBOErO YCTPOMCTBA, IJie YCTAHOBJIEHA
HelnerajabHas nporpamMmMa. He crout Taxoke 3a0bIBaTh, UTO CYIIECTBYIOT JIETalIbHbIE U OECIUIaTHbIE
POrpaMMbl, KOTOPbIE MO>KHO HalTH B CETH.

O nopraJjie
CeteBHUOK.p( - TBOH INIaBHBIA COBETYMK B CETH. 371€Ch Thl MOXeEIIb y3HATh O O€30MacCHOCTH B
CeTH TMOHATHBIM M JIOCTYIHBIM $I3BIKOM, a IpPH BO3HUKHOBEHHM KPUTHUYECKOW CHUTYal[uu
00paTUTHCS 3a COBETOM. A TaKkKe NMPHUHATH ydacTHe B KOHKYpCax M CTaTh CaMbiM LHU(POBHIM
rpakJTaHUHOM!



