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UH®OPMALIMOHHAS AMSITKA
JUISI OBYUYATIOLLMXCS JJISI PASMELIEHUS
HA O®PUIAAJTBHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCSA OOJbBINE, a IMIKOJbHUKH
OJIHA M3 CaMbIX aKTUBHBIX TMOJb30BaTeje PyHera. Mexay TeMm, MOMHUMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMBbl. JTa MaMsATKa JI0JDKHA TTIOMOYb
TeOe 0e30MacHO HaXOAUTLCS B CETH.

KomnbrotepHbie BUPYChI

KoMmmbloTepHblii  BUpYC - 3TO PpPa3sHOBUAHOCTh KOMIIBIOTEPHBIX IMPOTpamw,
OTJIMYUTENILHON OCOOCHHOCTHIO KOTOPOHW SIBIIETCA CIIOCOOHOCTh K Pa3MHOXKEHHI0. B
JOTIONTHEHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WJIM TOJHOCTHIO YHHUYTOXHUTH BCE
¢aiinbl U JaHHbBIE, TOJKOHTPOJIbHBIE MOJIB30BATEIN0, OT UMEHH KOTOPOTo ObliIa 3amyIieHa
3apakeHHasl MporpaMma, a TakKe MOBPEAMTbh WIM AaKE€ YHUUYTOKUTH ONEPALMOHHYIO
CUCTEMY cO BceMH (aillaMmu B 1elloM. B OGONBIIMHCTBE ClydaeB pPacHpOCTPAHSIIOTCS
BUPYCHI Uepe3 UHTEPHET.

MeTtobl 3alIUTHI OT BPCAOHOCHBIX IIPOT'paMM:

1. I/ICHOHBSyﬁ COBPCMCHHBIC OIICPAIUMOHHBIC CHUCTCMbI, HMMCIOIIHUC CepBeBHBIfI
YPOBCHD 3allIUTHI OT BPCAOHOCHBIX IMPOTpPaMM;

2. IlocTosiHHO ycTaHaBnMBail mauTu (UQPPOBLIE 3aMJIaTKU, KOTOPhIE aBTOMATUYECKU
YCTaHABIIMBAIOTCA C LENbI0 JOpaOOTKU MPOrpamMMbl) U JIpyrue OOHOBICHHUS CBOEH
orepanuoHHON cucteMbl. CKaynBail MX TOJIBKO ¢ OQUIIMATBHOrO caiita pa3zpaboTdmka
OC. Ecnu cymiecTByeT peskuM aBTOMaTHYE€CKOTO OOHOBIIEHUS, BKITFOUH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEpPE TII0J] MpaBaMH I[IOJIb30OBATENsd, a He
aIMUHUCTpATOpa. ITO HE TMO3BOJMT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMm
WHCTaJUTUPOBATHCS HA TBOEM MEPCOHAITBHOM KOMIBIOTEPE;

4. Hcnonp3ylh  aHTUBHPYCHBIE  INPOTPAMMHBIE  MPOAYKTBI  W3BECTHBIX
MIPOM3BOIUTENICH, C aBTOMATHIECKUM OOHOBJICHHEM 0a3;

5. Orpanuyb pU3NYECKUN JOCTYN K KOMIBIOTEPY JIsl IOCTOPOHHUX JIUIL;

6. Vcnonp3yil BHEIIHME HOCUTENW HMH(OpMAIUH, Takue Kak (ruemnika, TUCK WIH
¢aiin u3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHKOB,

7. He oTkpbBail KOMIBIOTEpHBIE (aiiyibl, TMOJyYEHHBIE U3 HEHAJISKHBIX
UCTOYHUKOB. Jlaxe Te Qailnibl, KOTOpble TpHCTIal TBOM 3HAKOMBINA. Jlydiie yTouHUM y
HETro, OTIPABJISLI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 3T0 He Buj nepenayu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeH/I, MapKa.
Eme B 1991 rony nuaepmanackas xommanusi 3apeructpupoBana opena "WECA", gro



obo3Hauano cinoBocoueranue "Wireless Fidelity", xoTopblii mepeBOgMTCS —Kak
"GecrpoBOIHAS TOYHOCTB".

Jlo Hamiero BpeMeHHM JAouuia apyras abOpeBuaTypa, KOTopasi SIBISIETCS TaKOW xKe
TexHojorueil. 9to abOpeBuatypa "Wi-Fi". Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha
cTaHJapT BbIcHIed 3BykoBoM TexHuku Hi-Fi, uro B mepeBoje o3HaudaeT "BBICOKas
TOYHOCTD .

Jla, OecmaTHBII HWHTEPHET-AOCTYN B Kade, OTENAX M a’dponopTrax SBISETCS
OTJIIMYHON BO3MOXHOCTBIO BBIXOAAa B WMHTEepHET. HO MHOTHE SKCHEepTHl CYHMTAIOT, YTO
obmenocrynasle Wi-Fi cetu He sSBIsI0TCA 0€30M1aCHBIMH.

CoBeThl 110 0€30MaCHOCTH pabOThI B 00IIeT0CTYIHBIX ceTsXx Wi-fi:

1. He mepenasaii cBoro JMuHyr0 HHpoOpManuio depes oodmenoctynasie Wi-Fi cetn.
Paboras B HUX, >keJaTEIILHO HE BBOJUTD MAPOJIH JOCTYIIA, JIOTHHBI U KaKHE-TO HOMEPA;

2. Ucnonb3yii 1 OOHOBIIANM aHTUBUPYCHBIE MTpOrpaMMbl U OpanamMayep. Tem caMbiM
ThI 00e30nacHIlb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonp3oBanuu Wi-Fi otkiroun ynkiuio "OOmmid goctyn k ¢aitnam u
npuntepam". JlanHasg ¢QyHKOuS 3aKkpeiTa 1O YMOJYAaHUIO, OJHAKO HEKOTOphIE
M0JIb30BATENN aKTUBUPYIOT €€ JUIsl y100CTBa UCIIOJIb30BaHUs B paboTe Uiu yueoe;

4. He ucnonp3yit myonuunbsiii WI-FI 1715 mepegaun TUUHBIX TaHHBIX, HAIPUMED IS
BBIXOJa B COLUAIIBHBIE CETH WA B JIEKTPOHHYIO TIOYTY;

5. Ucnonb3yi Tonpko 3amuineHHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B wmoOuwnbHOM Tenedone ortkaroun (yakmmoo "Tlogxirouenne k- Wi-Fi
apromatuuecku". He nomyckail aBTOMaTH4eCKOro MOJKIIOUEHHSI YCTPOWCTBA K CETSIM
Wi-Fi 6e3 TBoero coriacusi.

ConunajabHble ceTH

ConunanbHble CETH aKTUBHO BXOAST B HAIlly XWU3Hb, MHOTHE JIIOJU pabOTaloT U
JKUBYT TaM IIOCTOSIHHO, a B Facebook yke 3apermcTpupoBaH MHJLIHAP YEIIOBEK, YTO
SIBJISIETCSL OJHOM CEIbMOM BCEX >KUTEJICH IJIaHeThl. MHOTrHMe MoJb30BaTEIN HE TIOHUMAIOT,
yTo WH(OpMalUs, pa3MeIIeHHAas UMH B COITMATIBHBIX CETSAX, MOXKET OBITh HaiieHa U
HCII0JIb30BaHA KEM YTOJIHO, B TOM YHKCJIe HE 00s13aTebHO C OJJaruMy HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30IaCHOCTH B COLIMAJIBbHBIX CCTAX:

1. Orpannyb cnucok apy3eil. Y TeOs B ApY3bsX HE JOHKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIIOACH;

2. 3amuinaii cBO 4acTHYIO *u3Hb. He yka3biBail naponu, tenedoHsl, agpeca, 1aTy
TBOETO POXKIEHUS U JAPYryl0 JHYHYIO UHGPOpMAIHIO. 3IOYMBIIUIEHHUKA MOTYT
UCIOJIb30BaTh Ja)ke MHQOpPMAIMI0O O TOM, KaK Thl M TBOM POIUTENN IJIAHUPYETE
IIPOBECTU KAHUKYJIBL;

3. 3ammiai cBO pemyTaluio - Iep>KU €€ B YUCTOTE U 3aJlaBail cede BOMPOC: XOTeN



Obl TbI, YTOOBI JpYyrue MOJIb30BaTeNId BUIEIHU, YTO Thl 3arpyxaemis? [logymaii, mpexie
YeM YTO-TO ONYyOJUKOBATh, HAITUCATh U 3aIPY3UTh;

4. Ecnu Thl TOBOpUIL C JIFOJAbMH, KOTOPBIX HE 3HAClllb, HE HCIOJb3YH CBOE
peanbHOE UMS U APYTYIO JTUUHYI0 HHPOPMAIIUU: UMsI, MECTO KUTEIhCTBA, MECTO Yy4eObl U
mpouee;

5. WN3beraii pasmemenus ¢otorpaduit B MuTepHeTre, rae Thl H300paxeH Ha
MECTHOCTH, TI0O KOTOPOW MOYKHO OTIPEACIUTh TBOE MECTOTIOIOKCHHE;

6. Ilpu peructpanui B COIMAIBHON CETH HEOOXOAMMO HCIOJB30BaTh CJIOKHbBIC
napoJju, COCTOAIIME U3 OYKB U LIU(P U C KOJIMUECTBOM 3HAKOB HE MEHee §;

7. Jns conpanbHOM CeTH, MOYTHl M JPYTHX CaWTOB HEOOXOJMMO HCHOJIb30BAThH
pasHble mapoiu. Torga ecnmu TeOs B3JIIOMAIOT, TO 3JOYMBIIUICHHUKH TMOTydYaT AOCTYII
TOJIFKO K OJJHOMY MECTY, a He BO BCE Cpasy.

JJIeKTPOHHbIE JeHbI'U

DONEeKTpOHHbIE JEHBIM - O3TO OYeHb YAOOHBIM crmoco0 miaTexei, OgHaKo
CYIIECTBYIOT MOIIEHHUKH, KOTOPbIE XOTSAT MOIYYHUTh 3TH JICHBTH.

3HeKTpOHHBIe JCHBI'M ITIOABHJINCH COBCEM HCJABHO M HMCHHO H3-3a OTOI'O BO
MHOT'HUX IrocyaapCTBax 0 CHUX II0P HC IIPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (GYHKIIMOHMPYIOT W O HHX YK€ NPOIHKCAHO B 3aKOHE, IJIe HX
pa3neNsIOT Ha HECKOJIBKO BUJOB - aHOHUMHBIC W HE aHOHMMHBIE. Pa3Huiia B TOM, 4TO
aHOHMMHBIC - 3TO Te€, B KOTOPBIX pa3peniacTcss MPOBOJUTH OIEpaluu  0e3
UIACHTH(UKAIIMK I0JIb30BATENII, a B HEAHOHUMHBIX HJICHTH(GHUKAIMS T0Jb30BaTEISA
SABJISETCS 00513aTEILHOM.

Taxke cremyer  pa3nuuaTh  DJCKTPOHHBbIE  (uUATHbIE  JEHBIHM  (paBHBI
FOCYAapCTBEHHBIM Bajll0OTaM) U JJIEKTPOHHbIE He(puUaTHbIE JEHbIM (HE pPaBHbBI
rOCy/IapCTBEHHBIM BAJIIOTaM).

OcHoBHbIE COBETHI IO 0€30MaCHOI paboTe € IEKTPOHHBIMU J€HbIAMM:

1. IlpuBsku K cuery MOOWIBHBIA TenedoH. DTO caMblii yIOOHBIA U OBICTPHIMA
croco0 BOCCTAaHOBUTH JOCTYHn K cuery. IlpuBs3aHHBI TenedoH MOMOXKET, eciu
3a0y/iellb CBOM MIIaTeXHbIN MapoJIb WIK 3aiIelIb Ha CAlUT ¢ HE3HAKOMOI'O YCTPOICTBA;

2. Vcnonb3yit onHopa3osbie napoiu. [locne nepexoa Ha yCUIEHHYIO aBTOPU3ALUIO
Tebe yxe He Oy/IeT yrpoKaTh OMACHOCTh KPa)kl MJTM NepexBaTa IIaTeKHOT0 MapoJis;

3. Boibepu cnoxubiil napons. [IpectynHukaM OyaeT He MPOCTO Yraiarh CIOXKHBIH
napoib. HaznexxHele mapoiu - 3TO Mapoju, KOTOpbIE COAEp)KaT HE MEHee & 3HaKOB U
BKIIIOYAIOT B ceOf CTPOYHBIE U TMPOIMHUCHBIE OYKBBI, MU(PPHI U HECKOJIHKO CHMBOJIOB,
TaKue KakK 3HaK Jouiapa, GyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JAHHBIE HA CAiTax, KOTOPBIM HE JOBEPSECUIb.

JJIeKTPOHHAS MOYTA



DNEeKTpOHHAs MOYTa - O3TO TEXHOJOTHS U MPENOCTABISIEMBIE €K YCIYyTH IO
MEPEChUIKE U TMOJYUYCHHIO JJIEKTPOHHBIX COOOIICHUM, KOTOPBIE paCHpPENEsioTCs B
KOMITBIOTEPHON ceTH. OOBIYHO 3JEKTPOHHBIM MOYTOBBIN SIIUK BBITJSIUT CICAYIOIINM
o0Opa3om: uMs_ToJib30BaTenss(@ums_nomMeHa. Takke KpoMe IMepeaadd MpoCcTOro TeKCTa,
UMeEeTCsl BO3MOXKHOCTD TIepe/1aBaTh (Paitsibl.

OcHoBHBIE COBETHI IO 0€3011acCHOI paboTe ¢ NEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh TpaBWIIBHBIN MOYTOBBIM CepBUC. B MHTEpHETE €CTh OTPOMHBIN
BbIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIYYIIE JOBEPSTH TEM, KOI'O 3HACIIb U
KTO IIEPBBIA B PEUTUHTE;

2. He ykaspiBail B JMYHOW mouTe JWMYHYIO HHpopManuio. Hampumep, myuie
BBIOpaTh "My3bIKabHBIN (paHaT@" wim "pok2013" BmecTo "remal3",

3. Hcnonp3yil ABYXATAllHYI0 aBTOPU3ALMIO. JTO KOrJa MOMHMO Mapojsi HYXKHO
BBOJIUTH KOJI, MPUCHIJIaeMbIii 1o SMS;

4. BeiOepu Cl0XKHBIN Mapoib. i1 KaXa0ro MOYTOBOTO SALIUKA JTOJKEH OBITh CBOU
HAJICKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTh HAMCATh CAMOMY CBOM JIMYHBIA BOIPOC, UCIIOJb3YH 3Ty
BO3MOXHOCTD;

6. Mcrionb3yil HECKOIBKO MOYTOBBIX SIIUKOB. IIepBBIN 1 4aCTHOW NEPENUCKH C
azpecaTaMy, KOTOPBIM Thl TOBEPSEIIb. DTO IEKTPOHHBIA agpec HE HaJ0 HCIIOJIb30BaTh
IpU PErUCTpaIy Ha popyMax U caiiTax;

7. He oTkpbIBaii (paiinibl 1 ipyrue BIOKEHUS B MUChMaX, JaXKe €CIU OHH MPUIILIA OT
TBOUX JApy3eil. JIydiiie yTouHu y HUX, OTIIPABIISIIN JIUM OHU TeOe 3TU (Haiiiibl;

8. Ilocne okoH4YaHMs pabOTHI HA MMOYTOBOM CEPBHUCE MEpesa 3aKPHITUEM BKJIAJIKH C
caiiToM He 3a0ynb HaxaTh Ha "BeiiiTu".

Ku0epOy/uiMHI WJIK BUPTYaJIbHOE M3/1€BATEILCTBO

KubepOymmuHr - mpeciaeaoBaHUE COOOIICHUSMH, COJEPKANTUMU OCKOPOJICHHUS,
arpeccHro, 3allyruBaHHWE; XYyJWTAaHCTBO; COIHMAIbHOE OOMKOTHpPOBAaHHWE C TOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI TT0 00pbOE ¢ KNOEPOYIITUHTOM:

1. He Opocatics B 60ii. Jlydmmii crioco0: mocoBeToBaThCsl Kak ceOsi BECTH M, €CId
HET TOrO, K KOMY MOXHO OOpaTHTHCS, TO BHAYaje¢ YCIIOKOMTHCA. Ecim Thl HadyHEIb
OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpPOJICHHS, TO TOJILKO elle OOJIbIIEe pPa30iKKellhb
KOH(JIUKT;

2. YnpaBasii cBoeit kubeppernyranuei;

3. AHOHUMHOCTD B ceTu MHHMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;



4. He crout BecTu Xyauranckuii o0pa3 BUpPTyalnbHOH xu3HHU. IHTEepHET pukcupyer
BCE TBOU JIEUCTBUS U COXpAHSET UX. Y AaIUTh UX OyleT KpaiHe 3aTpyAHUTENIbHO;

5. Cobmronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuuuyHblii HeraTuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIIECHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpamniaeTcs Ha HadyalbHOW CTaJNH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIECHUSIMHU, B
COIIMATBHBIX CETAX €CTh BO3MOXXHOCTh OJOKHPOBKH OTHPABKH COOOIIECHUN C
OTIpE/ICIICHHBIX aJ[PECOB;

8. Ecnmm 1Bl cBuzaerens kubOepOysumHra. TBouM HAEWCTBHS: BBICTYNIUTH IPOTUB
npecienoBarens, I0Ka3aTb €My, YTO €ro JEWCTBUS OLIEHUBAIOTCS HETaTHBHO,
NOJJIEPIKATh KEPTBY, KOTOPOU HYKHA MCUXOJOTMYECKask TOMOIb, COOOIIUTH B3POCIBIM
0 (paKkTe arpeCCUBHOIO MOBEJICHUS B CETH.

MooOuibHbl# TesiepoH

CoBpemennbie cMapThOHBI U IUIAHIIETHI COAEPXKAT B ceOe BIOJHE B3POCHBIN
(GYHKIMOHAJ, M TEIepbh OHM MOT'YT KOHKYPHPOBATh CO CTAllHOHAPHBIMU KOMITBIOTEPAMHU.
OnHako, CpeaCTB 3alUTHI JIs TOAOOHBIX YCTPOUCTB MOKa OYeHb Majo. TecTupoBanue u
MOMCK YSI3BUMOCTEN B HUX MPOUCXOJMUT HE TaK MHTEHCUBHO, Kak s 1K, To xe camoe
KacaeTcs 1 MOOMIIBHBIX TIPHIIOKEHHUH.

CoBpeMeHHBIE MOOWIIbHBIE Opay3epbl YXe€ MNPaKTUYECKU JOTHAIU HACTOJIbHBIE
aHaJIOTH, OJHAKO paciiupeHue (QyHKIHOHANa BiedeT 3a cOO0M OOJNBIIYIO CIOKHOCTh U
MEHBIIYIO 3alIUIIEHHOCTD.

I[aneKo HC BCC IIPOHU3BOAUTCIIM  BBIITYCKAKOT O6HOBJIGHI/I}I, 3aKPbIBArOIIHUC
KPUTHYCCKUC YA3BUMOCTH OJI1 CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JIJIsi 0€30MMaCHOCTU MOOMIIBLHOTO TesnedoHa:

Huuero ne siBnsiercs mo-HacTosimemMy OecriaTHBIM. Byab ocTopokeH, Bellb KOrjaa
TeOe mpeiaraloT O0ecIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IUIATHBIC

YCIYTH;

Jymaii, mpexie yem otnpaButh SMS, ¢oro wiu Buaeo. Tol TOUHO 3HACIIB, T/IE OHU
OyAyT B KOHEYHOM UTOTE?

Heo6xo011Mo 0OHOBIISITH ONIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(QOHa;
Hcnonb3yii aHTUBUPYCHBIE TIPOTPAMMBI JIJ1s MOOUITBHBIX Telle(OHOB;

He 3arpy>1<a171 MNPUIIOKCHUA OT HCU3BCCTHOI'O HWCTOYHHKA, BCAb OHHM MOTYT
COACPKATE BpCAOHOCHOEC IIPOrpaMMHOC O6CCH€‘I€HI/I€;

[Tocite TOro Kak ThI BBIMACIIL C CaiiTa, TJIe BBOJWI JUYHYIO HHPOPMAIIHIO, 32l B
HACTPOWKHU Opay3epa u yaanu cookies;

[leproanyecku TpPOBEpPsA, KaKWe IUTATHBIE YCIYTH aKTHBUPOBAHBI Ha TBOEM
HOMeEpeE;



JlaBaii cBOil HOMEp MOOMIBHOTO TenedOHa TOIBKO JIIOJSIM, KOTOPHIX Thl 3HACIIb U
KOMY J0BEpsIeIlb;

Bluetooth momkeH ObITH BBIKIIOYEH, KOTJa Thl UM HE TOJIb3yelibcs. He 3a0biBaii
MHOT/Ia IPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPAacOYHbIE, 3aXBATHIBAIOIIUE pa3BIICUECHMS,
O0OBEANHSIONINE COTHHU ThICSY YEJIOBEK IO BceMy MUpy. Urpokn uccienyroT JaHHbIN UM
MHUp, OOIIAIOTCS JPYr C JPYrOM, BBINOJHAIOT 3aJlaHUsl, CPaKaloTcs C MOHCTpaMH HU
MOJIy4alOT OMNBIT. 3a YJAOBOJBCTBUE OHM IUIATAT: [OKYIAIOT JHCK, OIIaYUBAIOT
aOOHEMEHT WJIM MPUOOPETAIOT KAaKUEe-TO OIIUH.

Bce atu cpeactBa mayTt Ha mojAep)KaHME M Pa3BUTUE UIPHI, a TaKXKE Ha camy
0€301MaCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPHU3AIIMH, BBIMTYCKAIOTCS HOBBIE MaT4H
(m1dpoBbIe 3aTUIATKH 711 IPOTPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOIIO6HBIX HI'pax CTOHUT OIlaCaTbCA HE CTOJBKO CBOUX COIICPHHUKOB, CKOJIBKO
KpaXu TBOCTO IMapoJisA, Ha KOTOPOM OCHOBAaHa CUCTCMaA aBTOpPU3aAlTUN OOJIBIINHCTBA Hrp.

OcCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HUI'POBOT'O aKKAaYyHTa:

1. Eciu nmpyroit urpok BeneT cebs IIIOXO WIM CO3/1aeT Tebe HEMpUATHOCTH,
3a0JIOKUPYH €Tr0 B CIIHCKE UTPOKOB;

2. Iloxanyiicda agMUHHCTpPaTOpaM HWIPhl HA IUIOXOE IMOBEJACHUE 3TOT0 HIPOKa,
JKEeJIaTEeNbHO MPUIIOKUTh KaKHEe-TO I0KAa3aTEIbCTBA B BUAE CKPUHOB;

3. He yka3biBail muuHyt0 uHGOpMaLuio B npodaiiie Urpsl;
4. YBaxall Apyrux y4aCTHUKOB IO UTPE;

5. He ycTanaBnuBaii HeouilHaabHbIE TATYU U MOJIBI;

6. Mcrionb3yii CIIOKHBIE U pa3HbIE MTAPOJIH;

7. axxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [Ioka Thl urpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

DOUINUHT WIN Kpaika JUYHbIX JAHHbIX

OOBIUHON Kpaxkel JeHEeTr W JOKYMEHTOB CETOJIHS YK€ HHKOTO HE yJHMBHIINb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUNA 3JIOYMBIIIJICHHUKH TEPEMECTWINCh B WHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThCA "MIOOUMBIM" IeTIOM.

Tak mosiBUIach HOBask yrpo3a: WHTEPHET-MOIICHHHYECTBA WJIM (UIIMHT, TJIaBHAs
[eJIb KOTOPOTO COCTOMT B TOJYYCHMHM KOH(HICHIMATBHBIX JTAHHBIX IOJIb30BaTeNleh -
JOTHHOB U napoineii. Ha anrnuiickom si3pike phishing untaercs xak ¢pumunr (ot fishing -
pbIOHAs JIOBIIA, password - maposs).

OCHOBHBIE COBETHI 110 60pbOE C PUITHHTOM:



1. Cnequn 3a cBomM akkayHTOM. Ecim ThI mojo3peBaeiib, 4YTO TBOS aHKETa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ M COOOUINTH aJIMUHUCTpATOpaM pecypca
00 9TOM KaK MO>XHO CKOPEE;

2. HCHOJ’IBC%Yﬁ Oe30macHbIC Be6'CaﬁTBI, B TOM YHCJIC, HHTCPHCT-MAra3mHOB H
ITOUCKOBBIX CUCTEM,

3. Ucnonw3yii crnokHble W pa3Hbie mapoiau. Takum oOpa3om, eciik Te0s B3IOMAIOT,
TO 3JIOYMBIIUIEHHUKH TIOJy4aT JIOCTYI TOJBKO K OJTHOMY TBOEMY MpPO(UII0 B CETH, a HE
KO BCEM;

4. Ecnu 1ebs B3jIOMasid, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J100aBJIEHBI Y T€OS B APY3bAX, O TOM, YTO T€Os B3JIOMalIM M, BO3MOXHO, OT
TBOETr0 UMEHU OYAET pacChlUIaThCS CIIaM M CChUIKM Ha (PUILIMHIOBBIE CalThI;

5. YcranoBu HanexHbll napois (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKJII0YN COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbiBaii ¢aiiabl 1 ApyTrUe BIOKEHUS B MUChbMAaX, 1a)K€ €CIU OHU MPHUIILIA OT
TBOUX Jpy3eil. Jlyule yTouHu y HUX, OTIPABIISUIN JIH OHU TeOe 3T (ailiibl.

udposas penyranus

[MudpoBas pemyranus - 3TO HeraTUBHAs WM MO3UTUBHAS MH(OpMaLUs B CETU O
tebe. Kommpomerupyromas wuHQOpManus, pa3MeIIeHHass B HHTEpHETE, MOXKET
CepbEe3HBIM 00pa30M OTPa3UThCA HA TBOEW peanbHOU ku3HM. "Lludposas pemyranus" -
3TO TBOW UMHJIXK, KOTOPBIHA (hopMupyeTcst u3 uHpopmanuu o Tedbe B UHTEpHETE.

TBoe MecTO JXKHUTENbCTBA, yueObl, TBO€ (PUHAHCOBOE TMOJIOKEHUE, OCOOECHHOCTH
XapakKTepa M paccKasbl 0 OJM3KUX - BCE ATO HAKAIJIMBACTCS B CETH.

MHorve TMOJPOCTKUA JIETKOMBICIEHHO OTHOCATCS K IYOJIMKAIMM  JTMYHOMN
uHpopmanuu B HWHTepHETe, HE MOHUMAs BO3MOXHBIX TMOCiencTBuil. Thl maxe HE
CMOXeEIIb J0orafaThCsi O ToM, 4TO QoTtorpadus, pa3MelieHHas S5 JeT Hazal, craja
NPUYMHOM OTKa3a MPUHATH TeOs Ha paboTy.

KomMmeHnTapun, pasmenieHue TBoux Qortorpaduili U apyrue ASHCTBUS MOTYT He
MCYE3HYTh Jake IOCJE TOro, KaK Thl MX yAAJWLIb. Thl HE 3HAElIb, KTO COXPAHUI 3Ty
uH(pOpPMaIINIO, MOMaja JU OHA B IOUCKOBBIE CUCTEMbI M COXpPaHWJIaCh JIM OHA, a TJIABHOE:
YTO TOJAYyMalT O Tebe OKpYXalollue JIIOJU, KOTOpble HalayT u yBuAAT 3T0. Haiith
UH(GOPMAIIMIO MHOTO JIET CITYCTSI CMOXKET JIFOOOH - Kak U3 T0OphIX MOOYKIEHUH, TaK U C
HaMepeHUeM MPUUUHUTH Bped. ITO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE UPPOBON PEIyTAIHH:

1. [Tomymaii, mpexie 4em 4To-TO MyOIMKOBATh U MEepeaBath y cedst B O0re Wi B
COLIMAIbHOM CETH;

2. B HacTpoiikax mpoduiis yCTaHOBH OTpaHUYECHUS HA IPOCMOTP TBOETO NpopuiIs u
€ro COAECPKUMOr0, ClIeJai ero TONbKO "I Apy3eil”;

3. He pa3memaili m He ykas3piBail MHQOpMAIMIO, KOTOpash MOXKET KOro-iudo



OCKOPOJISATh UK OOMKATh.
ABTOpCKOE PaBo

CoBpeMeHHBIE IIKOJIBHUKU - aKTUBHBIE IOJIB30BATEIH IU(PPOBOTO MPOCTPAHCTBA.
OnHako JajeKko He BCE 3HAIOT, YTO MOJIb30BaHHE MHOTMMHU BO3MOKHOCTSIMH ITH(POBOTO
Mupa TpedyeT cOONMI0AEHHS PaB Ha HHTEIUIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMuH "HHTENIEKTyalIbHasE COOCTBEHHOCTB'" OTHOCHUTCSA K Pa3IU4YHBIM TBOPEHUAM
YEJIOBEYECKOTO YMa, HauyuHas C HOBBIX M300pPETEHMM W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOJYKTBl M YCIYrd, W 3aKaHUYMBasg KHUTAMH, (QoTorpadusmi,
KMUHO(UIbMAMU U MY3bIKAJIbHBIMHU POU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 3TO IpaBa HA WHTEJJIEKTYaJbHYI0 COOCTBEHHOCTh Ha
NPOU3BEACHHUSI HAyKH, JUTEPATypbl U HMCKyCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B
Ka4yecTBE TapaHTUH TOrO, YTO MHTEIUIEKTYalbHbII/TBOpUECKUN TpyJ aBTOpa HE Oyner
HalpacHbIM, JJaCT €My CIIPaBEUIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOEIro
TpyJa, MOJIYyYUTh U3BECTHOCTh U Npu3HaHue. HukrTo Oe3 paszpemnieHus: aBTopa HE MOKET
BOCIIPOM3BOJUTE €ro IMPOU3BEIACHUE, PACIPOCTPaHATh, MYOJIMYHO JEMOHCTPUPOBATH,
npojaBaTh, HUMIIOPTUPOBaTh, IycKaTb B  NPOKaT, MNyOJIMYHO  HCIIOJNHATS,
MOKa3bIBATh/UCIIONHATH B 3(upe UK pa3Meriats B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOTO oOecreyeHUs: MOXKET MPUBECTH K
MHOTHM pHCKaM: OT MOTEpPH JAHHBIX K TBOMM AaKKayHTaM 10 OJOKHPOBKH TBOETO
YCTPOICTBA, I/Ie YCTAHOBJIIEHA HeJeralibHasl mporpaMMa. He cTouTt Takke 3a0bIBaTh, 4TO
CYIIECTBYIOT JIETAIbHBIC U O€CIUIaTHBIC MTPOTPAMMBI, KOTOPHIE MOKHO HAWTHU B CETH.

O noprasue

CereBUUOK.pJ - TBOH TJIaBHBIA COBETYUK B CETU. 37€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTH B CETH TOHSATHBIM W JOCTYNMHBIM SI3bIKOM, a TP BO3HUKHOBEHHUH
KPUTHYECKOU CUTYAIIN OOPAaTUTHCS 32 COBETOM. A TakKe MPUHATH Y4acTHe B KOHKYpCax
U CTaTh CaMbIM IIU(GPOBBIM TPaXKTAHUHOM!



