NHOOPMALIMOHHA ITAMATKA
JU OBYYAIOINUXCA AJI PASMEINEHN A
HA OOULIMAJIBHBIX MHTEPHET-PECYPCAX

C xaxabIM rojJioM MOJOJEKH B MHTEPHETE CTAHOBUTHCS OOJIbILIE, A IIKOJIBHUKU OJHU W3 CaMBIX
aKTHBHBIX IoJb30Barened Pynera. Mexay TeMm, NOMHMO OTrPOMHOIO KOJUYECTBA BO3MOKHOCTEH,
MHTEPHET HECeT U Mpo0JieMbl. DTa mamsITKa JOHKHA TIOMOYb TeOe 0e301acHO HaXOIUThCS B CETH.

KommnsrorepHsie BUPYCHI

KoMmnbroTepHslii  BUpyC - 3TO pPa3HOBUJHOCTb KOMIIBIOTEPHBIX NPOrpamM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBJII€TCSI CLIOCOOHOCTh K Pa3sMHOXKEHUIO. B jomoiHeHne K 3ToMy, BUPYCHI
MOTYT TMOBPEIUTh WIM I[OJHOCTbIO YHUYTOXHUTh BCE€ (ailibl W JaHHbBIE, [OJAKOHTPOJIbHBIE
[10JIb30BATENI0, OT UMEHU KOTOPOro ObLiIa 3aIlylleHa 3apakeHHasl IporpaMma, a TaKkke MOBPEIUTh WU
Jla)Ke YHUUTOXXHUTH OIEPAIlMOHHYIO CUCTEMY CO BceMHU (aililaMu B 1ienoM. B OonblIMHCTBE ciyyaeB
PacpoCTPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MGTOI[I)I 3al0UTBI OT BPCAOHOCHBIX ITPOrpaMm:

1. Ucnonb3yil COBpEMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HbIH YPOBEHb 3aLIUTHI OT
BPEIOHOCHBIX IIPOrPaMM;

2. IlocTosiHHO ycTaHaBIMBal nma4ytu (IU(POBbIC 3aIUIATKH, KOTOPHIC aBTOMATHYECKH YCTAHABJIUBAIOTCS
C IEJBI0 JOPAOOTKU MTPOrPaMMBbI) U IPyTrUe OOHOBIICHUS CBOCH OTIEpallMOHHON cucTeMbl. CKauyuBai ux
TOJNIbKO ¢ odunuanbHoro caira paspaborunka OC. Ecnu cymiecTByeT pexuM aBTOMATHUYECKOTO
OOHOBJICHUS, BKJIIOYH €T0;

3. Pabotaii Ha cBOeM KOMIIBROTEPC MO ITPpaBaMU ITOJI30BATECJISA, @ HC A IMUHUCTPATOPA. OTO0 HE TTO3BOJIUT
6OJ'II>HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJIMPOBATHCA HA TBOCM ITEPCOHAJIIBHOM KOMIIBIOTCPE;

4. MHcnonp3yil aHTHBUPYCHBIE HPOrpaMMHBIE MPOJAYKTHl HM3BECTHBIX IPOU3BOJMUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannypb pu3HUYECKHi JOCTYI K KOMITBIOTEPY [Tl TOCTOPOHHUX JIMIL;

6. Vcnonp3yit BHEIIHME HOCUTENU MH(pOpMallnH, Takue Kak (remika, TUCK Wik ¢aill u3 UHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpeIBaii KOMIBbIOTEpHBIE (haIlIbI, TOJyYCHHBIE U3 HEHAIS)KHBIX UCTOUHUKOB. Jlaxe Te (ailibl,
KOTOpBI€ MpHCIiai TBOM 3HAaKOMBIN. JIydllle yTOUHU y HEro, OTIPABIISI JIU OH Te0e HX.

Ceru WI-FI

Wi-Fi - 510 He Buj nepeaayn JaHHBIX, HE TEXHOJOTHS, a BCEro JIUIIb Opena, mapka. Emte B 1991 roay
HuJepiaHackas KommnaHus 3apeructpuponana Openn "WECA", uro o0o3Hauano ciioBocodeTaHUe
"Wireless Fidelity", koTopslii mepeBoauTcs Kak "0ecrpoBoiHasi TOUHOCTH" .

Jlo Haiero BpeMeHHu Jouuia Apyras abOpeBuaTypa, KOTopas SBJISETCS TAaKOH ke TEXHOJIOTHeH. DTo
a06peBuarypa "Wi-Fi". Takoe Ha3BaHme ObUIO JAaHO C HAMEKOM Ha CTaHIAPT BBICIIECH 3BYKOBOM
texuuku Hi-Fi, uro B mepeBose o3Hauaer "BhICOKAst TOUHOCTH'.



Jla, OecrutaTHBIN MHTEPHET-IOCTYI B Kade, OTEIIX U a3pONOPTax SBISCTCS OTIUIHONW BO3ZMOKHOCTBIO
BBIXO/a B MHTEepHET. HO MHOTHE SKCmepThl cunTaroT, 4to obmienoctynHbie Wi-Fi ceTn He SBISIOTCS
0€30I1aCHBIMH.

CoBertsl 110 6€30macHOCTH paboThI B 00MIeA0CTYTHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro auuHyr0 HHpopManui udepe3 odmienoctynabie Wi-Fi cetu. Pabortas B HuX,
KeJlaTeIbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI M KaKWe-TO HOMEpa;

2. Ucnonb3yit 1 0OHOBIISIT aHTUBUPYCHBIE MTPOrpaMMbI U Opanamayep. TeM caMmbIM Tbl 00€30MacHIlb
ce0st OT 3aKa4YKH BUpYCa Ha TBOE YCTPOICTBO;

3. ITpu ucnonwzoBanuu Wi-Fi otkmroun ¢ynkumto "OOuwmii noctyn K ¢aitniam u npuntepam". Jlannas
(GYHKIHS 3aKpBITa 10 YMOJIYaHUIO, OJHAKO HEKOTOPHIE MOJIb30BATENN aKTUBUPYIOT €€ I yA00cTBa
UCIIOJIb30BAHUS B paboTe min yueoe;

4. He wucnonb3yit nyonumunbii WI-FI nis nepenaun JIuYHBIX JT@aHHBIX, HAapuMmep JUIsl BbIXOJA B
COLIMAJIbHBIE CETHU WJIU B DJIEKTPOHHYIO IIOYTY;

5. Ucnonb3yii Tonpko 3anmuiieHHoe coenqunenne uepe3 HTTPS, ane HTTP, 1.e. npu Habope BeO-aapeca
BBOIM UMeHHO "https://";

6. B MmoOunsHOM Tenedone otkitoun ¢pyukiuio "Tlonkmouenue k Wi-Fi aromatuuecku". He nomyckait
aBTOMATHYECKOTO TIOJKITFOUEHHS yCTporcTBa K ceTsim Wi-Fi 0e3 TBoero cormacwus.

ConuanbHbIE CETH

CornuanbHble CeTH aKTUBHO BXOJAT B HAIy JKU3Hb, MHOTHE JIIOJU Pa0OTAIOT U KUBYT TaM MOCTOSIHHO,
a B Facebook y»ke 3apeructpupoBaH MUJUTHAP]T YETOBEK, YTO SIBJISIETCS OJHOM CEABMOM BCEX KUTEICH
MIaHeTbl. MHOTHE TONb30BaTeNd HE TOHUMAIOT, YTO MHPOpMAIus, pa3MelIeHHas UMH B COLIMATbHBIX
CEeTSX, MOXKET OBITh HalJIeHa U MCIOJIb30BaHA K€M YrOAHO, B TOM YHCJIE HE 00s3aTeNIbHO ¢ OnaruMu
HaMEPEHUSIMU.

OcHOBHbBIE COBETHI M0 0€30MAaCHOCTH B COLMAIBHBIX CETAX:

1. Orpannyb crucok apy3eil. Y 1e0s B Ipy3bsaX HE TOJKHO OBITh CIIydailHBIX U HE3HAKOMBIX JIFOCH;

2. 3anumiail CBOO 4acTHYIO JKU3Hb. He ykasbiBaii maponm, TenedoHsl, aapeca, 1aTy TBOCTO POXKICHUS
U IPYTYIO JTMYHYIO HHPOpMaIKIO. 3M0YMBIIIJICHHUKH MOTYT UCIIOJIb30BaTh J1aXe HH(OPMAIIHIO O TOM,
KaK Thl 1 TBOU POAUTCIIU IIJIAHUPYCTE IMPOBECTU KAHUKYJIbI;

3. 3ammiai CBOI penmyTamuio - JEPKU €€ B YHCTOTE W 3ajaBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
Jpyrue MOJb30BaTEeNN BUICIHU, YTO ThI 3arpyxaems? [Togymail, mpexxae yeM 4To-TO OMyOJIUKOBATh,

HaIlACaTh U 3arpy3UTh;

4. Ecnu TBI TOBOPHULIB C JIOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIB3YH CBOE PEAIIbHOE UM U APYTYIO
JUYHYI0 HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eOBbl U MpoYee;

5. U36erait pazmenienus gororpaduit B MaTepHETE, IIe THI M300paKEH Ha MECTHOCTH, TI0O KOTOPOM
MOHO OIPEACIUTh TBOE MECTOIOJIOKEHHE;



6. [Ipu perucrparyy B COIMAIBHON CETH HEOOXOIUMO HCIIOIB30BaTh CII0XKHBIE TTAPOJIH, COCTOSIINE U3
OyKB U IU(p U C KOTUUIECTBOM 3HAKOB HE MEHee §;

7. st couuanbHON CeTH, MOYTHI U JPYTUX CAaTOB HEOOXOAMMO UCIOJIb30BaTh pa3Hble napoau. Torna
eciiy Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH [10JIy4aT 10CTYII TOJIKO K OZJTHOMY MECTY, a HE BO BCE Cpa3sy.

DNEeKTPOHHBIE JEHbIU

DJNEeKTPOHHBIEC JICHBIH - 3TO OYEHb yJOOHBIH CIIOCOO IUIaTEXEH, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT IOIYYUTh 3TH JACHBIU.

BHCKT];)OHHBIG JCHBI'M MOSABUJIMCHE COBCEM HEAABHO U KMCHHO H3-3a 3TOI'0O BO MHOI'MX IoCydapCTBax a0
CHUX IIOP HE NPONHCAHO ITPO HUX B 3dKOHAX.

B Poccum ke onn QyHKIIMOHUPYIOT ¥ O HUX YK€ IPONHCAHO B 3aKOHE, TJIE UX Pa3/IeISAIOT Ha HECKOJIBKO
BUJOB - AHOHMMHBIE M HE aHOHMMHbIEC. Pa3HuIla B TOM, YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi MPOBOAUTH omepanud 0e3 HACHTU(UKAIUU TOJh30BaTeNss, a B HEAHOHUMHBIX
UACHTU(DUKALMS [T0JIb30BATENsS ABISETCA 0053aTENbHOM.

Taxoke cremyeT pasziauuaTh JIEKTPOHHBIE (HATHBIE ACHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJIOTaM) U
3JIEKTPOHHBIE He(praTHBIE IEHbIU (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IO 0€30IaCHOM pa60Te C OJICKTPOHHBIMH ACHbBI'aMMU:

1. [IpuBsixku K cueTy MOOMIBHBIN TenedoH. DTo camblii yIOOHBIN U OBICTPBIN CIIOCOO BOCCTaHOBUTH
noctym K cuery. [IpuBsizaHHBIN TenedOH MOMOXKET, €clii 3a0y/ellb CBOW IUIATeKHBIA MapOJh WA
3aiJelIb Ha CaliT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnionw3yit oqHopaszoBeie apoiu. [locne nepexona Ha yCUIICHHYIO aBTOpU3AIUIO TeOe yke He OyaeT
yrpoXkKaTh OMACHOCTh KPAXXH UJIU MepexBaTa MIaTeXHOTo MapoJs;

3. Boibepu citokHbIi Tapoits. [IpectynHukam OyaeT He POCTO yraaaTh CIOKHBIN maposib. HamxexHbie
[apoJid - 5TO MApOJIM, KOTOPBIE COAEPKAT HE MEHee 8 3HAKOB M BKIIKOUAIOT B CE0s CTPOUHBIE M
NPOIUCHBIE OYKBBI, I PBI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J0JUIapa, pyHTa, BOCKJIUIATEIbHBIN
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOM JTUYHBIC JAHHBIE HA CaiTaX, KOTOPHIM HE JIOBEPSICIIb.

DNEeKTpOHHAs MoYTa

DNEKTPOHHAs MOYTa - 3TO TEXHOJOTHUS U MPEAOCTABIIAEMbIE €10 YCIYTH MO MEPEChUIKE U MOTYYEHUIO
AJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEETSIOTCS B KOMITBIOTEPHOM ceTH. OOBIYHO JIEKTPOHHBII
MOYTOBBIN SIMUK BHITTISAUT CIEAYIONMM 00pa3oM: MMsI_IOJIb30BaTelsi(@uMs_nomMeHa. Takxke Kpome
nepeaadu MpoCTOro TEKCTa, HMEETCS BO3MOKHOCTH TIEpe1aBaTh (haiiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ ANEKTPOHHON TTOUTOM:

1. Hayo BbIOpaTh NmpaBUIIBHBIN MOYTOBBIN cepBHC. B MHTEpHETE €cTh OrpOMHBIN BBIOOpP OeCIuIaTHBIX
MTOYTOBBIX CEPBUCOB, OJHAKO JIyYIlI€ JOBEPATH TEM, KOTO 3HAEIllb U KTO MEPBBIN B pEUTHUHTE;

2. He yka3piBali B JAWYHOW TouTE€ JHUYHYIO uHpopManmio. Hanpumep, mydmie BbIOpaTh
"My3bIKaIbHBIN (haHaT@'" umu "pok2013" BMecTo "Temal3";



3. Hcnonp3yil IBYXATalHYI aBTOPHU3AIMIO. DTO KOrJa MOMHMO Mapojisi HYKHO BBOJUTH KO,
npuchklIaeMblil o SMS;

4. BpiOepu CIIOXKHBIH Taponb. J[as KaKIOro MOYTOBOTO SIIUKA JOJKEH OBITh CBOM HAJCIKHBIM,
YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecin ecTh BO3MOYKHOCTB HaIlMcaTh CaMOMY CBOM JINYHBIN BOIIPOC, UCIIOJIb3YH 3TY BO3MOYKHOCTB;
6. Mcrionb3yii HECKOJIBKO OYTOBBIX SAIMKOB. I IepBbIii 471 YaCTHOM NEPENUCKU C aapecaTaMu, KOTOPbIM
Thbl JIOBEpsielllb. DTO JJIEKTPOHHBINA aJpec HEe HaJ0 MCIIOJIb30BaTh IPU PErMCTpaluu Ha GopyMax U

cairax;

7. He oTkpbIBaii (haiinbl ¥ Ipyrue BIOXKEHUS B MHCbMax, Aa)K€ €CIM OHM MPHIUIA OT TBOMX JAPY3EH.
Jlydiie yToYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (pailibl;

8. Ilocne okoH4yaHust pabOTHI HA TIOYTOBOM CEPBHCE MEPE]l 3aKPhITHEM BKIAJIKHU C CaliToM He 3a0yab
HakaTb Ha "Beiiitn".

KubepOyimiHT Wi BUPTYaIbHOE U3]IEBATEIBCTBO

KubepOymnuHr - mpeciieioBaHHE COOOIICHHUSIMH, COJICPKALUIMMH  OCKOPOJICHHS, arpecculo,
3aIlyTUBAHHE, XYJIUTAHCTBO; COIHMAIBLHOE OOMKOTHPOBAHHE C IOMOINBIO PA3IUYHBIX HHTCPHET-
CEpPBHUCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiics B 6oii. Jlyumuii crioco0: mocoBeTOBaThCS Kak ce0s BECTH U, €CIIM HET TOTO, K KOMY
MOKHO OOpaTUThbCs, TO BHayalleé YCIOKOUTHCSA. Eciu Thl HauHeNb OTBEYaTh OCKOPOIEHUSMH Ha
OCKOPOJICHUSI, TO TOJIBKO €111e 0OJIbIIE PA30XIKETh KOH(IIUKT;

2. Ypasinsdii cBoeil kubeppenyTaiuei;

3. AHOHHMHOCTH B CETH MHHMAs. CYHICCTBYIOT CII0COOBI BBIFICHUTBH, KTO CTOUT 3a AHOHHMMHBIM
AKKayYHTOM;

4. He ctouT BecTH XyIMraHcKuii o0pa3 BUPTyaJIbHOH KU3HU. IHTEpHET pUKCUpyeT Bce TBOU JIEHCTBUS
U COXpaHseT uX. Y JauTh UX OyJeT KpailHe 3aTpyAHUTENBHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. HWrHopupyit enuHuuHbli HeraTuB. OAHOpPa30Bble OCKOPOUTENIbHBIE COOOLICHHS —JIy4Ile
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsi Ha Ha4alIbHOM CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILIEHHMSIMHU, B COLIMATBHBIX CETSIX €CTh
BO3MOKHOCTb OJIOKUPOBKH OTIPABKH COOOIIEHHI € ONpeieNIEHHBIX a/IpECOB;

8. Eciu I cBHIeTEN KNOCPOY/UTHHTA. TBOM JCHCTBUS: BRICTYITUTH MIPOTHB MIPECIIe0BATES, TTOKA3aTh
€My, UYTO €ro JEHCTBUS OLICHUBAIOTCS HETAaTUBHO, TNOAJEPKATH IKEPTBY, KOTOPOW HYKHA

TICUXOJIOTMYECKas IOMOIIb, COO6HII/ITB B3pPOCIJIBIM O Q)aKTe arpe€CCUBHOTO IMMOBCACHHS B CCTH.

MoOwibHBIN TenehoH



CoBpeMeHHbIe cMapTOHBI U TUIAHIIETH COEpkKaT B ceO€ BIOJHE B3POCIBIA (PYHKIIMOHA, U TENEPh
OHM MOTYT KOHKYPUPOBAaThb CO CTAllMOHAPHBIMU KommbioTepaMu. OAHAKO, CPEACTB 3aIUThI JIs
MOAOOHBIX YCTPOMCTB MOKa 0YEHb MaJIO. TeCTUPOBAaHUE M MOUCK YS3BUMOCTEH B HUX MPOUCXOANUT HE
TaKk MHTEHCUBHO, Kak 1y [1K, To ke camoe kacaeTcss U MOOMIIBHBIX MTPHIIOKCHU.

CoBpemeHHbIe MOOWIIbHBIE Opay3epbl YK€ NpPAaKTUYEeCKH JOTHAIM HACTOJBHBIC aHAJIOTH, OJIHAKO
pacipenue (pyHKIHOHAaNIa BJeUeT 3a 000 OOJBIIYIO CI0XKHOCTh U MEHBIIIYIO 3alUIIIEHHOCTD.

Jlaneko He BCce IPOU3BOIUTEINH BhITYCKAOT OOHOBIICHMSL, 3aKPhIBAIOIINE KPUTHUECKUE YA3BUMOCTH TS
CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JUISA 0€e3011acHOCTH MOOUIBLHOTO TeJ'Ie(bOHaZ

Hudero He sBisiercs mo-HacrosiieMy OecruiaTHbIM. Byab ocTtopoxeH, Beb Korja Tebe mpeagararT
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCITYTH;

Hymaii, ipexxie uem otnpaButb SMS, poTo mmu Bugeo. Thl TOUHO 3HACIIB, I71€ OHU OyIyT B KOHEYHOM
urore?

Heo6x0auMo 0OHOBIISATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapTQOHa;
Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JIJISI MOOMITBHBIX TeIe(hOHOB;

He 3arpyail npuioxeHus: OT HEM3BECTHOTO MCTOYHUKA, BEb OHM MOTYT COJAEpP’KaThb BPEIOHOCHOE
IIporpaMMHOe oOecrieueHue;

[Tocne Toro kak ThI BBIMACIIB C CaliTa, TJI€ BBOWI JTUYHYIO HH(OpMAIIKIO, 3aii/I1 B HACTPOITKU Opay3epa
U yaamm cookies;

[leproauuecku npoBepsiii, KakKe MJIaTHBIE YCIYT'H aKTUBUPOBAaHbl HA TBOEM HOMEDE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tesne(OHa TOIBKO JIO/IIM, KOTOPBIX ThI 3HAEIIb U KOMY JIOBEpSEIllb;
Bluetooth nomxken ObITh BHIKIIIOUEH, KOTIa Thl UM HE MoJib3yenibesi. He 3a0b1Bail nHOT 1@ TPOBEPSTH 3TO.
Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPaCOYHbIE, 3aXBaThIBAIOIINE PA3BICUCHUS], O0bEIUHSIONIUE COTHU
THICAY YENIOBEK M0 BceMy Mupy. VIrpoku HCCIeayloT NaHHBIH MM MUp, OOLIAIOTCS APYr C JAPYTOM,
BBITIOJHSIOT 3aJ]aHMsl, CPa’kaloTCsd ¢ MOHCTPAMH U IOJIyYalOT OMbBIT. 3a YJAOBOJLCTBUE OHU ILIATSAT:
MOKYNAIOT JTUCK, OIUIAYMBAIOT AOOHEMEHT UJIH MPHOOPETAIOT KaKUEe-TO OILIUH.

Bce st cpenctBa mayT Ha mojajep)KaHUE U pa3BUTHE UIPHI, a TakkKe Ha caMy O€30MacHOCTH:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBbIE MaT4y (IU(PPOBBIC 3AIUIATKU JUIS

MIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1'[02106HI)IX urpax CTOUT OmacaTtbCsa HE CTOJIBKO CBOHUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO IapOJId,
Ha KOTOPpOM OCHOBaHa CUCTCMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30IIACHOCTH TBOCTO HUI'pOBOI'0 aKKayHTa:



1. Ecniu npyroi#t urpok BeneT ceOst TI0X0 WIIM CO3JaeT TeOe HEMPUATHOCTH, 3a0JJIOKUPYH €T0 B CITUCKE
UTPOKOB;

2. Ioxamnyiicst aIMUHUCTpATOpPaM UIPhI HA IJIOXOE MOBEIEHUE 3TOTO UTPOKA, JKEJATEIbHO MPUIIOKUTh
KaKHMe-TO JI0Ka3aTesIbCTBA B BUJE CKPUHOB;

3. He yka3wiBaii inunyro nHpopmanuio B mpodaiisie urpsl,
4. YBaxail Ipyrux y4acTHUKOB II0 UIPE;

5. He ycranarnuBaii Heo(uIIMATbHBIE TTATYU W MOJIBI;

6. Micnonp3yi CII0’KHBIE U pa3HbIe 11apoJIy;

7. Jaxxe BO BpeMsi UTPBI HE CTOUT OTKIIIOYATh aHTHBHPYC. [Toka ThI UTrpaeiib, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIVHT WK KpaXka THYHBIX TaHHBIX

OObIUHOI Kpaskel JIeHET U JJOKYMEHTOB CETrO/IHS YK€ HUKOTO HE YAWBHIIb, HO C Pa3BUTHEM MHTEPHET-
TEXHOJIOTUH 3I0YMBIIIICHHUKH ITEPEMECTHIINCh B HHTEPHET, U MTPOI0JDKAIOT 3aHUMAThCS " TF0OUMBIM"
TETIOM.

Tak mosiBuiach HOBasg yrpo3a: MHTEPHET-MOLICHHUYECTBA HMJIM (DUIIMHT, TNIaBHAs LElb KOTOPOTrO
COCTOMT B IOJy4CHHH KOH(PHICHIMATBHBIX JAaHHBIX MOJB30BaTE]e - JIOTHHOB M maposieid. Ha
aHrMickoM s3bike phishing ynraercs kak gummHr (ot fishing - peiGHas n0Bis, password - mapoJb).

OcHOBHBIE COBETHI 10 O0PHOE € PUIINHTOM:

1. Cnenu 3a cBouMM akkayHTOM. Ecnu Thl Tojo3peBaellb, 4TO TBOsI aHKeTa ObLIa B3JOMaHa, TO
HE00XO0MMO 3a0JIOKMPOBATH €€ U COOOIINTH aJIMUHUCTPATOPaM pecypca 00 ITOM KaKk MOKHO CKOpee;

2. HCHOHB3Yﬁ Oe3omacHbIe Be6-caI71TLI, B TOM YHUCJIC, HHTCPHCET-MAra3nHOB U NOUCKOBBIX CUCTCM;

3. I/ICHOHBSYﬁ CJIOKHBIC U pA3HBIC ITAPOJIH. Takum O6p330M, ecau Te0st B3JIOMAKOT, TO 3JIOYMBITIIJNICHHUKHN
moJrydaT J0CTYI TOJIBKO K OTHOMY TBOEMY HpO(i)I/IJ'IIO B C€TH, a HC KO BCEM,

4. Ecnu Te0s B3JI0MaJi, TO HEOOXOAMMO MPEIYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIEC I00ABICHBI Y
Te0sI B PY3bsIX, O TOM, YTO TeOsl B3JIOMAJIN U, BO3MOKHO, OT TBOEI0 MMEHH OyJeT pacchllaTbCs CIaM U
CCBUIKH Ha (DMIITUHTOBBIE CANTHI;

5. Ycranosu HaziexHbi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIIIOYM cOXpaHEHHe Mapoiis B Opaysepe;

7. He oTkpbIBail ¢ailibl U Apyrue BIOKEHHs B MHCbMaX, Ja)K€ €CIM OHM MPUILIH OT TBOUX JIPY3Ei.
Jlydie yrouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3Th (haitiib.

[Mudposas penyranus

[MudpoBas pemyrauuss - 5TO HEraTUBHAas WIM TIO3UTHUBHas uWHpopMmaunus B ceTH o Teoe.
Kommpomerupytomas uH(opmanus, pa3MelieHHas B WHTEPHETE, MOXKET CEpbe3HBIM 00pa3om



OTpa3uThCs Ha TBOEH peanbHOM >xm3HU. "lludpoBas penmyramus" - 3TO TBOM HMMHIDK, KOTOPBIH
bopmupyercs u3 nuHGopMmaiu o Tebe B UHTEPHETE.

TBOE MeCTO KHUTEIBCTBA, YU4eObI, TBOC (PHHAHCOBOE TMOJIOKEHUE, OCOOCHHOCTH XapaKTepa U PacCKa3bl O
OJIM3KHUX - BCE ITO HAKAIUTUBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICTIEHHO OTHOCSITCS K MMyOJIuKauuu JuyHoi nHpopmanuu B lHTepHere, He
MOHMMAasi BO3MOXHBIX TMocieAcTBUi. Thl jgaxe HE CMOXKEHIb J0TafaTtbcs O TOM, 4To Qororpadus,
pa3MelnieHHas 5 JIeT Ha3a/, cTajla MPUYMHOM 0TKa3a MPUHATH Te0s Ha paboTy.

Kommenrtapuu, pasmenienue TBoux gororpaduil 1 Ipyrue AeUCTBUS MOTYT HE HCUE3HYTh JIaXe MOcIie
TOT0, KaK Thl UX yalIUlIb. Thl HE 3HAEIIb, KTO COXPAaHWII 3TY HH(POPMALIHIO, [I0T1aJ1a JIX OHA B IOUCKOBBIE
CUCTEMBI M COXPAHMJIACh JM OHA, a TJIABHOE: YTO MOJYMAlOT O TeOe OKPYKAIOIUE JIIOJH, KOTOPbIE
HailnyT u yBuzaAT 31o. HaliTu MHQOpMaLMI0O MHOIO JET CHYCTS CMOXET JHO0OH - Kak M3 JT0OpbIX
noOyX/IeHUH, TaK ¥ C HAMEPEHHEM IPUIUHUTH BPEI. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE MU(POBON PEITYTAIIHH:
1. IToxymaii, mpexae uem 4yTo-To MyOJUKOBaTh U MepeaaBaTh y cedsi B 6J10Te WK B COIMATILHOM CETH;

2. B HacTpoiikax npouis yCTaHOBU OTpaHUYEHHS Ha IPOCMOTP TBOETO MPO(UIIS U €r0 COJEPKUMOTO,
czenail ero Tosbko "nis apysei’;

3. He pa3memaii 1 He yKa3pIiBail HHPOPMAITUIO, KOTOPAst MOXKET KOT0-THO0 OCKOPOJISATEH WM 00MKATh.
ABTOpCKOE ITpaBo

CoBpeMeHHbIE HIKOJBHUKH - aKTHUBHbIE M0JIb30BATEIN LU(POBOro mpocrpaHcTsa. OHAKO JaleKo He
BCE 3HAIOT, YTO MOJIb30BaHNE MHOTMMH BO3MOKHOCTSIMH IIU(PPOBOTO MUpa TpeOyeT cOOII0IeHUs MTpaB
Ha MHTEJJIEKTYAJIbHYIO COOCTBEHHOCTD.

Tepmun "uHTEIEKTyaJdbHasE COOCTBEHHOCTh" OTHOCHUTCS K PA3IUYHBIM TBOPEHHUSM 4YEIOBEYECKOIO
yMa, HauMHas C HOBBIX U300peTEeHUH U 3HaKOB, 0003HAYAIOUINX COOCTBEHHOCTh HAa IPOAYKTHI U YCIIYTH,
W 3aKaH4MBasi KHUTaMu, (hoTorpadusiMu, KHHOQUIBMAMU U MY3bIKaJIbHBIMHU IPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTb Ha IPOM3BEJCHMUS HAYKH,
JUTEpaTypbl M MCKycCTBA. ABTOPCKHE TIIpaBa BBICTYNAIOT B KayecTBE TapaHTHUM TOrO, 4YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyJ aBTOpa He OylIeT HampacHbIM, JacT €My CIIpaBeIIHBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaXx CBOEro TPy/a, MOJIYyYUTh U3BECTHOCTD U Mpu3HaHue. Hukro
0e3 paspelieHus aBTopa HE MOYKET BOCHPOM3BOJUTH €r0 MPOU3BEJCHHE, PACIPOCTPAHATH, MTYOIUYHO
J€MOHCTPUPOBaTh, MpOJaBaTh, HMMIIOPTUPOBAaTh, IycKaTb B MPOKAT, MYyOJUYHO HCHIOIHSITD,
MOKa3bIBaTh/UCTIONHATE B 3(upe min pasmemiats B HTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 0OeCredyeHUs MOXKET MPUBECTH K MHOTUM PHUCKaM: OT
MOTEPHU JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOWCTBA, TJI€ yCTAaHOBJICHA HEJlerajbHas
nporpamMMa. He crouT Takxe 3a0bIBaTh, UYTO CYLIECTBYIOT JIeTajbHble U O€CIJIATHBIE MPOTPAMMBI,
KOTOPBIE MOKHO HAWTH B CETH.

O noprane



CereBu4oK.p( - TBOW TTaBHBIM COBETUMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HaTh O O0€30MMaCHOCTH B CETH
MOHATHBIM W OOCTYIIHBIM S3BbIKOM, a IIPU BO3HUKHOBCHHUU KpPITPI‘-IGCKOfI CUTyalluunu 06paTI/ITLC$I 3a
COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKYpCaX U CTaTh CaMbIM LHU(PPOBBIM I'paxJaaHUHOM!



